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Abstract: A chameleon hash function is a type of hash function that involves a trapdoor to help find collisions,
i.e., it allows the rewriting of a message without modifying the hash. For some applications, it is important to
have the feature of revoking the rewriting privilege of the trapdoor holder. In this paper, using lattice-based
hard problems that are considered quantum-safe, we first introduce a lattice-based chameleon hash with an
ephemeral trapdoor CHET( ) and then a revocable attribute-based encryption (RABE) scheme that is adap-
tively indistinguishable. We also give security analyses of our schemes and compare ourRABE scheme to two
relevant schemes proposed recently. Furthermore, we combine our CHET and RABE to design a new revoc-
able policy-based chameleon hash.

Keywords: lattice-based cryptography, hash function, chameleon hash function, attribute-based encryption

MSC 2020: 94A60

1 Introduction

Chameleon hash (CH) function, introduced by Krawczyk and Rabin [1], is a collision-resistant hash function that
involves a trapdoor, without which, it has all the properties of the standard cryptographic hash function.
Specifically, CH schemes are parameterized by public keys such that a trapdoor holder can compute a second
pre-image of a given hash. As an extended variant, a chameleon hash with an ephemeral trapdoor (CHET) is a
CH scheme in which in addition to the main trapdoor, an ephemeral trapdoor is necessary to compute a second
pre-image of the given hash [2]. The ephemeral trapdoor is usually chosen by the party computing the hash
value. Therefore, a holder of the main trapdoor is not able to compute a second pre-image of the hash unless also
provided with the ephemeral trapdoor. Since their introduction, CH and CHET schemes have received con-
siderable attention and have now become a part of the construction of many cryptographic primitives. They are
used, for instance, in the design of chameleon, sanitizable, and online/offline signature schemes [3–7].

One of the recent and important applications of CH is in the design of a mutable blockchain. It was the
work of Ateniese et al. [8] who first proposed a way to allow blockchain rewriting. However, one issue of the
Ateniese et al. scheme is that any trapdoor holder can rewrite a block of its choice. To address this issue, Derler
et al. [9] recently introduced the concept of policy-based chameleon (PCH), which is a type of CH where for
computing a second pre-image of a hash, only the trapdoor holders satisfying its access policy are authorized
to do it. PCH schemes are designed by combining CH and attribute-based encryption (ABE) schemes1.


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Although access policies allow the controlling of computation of the second pre-image in PCH schemes, a
compromised trapdoor or malicious behaviour can constitute a serious security issue. To address this issue, Xu
et al. have recently introduced the concept of revocable policy-based chameleon hash (RPCH) [10], which
allows the revoking of the rewriting privilege of trapdoor holders. Similar to PCH, RPCH schemes are
designed by combining revocable attribute-based encryption (RABE) and CHET schemes.

In this paper, we construct a lattice-basedCHET by applying Derler et al.’s approach to a modified version
of Cash et al.’s CH [11]. Furthermore and still using lattices, we introduce an RABE scheme that is adaptively
indistinguishable. In addition, we combine our CHET and RABE schemes to design a new RPCH.

1.1 Related works

After being introduced in [1], several new variants of CH have been published. These include CH with
ephemeral trapdoor [2] and identity-based [12–15], policy-based, tag-based [16], and RPCH functions.

RPCH is a combination of anRABE and CHET. Thus, designing an efficientRPCH using lattice requires
designing an efficient lattice-based RABE and CHET. For the construction of CHET, two frameworks were
introduced by Derler et al. [2]. The first one is based on zero-knowledge proof and a commitment scheme. The
second technique consists of transforming a secure and unique CH into a CHET where the hash of a message
m will be a pair ( )=h h h,

1 2
. h

1
and h

2
correspond to the hash of m computed using the public key and an

ephemeral public key, respectively. TheCHET designed in this paper is based on the second technique using Cash
et al.’s CH [11]. In Cash et al.’s scheme, the public key is a pair of matrices ( ∣∣ )A A

1 2
, and the hash of a message m is

given by = +h m rA A
1 2

, where r is a random vector chosen from a Gaussian distribution. Using aCHET designed
from Cash et al.’s CH to build a RPCH would require a slight modification. The ephemeral trapdoor has to be
encrypted using an ABE scheme. Therefore, the ephemeral trapdoor needs to be a binary string instead of a matrix.

For the design of the proposedRPCH, an adaptive secure RABE scheme is required. However, most of the
revocable attribute-based schemes using lattice in the literature are selectively secure. For this purpose, we
introduce a new adaptive secure RABE scheme on top of Tsabary’s attribute-based encryption [17], which is
one of the efficient and adaptive secure ABEs. The Tsabary scheme is a ciphertext-policy ABE scheme that uses
as policies the conjunctive normal form policies.

1.2 Motivation

Our motivation is mainly two-fold. First, there exist lattice-based hard problems that are considered resistant to
attacks using future quantum computers, but to our knowledge, there is no work in the literature on the design of
adaptive indistinguishable RABE based on such hard problems. Although there is a recent article on adaptive
indistinguishableRABE introduced by Xiong et al. [18], the security of their scheme relies on the decisional linear
(DLIN) assumption, which is not quantum secure either. Second, and with regard to RPCH, it appears that Xu
et al.’s work [10] is the only one published in the literature so far and the security of their scheme relies on theDLIN
assumption, and hence, it is not quantum secure. With the continued progress in the development of quantum
computers, it is therefore of interest to design RPCH with post-quantum security assumptions.

1.3 Our contributions

In this paper, we propose a slight modification of Micciancio and Peikert’s trapdoor generation algorithm
[19, Algorithm 1] using a random oracle (RO) to reduce the size of trapdoors. We use the modified trapdoor
generation algorithm to introduce a lattice-based CHET. Our scheme is designed using a modified version of
Cash et al.’s CH [11] and Derler et al.’s framework [9]. We show that the security of the proposed lattice-based
CHET relies on short integer solution (SIS) and inhomogeneous short integer solution (ISIS) problems. We
design an adaptive indistinguishableRABE from lattice assumptions. We combine our proposed lattice-based
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RABE andCHET schemes to design a lattice-basedRPCH scheme from Xu et al.’s construction [10]. Finally, we
show that our schemes are secure and compare our RABE with relevant lattice-based schemes proposed
recently.

1.4 Organization of this article

In this article, we recall the necessary prerequisites in Section 2. In Section 3, we introduce a modified version
of Micciancio and Peikert’s trapdoor generator algorithm, construct a lattice-based CHET scheme, and give a
security analysis of the proposed CHET. Section 4 contains the description of our RABE scheme and its
security analysis. In Section 5, we describe our RPCH scheme using lattice and provide its security analysis.
Finally, we conclude in Section 6.

2 Preliminaries

In this paper, we consider row vectors and denote vectors by bold lowercase and matrices by bold

uppercase letters. In addition, we consider the following definition of norms: ‖ ‖ = ∑ =a a
i

m

i1

2 , ‖ ‖ ∣ ∣= ∑ =a a
i

m

i1 1
,

‖ ‖ ∣ ∣=∞a amaxi i , ‖ ‖ ∣ ∣= ∑ = aA maxj i

m

ij1 1
and ‖ ‖ ∣ ∣= ∑∞ = aA maxi j

m

ij1
.

2.1 Lattices

Let m be a nonzero positive integer { }b b, …, m1
be a set of m linearly independent vectors of �m.

A (full-rank) m-dimensional lattice generated by { }b b, …, m1
is the set denoted by ( )b bΛ , …, m1

and de-
fined by �( ) { }= ∑ ∈=b b bx xΛ , …, :m i

m

i i i1 1
. Equivalently, if B is a matrix where its rows are vectors b b,…, m1

,
the lattice ( )b bΛ , …, m1

can be denoted by �( )Λ and described by ��( ) { }= ∈x xBΛ :

m .
For a prime number q, a lattice Λ is called a q-ary lattice if � �⊆ ⊆q Λ

m m. With this condition, it is easy
to verify that for all �∈y

m, y is an element of a q-ary lattice Λ if and only if ∈y qmod Λ.
Let < ≤n m0 and �∈ ×

A
q

n m be a full rank matrix. We denote by ( )AΛq the set defined by

� �( ) { }= ∈ = ∈y y x xq qA AΛ : mod mod for some .q

m n

Similarly, ( )⊥
AΛ

q
is defined by

�( ) { }= ∈ =⊥
y y qA A 0Λ : mod .

q

m T

( )AΛq and ( )⊥
AΛ

q
are q-ary lattices. In addition, we can verify that ( )AΛq satisfies � �( ) = + qA AΛq

n m.
For all �∈u

q

n, we denote by ( )AΛ

u

q
the set

�( ) { }= ∈ =y y u qA AΛ : mod .

u

q

m T
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2.2 Discrete Gaussian, bounded distributions, lattice trapdoors, and hard
problems

2.2.1 Discrete Gaussian

For a positive real number >σ 0, the Gaussian function with parameter σ and center �∈c
n is defined by

�( )
‖ ‖

⎟⎜= ⎛
⎝
−

− ⎞
⎠

∈x

x c

xρ

σ

πexp , for all .
cσ

n

,

2

2

When c is the origin, the corresponding Gaussian function is said to be centered. Later, in this article,
we simply say the Gaussian function to refer to the centered Gaussian function and denote it by ρ

σ
.

For an n-dimensional lattice Λ, the discrete Gaussian distribution on Λ is the function defined by

� ( )
( )

( )
= ∈x

x

x

ρ

ρ Λ

, for all Λ,σ

σ

σ

Λ,

where ( ) ( )= ∑ ∈ xρ ρΛ
xσ σΛ

. We denote the discrete Gaussian distribution supported over � (resp. �q)
with parameter σ by �σ (resp. �q σ, ). For a given lattice Λ, we denote this distribution by � σΛ,

. We now state
the following lemma:

Lemma 1. [20] Let n, m, and q be the positive integers such that ( )≥m n q2 log , where q is a prime number. Let σ

be any positive real number such that ( )≥ +σ n mlog . Then, for �← ×
A

q

n m
$

and �←e
σ

m
$

, the distribution of
=u e qA mod

T is ( )−
2

nΩ -statistically close to uniform over �
q

n. Furthermore, for a fixed �∈u
q

n, the conditional

distribution of �←e
σ

m
$

, given =e u qA mod

T for a uniformly random �∈ ×
A

q

n m, is � ( ) σAΛ ,

u

q
.

2.2.2 Bounded distribution [17]

Let χ be a distribution supported over � . If there exists �∈ +B and < <ε0 1 such thatPr [∣ ∣ ]> <← x B ε
x χ

$ , χ is

said to be ( )B ε, -bounded. When ε is a negligible function, for brevity, χ is the said B-bounded distribution
instead of ( )B ε, -bounded. χ is said to be ( )B ε, -swallowing if for all �[ ]∈ − ∩y B B, , the statistical distance
between χ and +y χ is equal to ε. A second distribution χ̃ supported over � is said to be ( )χ ε, -swallowing
if the statistical distance between χ and +χ χ̃ is equal to ε.

2.2.3 Lattice trapdoor

Let n, �∈q , ( )( )= ⌈ ⌉−
g 1, 2, 4, …, 2

qlog 1 and ( )= ⌈ ⌉m n qlog
0

. The gadget matrix G is defined as the diagonal
matrix given by �= ⊗ ∈ ×

gG In q

n m
0, where ⊗ is the Kronecker product [17]. For all �∈t , let � ⟶− ×

G :
q

n t1

{ } ×
0, 1

m t
0 be the function that converts each entry �∈aij q of a matrix in a binary column vector of size

( )⌈ ⌉qlog corresponding to the binary representation of aij. It holds that for all �∈ ×
A

q

n m
0, we have

( ) =−GG A A1 [17].
Let �∈ ×

A
q

n m be a matrix. For all �∈v
q

n (resp. �∈ ×
V

q

n m), let ( )−
vA

σ

1 (resp. ( )−
A V

σ

1 ) be an output distribu-
tion of �

σ

m
0 (resp. of �

×
σ

m m
0 ).

A σ -trapdoor for a matrix �∈ ×
A

q

n m
0 is a trapdoor that enables to sample from the distribution ( )−

vA
σ

1

(resp. ( )−
A V

σ

1 ) in time poly( ( )n m q, , log
0

) (resp. poly( ( )n m m q, , , log
0

)) for all �∈v
q

n (resp. �∈ ×
V

q

n m). We

denote a σ -trapdoor of matrix A by −
A

σ

1. In the following proposition, we recall some properties of trapdoors
[11,17,19,21–23].
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Proposition 1.
(1) There exist an efficiently computable value �( ( ))=m n qlog

0
and an efficient procedure GenTrap such that

for all ≥m m
0
, GenTrap outputs GenTrap( ) ( )=−

m qA A, 1 , ,
σ

n1 , where �∈ ×
A

q

n m is −
2

n-uniform and

�( ( ) ( ) )=σ n q nlog log .

(2) Let �∈ ×
A

q

n m be a matrix with a trapdoor −
A

τ

1. Then, it is efficient to generate a trapdoor [ ‖ ] ′
−

A B
τ

1,

for all �∈ × ′
B

q

n m , any �′ ∈m , and ′ ≥τ τ .

(3) Let �∈ ×
A

q

n m and �∈ ×
R

q

m m
0 with ( )= ⌈ ⌉m n qlog

0
. Then, it is efficient to compute [ ‖ ]+ −

A AR G
τ

1

for �( ‖ ‖ )= ∞τ m m R .
0

Note that if A is chosen uniformly and R uniformly in { }− ×
1, 0, 1

m m
0, then part 3 of Proposition 1 is a special

case of the leftover hash lemma [17].

2.2.4 Hard lattice problems

Now, we briefly recall some hard lattice problems that we use as security assumptions in our schemes.
For more details, the reader is referred to [21,24–29].
• Short integer solution (SISq n m γ, , ,

): Given a random matrix �∈ ×
A

q

n m, find a vector � { }∈x 0\

m such that

=xA 0T and ‖ ‖ ≤x γ.
• Inhomogeneous short integer solution ISIS( )q n m γ, , ,

: Given a random matrix �∈ ×
A

q

n m and a vector ∈y Z
q

n,

find a vector � { }∈x 0\

m such that =x yA T and ‖ ‖ ≤x γ

• Decisional learning with errors DLWE( )q n m χ, , ,
[28]: Let n, m, and q be positive integers such that q is prime.

Let χ be a noise distribution over � . Distinguish the following two distributions:

( ) ( )+s e uA A A, and , ,

where �← ×
A

q

n m
$

, �←s
q

n
$

, �←u
q

m
$

, and ←e χ
m

$

are independently sampled.

We are interested in the case where <q 2

n; therefore, we have the following corollary:

Corollary 1. [19,28] For all >ε 0, there exist functions ( )= ≤q q n 2

n, and ( )=χ χ n such that χ is B-bounded for
some ( )=B B n , ∕ ≥q B 2

n
ε

, andDLWEq n m χ, , ,
is at least as hard as the classical hardness of the gap shortest vector

problem GapSVP( )γ and the quantum hardness of the shortest independent vector problem SIVP( )γ for ( )=γ 2

nΩ

ε

and all ( )=m npoly .

2.3 Pseudo-random function (PRF) and conjunctive normal form policy

2.3.1 PRF

PRF defined over a key space � , a domain �, and a range � , is a function � � �× ⟶F : that can
be computed by a deterministic polynomial time algorithm. On input (K x, ), the algorithm outputs

K �( ) = ∈F x y, . Moreover, for a given key K , the function K( )F , . is efficiently evaluated at all points
�∈x . Thus, a PRF is defined by a set of two algorithms F Setup F Eval( )=F . , . such that [17,30]:

• PP K F Setup( ) ( )←, . 1

λ is the setup algorithm that takes as input a security parameter λ and outputs a key
K { }∈ 0, 1

λ and public parameters PP.
• F Eval K( )←y x. , is the evaluation algorithm that for a given secret key K, takes as input a binary string

{ }ℓ∈x 0, 1 and outputs { }∈y 0, 1

n, where ( )=n n λ and ℓ ℓ( )= λ .

Revocable policy-based chameleon hash using lattices  5



It is important to note that there are different types of PRFs, however, in this paper, we are interested in the
constrained pseudo-random functions (cPRF) introduced by Boneh and Waters [31]. Indeed, for a given � ,
a class of functions f defined from { }ℓ

0, 1 onto { }0, 1 , cPRF with policies in � , is a tuple of algorithms
=F (F Setup. , F Eval. , F Constrain. , F ConstrainEval. ) such that [32]:

• PP msk F Setup( ) ( )←, . 1

λ takes as input the security parameter λ and outputs PP and a master secret
key msk.

• F Eval msk( )←r x. ,x is a deterministic algorithm that outputs a bit-string rx of length ( )=n n λ by taking as
input a master secret key msk and a bit-string x of length ℓ.

• csk F Constrain msk( )← f. ,f takes as input a master secret key msk and a function �∈f and returns
a constrained key cskf .

• F ConstrainEval csk( )′ ←r x. ,
x f is a deterministic algorithm that takes as input a constrained key cskf

and a bit-string of length ℓ. It returns a bit-string ′r
x
of length n.

A cPRF is said to be correct when for all { }ℓ∈x 0, 1 and �∈f , if ( ) =xf 1, we have F Eval msk( ) =x. ,

F ConstrainEval csk( )x. ,f where PP msk F Setup( ) ( )=, . 1

λ and csk =f F Constrain msk( )f. , . However, there
are two notions of pseudo-randomness for cPRFs namely, adaptive pseudo-randomness and selective pseudo-
randomness. A cPRF is said to be adaptive pseudo-random if the probability of a PPT adversary 	 , to win
the adaptive pseudo-randomness game is negligible.

In this paper, for the design of our RABE, we are interested in a particular type of cPRF introduced by
Tsabary called conforming cPRF. These functions, in addition to being pseudo-random, satisfy the following
two properties [17]:
• Gradual evaluation: for all �∈f and { }ℓ∈x 0, 1 , if ( ) =xf 1, it holds that the circuit descriptions of
the algorithms F Eval( )⋅ x. , and F ConstrainEval F Constrain( ( ) )⋅ xf. . , , are identical.

• Key simulation: it means that there exists an additional public algorithm F KeySim( ) ←f σ. f that allows a
simulation of constrained keys. Moreover, simulated keys should be indistinguishable from real constrained
keys to any distinguisher with no access to evaluations on points x , where ( ) =xf 1.

The adaptive pseudo-random game for cPRFs [17,32]:

cPRF PseudoRandGame.

1. PP F msk Setup( ) ( )←, . 1

λ ,
2. PPEval Constrain	 � ( )←x*

, ,
3. Eval F msk( )←r x* . , *

b
,

4. Eval Constrain	 � ( )← rb˜ *
b

, .

An adversary 	 wins in the adaptive pseudo-random game when the guessed value b˜ is equal to b.
The advantage of an adversary 	 in the adaptive pseudo-random game is given by Adv cPRF

PseudoRand
	 =

,

Pr∣ [ ] ∣= − ∕b b˜
1 2 . Thus, a cPRF is adaptive pseudo-random if the advantage of any PPT adversary 	 in

the adaptive pseudo-random game is negligible in λ, i.e.,

Adv cPRF
PseudoRand
	 ( )≤ ε λ .

,

2.3.2 Conjunctive normal form policy [17]

Let ℓ and t be nonzero positive integers such that ℓ≤t . A t-conjunctive normal form (t-CNF) policy
{ } { }ℓ ⟶f : 0, 1 0, 1 is a set of clauses {( )}=f T f,i i i such that for all { }ℓ∈x 0, 1 , ( ) ( )= ⋀x xf fi i Ti

, and for all i,
{ ℓ}⊆T 1, …,i , ∣ ∣ =T ti , { } { }⟶f : 0, 1 0, 1

i

t and ( )= ∈x xT j j Ti i
is a vector formed by components of x indexed byTi. A

class of functions � is said to be t-CNF when it consists of only t-CNF policies for some fixed �ℓ ∈ and ℓ≤t .
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2.4 Revocable attribute-based encryption

ABE scheme is a generalization of cryptographic primitives such as identity-based encryption scheme that
allows us to target the recipients of a message according to access policies. It was introduced by Sahai and
Waters [33] and developed later by Goyal et al. [34]. There are two categories of ABE schemes: ciphertext policy
(CP ABE−  ) and key policy (KP ABE−  ) ABE schemes. In CP ABE−  schemes, the ciphertexts are associated
with access policies, i.e., senders can decide who can decrypt the sent ciphertexts. On the other hand, in
KP ABE−  , secret keys are associated with access structures that specify which ciphertexts the user will be able
to decrypt. In this article, we are interested in the ciphertext policy revocable ABE scheme (CP RABE−  ),
which is a generalization of the ciphertext policy ABE scheme where, it is possible to revoke a malicious secret
holder. For brevity, when the context is clear, we sometimes denote CP RABE−  simply as RABE.

2.4.1 Definition

Let � be a class of functions defined from { }ℓ
0, 1 onto { }0, 1 . Let 
 be a time space, � a message space, and

�� an identity space. A CP RABE−  scheme associated with 
 , � for policies �∈f is a tuple of algorithms
(SetupRABE, SKGenRABE, DKGenRABE, EncRABE, DecRABE, RevRABE, KUpdRABE) defined as follows:
• msk mpk st RL SetupRABE RABE RABE( ) ( )←, , , 1

λ takes as input a security parameter λ. It returns a master
secret key mskRABE, a master public key mpkRABE, a state st, and a revocation list RL. We assume that
the master public key contains all information about the plaintext message space � , time period space

T
 { }∈ 1, …,
max

, and identity space �� , where T
max

is polynomial in λ. We also assume that the revocation
list RL is initialized to RL = ∅.

• sk SKGen msk st idid RABE RABE( )← x, , , takes as input a master secret key mskRABE, a state st, an identity id

with its corresponding attribute { }ℓ∈x 0, 1 , and outputs a secret key skid.
• ku KUpd msk T RLT RABE RABE( )← , , takes as input a master secret key mskRABE, a time period T,
and a revocation list RL. It outputs an updated key material kuT.

• dk DKGen sk kuT id RABE id T( )← ,
,

takes as input a secret key skid and a key update material kuT corresponding
to a time period T. It outputs a decryption key dkid T, .

• ct Enc mpk TRABE RABE( )← m f, , , outputs a ciphertext ct. It takes as input a master public key mpkRABE,
a time period T 
∈ , a plaintext message �∈m , and an access policy �∈f .

• Dec dk ctRABE id T( )←m ,
,

takes as input a decryption key dkid T, and a ciphertext ct and outputs a plain-
text �∈m .

• RL Rev id RL TRABE( )← , , outputs an updated revocation listRL. It takes as input an identity id, a time period
T, and a revocation list RL.

2.4.2 Correctness

The correctness requires that the decryption of all ciphertext ct Enc mpk TRABE RABE( )= m f, , , by an honest
user with non-revoked identity id always gives the message m with high probability if the user attribute x

satisfies the ciphertext-policy f . Otherwise, an RABE is correct when the probability of a failed decryption
of an honest computed ciphertext by an honest and non-revoked user satisfying the access policy is
negligible. Indeed, for a chosen security parameter �∈λ and a fixed pair of master public/secret keys
mpk mskRABE RABE( ), , the following inequality is satisfied:

Dec dk ct

ct Enc mpk T

sk SKGen msk st id

id RL

ku KUpd msk T RL

dk DKGen sk ku

RABE id T

RABE RABE

id RABE RABE

T RABE RABE

id T RABE id T

( )

( )

( )

( )

( )

( )

( )

⎡

⎣

⎢
⎢
⎢
⎢

≠

=
=

∉ =
=

=

⎤

⎦

⎥
⎥
⎥
⎥

≤m

m

x

x

f

f ε λPr ,

, , ,

, , ,

and 1

, ,

,

,
,

,

where ε is a negligible function in λ.
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2.4.3 Security model

Note that, as in ABE schemes, there are two kinds of IND CPA−  security notions in RABE: the selective and
the adaptive IND CPA−  security. The main difference between the two is that in the selective IND CPA−  

game, the adversary must declare to the challenger the access policy and a revocation listRL on a time period
T before receiving the secret key and public parameters from the challenger. However, in the adaptive
IND CPA−  game, it should declare the policy after receiving the secret key and public parameters from
the challenger. Hence, different phases in the adaptive IND CPA−  game ofRABE can be described as follows:
Setup:
During the setup phase of the RABE adaptive IND-CPA game, the challenger
 computes msk mpk st RLRABE RABE( ) =, , ,

Setup( )1

λ and prepares a listSKList in which all tuples id skid( )x, , generated during the game will be stored. Indeed,
when a new secret keyskid is generated from a pair id( )x, of identity id and attribute x due to the execution ofSKGen,
the challenger 
 will store id skid( )x, , in SKList. Then, the challenger computes the updated key material
ku KUpd msk RL TT RABE T( )= =, , 1cu cucu

for initial time period T = 1cu , where Tcu corresponds to current time period.
Finally, the challenger 
 sendsmpkRABE and kuTcu to the adversary 	 .

Queries:
During the query phases, the adversary 	 may adaptively (possibly many times) make the following queries:
• Secret key generation query: Until the challenge query, upon a query id( )x, from the adversary 	 ,
the challenger 
 first checks if id RLT( ) ∉, *

cu
and id SKListT( ) ∉, *,*

cu
. If the condition is not satisfied,

the challenger returns ⊥. Otherwise, it computes sk st SKGen msk st idid RABE( ) ( )= x, , , , and then stores
id skid( )x, , in SKListTcu

. Finally, it returns skid to the adversary 	 .
• Revoke and key update query: Until the challenge query, upon a query RL* from the adversary 	 , where

RL* is a set of identities that are going to be revoked in the next time period, the challenger 
 checks if
the following condition is satisfied:

RL RLT ⊆ *.
cu

This is for ensuring that identities that have already been revoked will remain revoked in the next period.
After the challenge query, 
 also checks if T T= −* 1cu and all id ��∈ such that id SKListT( ) ∈, *,*

cu

are revoked, i.e., id RL( ) ∈, * *. If the conditions are not satisfied, the challenger returns⊥ to the adversary
	 . Otherwise, the challenger computes T T= + 1cu cu and sets RL RLT = *

cu
. Then, it computes kuT =cu

KUpd msk RL TRABE T( ), , cucu
. Finally, it returns kuTcu to the adversary 	 .

The adversary 	 is allowed to query only during increased time T T> cu.

Challenge:
For the challenge query, the adversary 	 is allowed to make the query only once. Upon a query

T( { } )ℓ∈m x f*, * 0, 1 , * , * , the challenger verifies that T T≤* cu and for all id ��∈ such that
id SKList( ) ∈, *,* *, id RL( ) ∈, * *. Then, the challenger picks { }∈b 0, 1 . If =b 0, the challenger computes

ct Enc mpk TRABE( )= m f* , *, * , *
b

; otherwise, it samples ct*
b
from the ciphertext space uniformly at random.

Finally, it returns ct* to the adversary 	 .

Guess:
During this phase, the adversary guesses { }∈b˜ 0, 1 and terminates the game.

The aforementioned description of the RABE adaptive IND CPA−  game can be summed up in four steps as
follows.

RABE IND aCPAGame−.   :

1. msk mpk st RL SetupRABE RABE( ) ( )←, , , 1

λ
$

,

2. T mpkRABE	 �( { } ) ( )ℓ∈ ←m x f*, * 0, 1 , * , *

$

,
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3. ct Enc mpk TRABE( )← m f* , *, * , *
b

,
4. ct	 �( )←b˜ *

b
,

where IND aCPA−  denotes the adaptive IND CPA−  . At the end of the IND aCPA−  game, the adversary 	

is successful with the attack when =b b˜ and ( ( ) =xf * * 0 or id RLT∈
*). Moreover, its advantage in

RABE IND aCPAGame−.   is given by Adv PrRABE
	 ( ) ∣ [ ] ∣= = − ∕λ b b˜

1 2 . Therefore, an RABE is said to be adap-
tively indistinguishable if for all PPT adversary 	 , the following inequality holds:

Pr∣ [ ] ∣ ( )= − ∕ ≤b b ε λ˜
1 2 ,

where ε is a negligible function in λ.

2.5 CHET

In this section, we briefly recall the formal definition and security model of CHET and highlight some of the
differences among CHET,PCH, andRPCH. For more details CH schemes, the reader is referred to [2,9,10,35,36].

2.5.1 Definition

A CH (CHET) is a set of five algorithms (Setup KGen Hash VerifCHET CHET CHET CHET, , , , and AdaptCHET)
described as follows:
• PP SetupCHET CHET( )← 1

λ generates public parameters PPCH of the scheme; it takes as input the security
parameter λ.

• sk pk KGen PPCHET CHET CHET CHET( ) ( )←, takes as input the public parameters PPCHET and outputs a pair of
secret and public keys sk pkCHET CHET( ), .

• etd Hash pkCHET CHET( ) ( )←h r m, , , takes as input the message m to hash and the public key pkCHET;
it outputs a hash h, a random value r , and an ephemeral trapdoor etd.

• Verif pkCHET CHET{ } ( )∈ ← h rb 0, 1 , , is a deterministic algorithm that outputs { }∈b 0, 1 ; it takes as input
the public key pkCHET, a message m, a hash h and a random value r .

• Adapt sk etdCHET CHET( )′ ← ′r m m h r, , , , , takes as input the secret key skCHET, an ephemeral trapdoor etd,
the original message m, a hash h of m with its corresponding random value r , and a new message ′m .
It returns a new random value ′r such that h remains a CH of ′m .

The ephemeral trapdoor etd in CHET is chosen by the party that computes the hash value such that
holders of the main trapdoor are unable to compute a collision of the hash unless they are provided with an
ephemeral trapdoor. Note that CHET can be constructed from a CH using from However, PCH scheme is a
combination of ABE andCH schemes. An editor or a trapdoor holder will be able to rewrite data if its attribute
satisfies the access policy. Unlike PCH, RPCH allows a revocation of a malicious trapdoor holder. Compared
to PCH, RPCH is designed by combining RABE and CH scheme.

2.5.2 Security model

In the following, we briefly recall the CHET security model. Note that the security requirements of CHET are
indistinguishability, public collision-resistance, private collision-resistance, and uniqueness. For more infor-
mation, the reader is referred to [2,9].

2.5.2.1. Indistinguishability
The indistinguishability inCHET requires that it should be intractable for an adversary to distinguish whether

a given random value r is returned byHashCHET or AdaptCHET. However, the level of indistinguishability, which is
of our interest, is the full indistinguishability. We denote the corresponding game by CHET FIndGame. .
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CHET FIndGame. :

1. PP SetupCHET CHET( )← 1

λ
$

2. { }←b 0, 1

$

3. PPCHETCHashOrCAdaptCHET	 � ( )( )← ⋅ ⋅ ⋅
b*

b, , ,

4. Return =b b*

CHashOrCAdaptCHET� ( )⋅ ⋅ ⋅ b, , , :

Input: skCHET, pkCHET, m and ′m .
Output: etd( )h r, ,b b b

1. etd HashCHET pkCHET( ) ( )← ′h r m, , ,
0 0 0

2. etd HashCHET pkCHET( ) ( )←h r m, , ,
1 1 1

3. Adapt sk etdCHET( )← ′r m m r h, , , , ,
1 1 1 1

4. Return etd( )h r, ,b b b .

Let 	 be an adversary in the CHET full indistinguishability game. 	 wins the game when it guesses
b˜ such that =b b˜ . Its advantage denoted by AdvCH FInd

	

. is given by

Adv Pr CHET FIndGameCHET FInd
	 ∣ [ ( ) ] ∣= = − ∕λ. 1 1 2 .

.

A CHET scheme is said to be fully indistinguishable if the advantage of any polynomial time adversary
	 in the CHET FIndGame. is negligible.

2.5.2.2. Public collision-resistance
In the public collision-resistance game of CHET, the adversary is authorized to have access to a collision

oracle AdaptCHET
� ′ . The public collision resistance requires that it should be infeasible to produce collisions,

other than the ones produced by AdaptCHET
� ′ .

CHET PubColResGame. :

1. PP SetupCHET CHET( )← 1

λ
$

2. sk pk KeyGen PPCHET CHET CHET CHET( ) ( )←,

$

3. � ← ∅
4. pksk

CHET
AdaptCHET CHET	

�( ) ( )( )′ ′ ← ⋅ ⋅ ⋅ ⋅ ⋅′
m r m r h˜ , ˜, ˜ , ˜ ,

˜
, , , , ,

5. If Verif pk Verif pkCHET CHET CHET CHET �( ) ( )= ∧ ′ ′ = ∧ ≠ ′ ∧ ′ ∉m r h m r h m m m, ˜ , ˜,
˜

1 , ˜ , ˜ ,
˜

1 ˜ ˜ ˜ :

Return 1
5. Return 0.

skAdapt CHETCHET
� ( )⋅ ⋅ ⋅ ⋅ ⋅′ , , , , , :

Input: etd, m, r , ′m , and h.
Output: ′r .
1. If Verif pkCHET CHET( )m h r, , , :

Return ⊥
2. Adapt sk etdCHET CHET( )′ ← ′r m m h r, , , , ,

3. If ′ = ⊥r :
Return ⊥

4. � � { }← ∪ ′m m,

5. Return ′r

The advantage of an adversary in the public collision-resistance game of CHET is the probability that
the value 1 is returned. If we denote it by Adv CHET

CHET PubColRes
	 ,

. , we have:

Adv Pr CHET PubColResGameCHET
CHET PubColRes
	 [ ( ) ]= =λ. 1 .

,

.
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Thus, a CHET scheme is public collision secure if the advantage of any probabilistic polynomial time (PPT)
adversary 	 in CHET PubColResGame. is negligible. Note that since our security proof is based on
[9, Theorem 4] RPCH, we are not concerned with the public collision-resistance property. For more detail
on the public collision-resistance in CHET, see [2,9].

2.5.2.3. Private collision-resistance
The aim of the private collision-resistance inCHET is to ensure that even if the adversary holds one of the

trapdoors, it should not be able to find collisions unless it holds both the secret key and the ephemeral
trapdoor etd. For the formal definition of private collision-resistance in CHET, see [2]. However, in this paper
we are interested in the strong private collision-resistance in CHET introduced in [9]. The strong private
collision-resistance is similar to the private collision-resistance game but with a small difference. Indeed,
a trapdoor holder adversary 	 should not be able to provide a collision of a hash without the knowledge of
etd even if it is allowed to request arbitrarily many collisions. The strong private collision-resistance game
CHET SPrivColResGame. in CHET is described as follows [9]:

CHET SPrivColResGame. :

1. PP SetupCHET CHET( )← 1

λ
$

2. � ← ∅
3. ←i 0

4. pk PPCHET CHET
HashCHET AdaptCHET	

� �( ) ( )( ) ( )∼ ′ ′ ← ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅′ ′
m r m r h, ˜ , ˜, ˜ , ˜ ,

˜
, , , , , ,

5. If Verif pk Verif pk pkCHET CHET CHET CHET CHET( ) ( ) ( )
∼ = ∧ ′ ′ = ∧ ≠ ′ ∧ ⋅ ⋅m r h m r h m m m h, ˜ , ˜,

˜
1

˜
, ˜ , ˜ ,

˜
1 ˜ ˜

˜
, ˜ ,

˜
, ,

pkCHET� �( )∉ ∧ ⋅ ⋅ ⋅ ∉h˜
, ,

˜
, , :

Return 1
6. Return 0.

HashCHET
� ( )⋅ ⋅′ , :

Input: pk, m.
Output: ( )h r, .
1. etd Hash pkCHET( ) ( )←h r m, , ,

2. If = ⊥r :
Return ⊥

3. = +i i 1

4. pk etd� � {( )}← ∪ h m i, , , ,

5. Return ( )h r, .

AdaptCHET
� ( )⋅ ⋅ ⋅ ⋅ ⋅′ , , , , :

Input: sk, h, m, r , ′m , i.
Output: ′r .
1. If pk etd �( )′ ″ ∉h m i, , , , for some pk ′h , ″m , etd:

Return ⊥.
3. Adapt sk etdCHET( )′ ← ′r m m h r, , , , ,

4. If ′ ≠ ⊥r :
pk etd pk etd� � {( ) ( )}← ∪ ′ ′ ′h m h mi i, , , , , , , , ,

5. Return ′r .

An adversary 	 wins in the strong private collision-resistance game CHET SPrivColResGame. when 1
is returned at the end of the game. Therefore, the advantage of an adversary in CHET SPrivColResGame.

corresponds to the probability that the value 1 is returned as the of CHET SPrivColResGame. , i.e.,

Adv Pr CHET SPrivColResGameCHET
CHET SPrivColRes
	 [ ( ) ]= =λ. 1 .

,

.

ACHET scheme is said to be strongly private collision-resistant when this advantage is negligible for anyPPT
adversary 	 .
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2.5.2.4. Uniqueness
Uniqueness in CHET requires that for an adversarially given public key pk˜ , it will be difficult for the

adversary to find two different random values r̃ and ′r̃ for the same message m̃ such that the hashes are equal.

CHET UniGame. :

1. PP SetupCHET CH( )← 1

λ
$

2. pk PPCHET	( ) ( )′ ←m r r h˜
, ˜ , ˜, ˜ ,

˜

$

3. If Verif pk Verif pkCH CH( ) ( )= ∧ ′ ′ = ∧ ≠ ′m r h m r h r r˜
, ˜ , ˜,

˜
1

˜
, ˜ , ˜ ,

˜
1 ˜ ˜ :

Return 1
4. Return 0.

The advantage of an adversary in the uniqueness game corresponds to the probability that 1 is returned
at the end of CHET UniGame. . If we denote this advantage by Adv CHET

CHET Uni
	 ,

. , we have:

Adv Pr CHET UniGameCHET
CHET Uni
	 [ ( ) ]= =λ. 1 .

,

.

A CHET scheme is said to be unique when the advantage of any PPT adversary is negligible.

3 Lattice-based CHET scheme

In this section, based on the work of Derler et al. [9], we introduce a CH function with an ephemeral trapdoor.
To this end, we first give a modified version of the trapdoor generation algorithm of Micciancio and Peikert
[19, Algorithm 1] by including RO. Then, we describe our CHET and finally show that our CHET is secure
under lattice problems, namely, the SIS and ISIS problems.

3.1 Trapdoor generator algorithm

In the Micciancio and Peikert trapdoor generator algorithm, the trapdoor is usually a matrix. However, for the
purpose of our design, we need to generate a trapdoor that we would be able to transmit easily through a
secure channel. To this end, we propose to generate the trapdoor matrix using an RO with a random seed as
input. The seed is a random binary string of length λ. Therefore, in addition to the public matrix, the algorithm
returns the seed as the trapdoor instead of a matrix. We denote the modified algorithm by GenTrapRO

and describe it as follows:

GenTrapRO
:

Input: Integers n and q where q is a prime number.
Output: Public matrix �∈ ×

A
q

n m and the seed for the trapdoor −
A

σ

1 where ( ( ) )= ⌈ ⌉ +m n qlog 2 .

1. Choose randomly �← ×
A

q

n m
$

with =m n2 .

2. seed { }← 0, 1

λ
$

.
3. Compute RO seed( )←R , where { }∈ − ×R 1, 0, 1

m m
0 and ( )= ⌈ ⌉m n qlog

0
.

4. Compute [ ‖ ]= −A A G AR , where �∈ ×
G

q

n m
0.

5. Output seed and A.

Note that in the modified trapdoor generator algorithm GenTrapRO, the matrix G corresponds to the gadget
matrix defined in Section 2.2. The trapdoor −

A
σ

1 is computed by using the RO and the secret seed
RO seed( )=−

A
σ

1 . As the seed is a binary string, it can be encrypted and transmitted through a communication
channel in a relatively efficient manner.
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3.2 Construction

In this section, we discuss the design of a CHET based on our CH scheme. The public key and secret key in our
lattice-based CHET scheme are computed using the Micciancio and Peikert trapdoor generator algorithm

sk pk KeyGenCHET CHET CHET �( ) ( ) ( )= ←−
n qA A, , , ,

σ σ

1

$

1
1

1
1

. The scheme is designed using a slightly modified ver-
sion of Cash et al’sCH [11] and Derler et al.’s framework [2,9]. In fact, in Cash et al.’sCH two public matrices A

0

and �∈ ×
A

q

n m

1
are used. The CH of a message m is computed by = +h m rA AT T

0 1
, where r is a random vector.

However, we propose to use only one public matrix �∈ ×
A

q

n m instead of two matrices. The CH of a message m

will be computed by pkCHET� ( )= +h r m rA , ,q2 1
, where � q is a cryptographic hash function defined from�*

q

onto �
q

m. The random value r is given by ( )=r r r,
1 2

, where r
1
and r

2
are randomly chosen for computing h.

For hashing a message m using a public matrix �∈ ×
A

q

n m

1

1 1, we first generate an ephemeral key pair

seed GenTrapRO( ) ( )← n qA,
˜

,

$

2
2

by executing the modified trapdoor generator algorithm. Then, we set

pk pkCHET CHET( )= ′m m˜ , , and choose randomly ��( )= ← ×r r r,
σ

m

q

κ

1 1,1 1,2

$

1

1

1

and ��( )= ← ×r r r,
σ

m

q

κ

2 2,1 2,2

$

2

2

2

.

We compute pkCHET� ( )= +h r m rA , ˜ ,q1 1,2 1,1
1

and pkCHET� ( )= + ′h r m rA˜ , ˜ ,q2 2,2 2,1
2

, where � q
1

and � q
2

are
two hash functions defined from �*

q
1

onto �
q

m

1

1 and �*
q

2

onto �
q

m

2

2, respectively. Finally, we return etd( )h r, , ,
where ( )=h h h,

1 2
, ( )=r r r,

1 2
, and etd seed= .

KeyGenCHET :

Input: Integers n
1
and q

1

where q
1

is a prime number. A Gaussian distribution � .σ
1

Output: sk pkCHET CHET( ) ( )= −
A A, ,

σ

1

1

1. KeyGenCH �( ) ( )←−
n qA A, , ,

σ σ

1

$

1
1

1
1

2. Set skCHET = −
A

σ

1

1

and pkCHET �= ∈ ×
A

q

n m

1

1 1 where ( ( ) )= ⌈ ⌉ +m n qlog 2
1 1

1

.

3. Return sk pkCHET CHET( ), .

HashCHET :

Input: Public parameters PPCHET, public key pkCHET = A, message to hash m.
Output: A hash h, a random value r and an ephemeral trapdoor etd.

1. Generate a pair sk pk etd GenTrapCHET CHET
RO( ) ( ) ( )′ ′ = ← n qA, ,

˜
,

$

2
2

of an ephemeral secret/public keys
and set the ephemeral trapdoor sk etdCHET′ = .

2. Set pk pkCHET CHET( )= ′m m˜ , ,

3. Choose randomly and uniformly � �( ) ← ×r r,
q

κ

q

κ

1,1 2,1

$

1 2

4. Compute pkCHET� ( )=y m r, ˜ ,q
1

1,1
and pkCHET� ( )= ′y m r, ˜ ,q

2
2,1

5. Choose uniformly and randomly � �( ) ← ×r r,
σ

m

σ

m

1,2 2,2

$

1

1

2

2

6. Compute = +h r yA
T

1 1,2 1

and = +h r yA˜
T

2 2,2 2

7. Set ( )=r r r,
1 1,1 1,2

and ( )=r r r,
2 2,1 2,2

8. Set ( )′ =h h h,
1 2

and ( )=r r r,
1 2

9. Return h, r and etd where pkCHET( )= ′ ′h h , .

VerifCHET:

Input: pkCHET = A, message m, hash h and random value r .
Output: { }∈b 0, 1

1. Parse h as pkCHET( )′ ′h , , ′h as ( )h h,
1 2

and r as ( )r r,
1 2

where pkCHET′ = A˜

2. Parse r
1
as ( )r r,

1,1 1,2
and r

1
as ( )r r,

2,1 2,2
.

3. Set pk pkCHET CHET( )= ′m m˜ , ,

4. Compute pkCHET� ( )= +z r m rA , ˜ ,

T

q1 1,2 1,1
1

, and pkCHET� ( )= + ′z r m rA˜ , ˜ ,

T

q2 2,2 2,1
2

5. If =h z
1 1

and =h z
2 2
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Return 1.
6. Return 0.

For adaptiveness, we take as input a pair of secret/public keys sk pkCHET CHET( ), , an ephemeral

trapdoor etd, where RO etd( )=−
A˜

σ

1 , an original message m, a hash pkCHET( )= ′ ′h h , of m with the corre-
sponding random value ( )=r r r,

1 2
, and a modified message ′m . We set pk pkCHET CHET( )= ′m m˜ , , ,

pk pkCHET CHET( )′ = ′ ′m m˜ , , and randomly choose � �( )′ ′ ← ×r r,
q

κ

q

κ

1,1 2,1

$

1 2

. Then, we compute

pkCHET�( ( ))′ = − ′ ′−
r h m rA , ˜ ,

σ q1,2

1

1 1,1
1

and pkCHET�( ( ))′ = − ′ ′−
r h m rA˜ , ˜ ,

σ q2,2

1

2 2,1
2

. We output the random value
( )′ = ′ ′r r r,

1 2
where ( )′ = ′ ′r r r,

1 1,1 1,2
and ( )′ = ′ ′r r r,

2 2,1 2,2
.

AdaptCHET:

Input: A secret key skCHET = −
A

σ

1, an ephemeral trapdoor etd, a message ′m , a hash h with its corresponding
random value r , the modified message ′m .
Output: A new random value ′r .
1. If Verif pkCH CHET( ) =m h r, , , 0

Return ⊥.

2. Compute RO etd( )=−
A˜

σ

1 .
3. Parse h as pkCHET( )′ ′h , , and ′h as ( )h h,

1 2
.

4. Set pk pkCHET CHET( )′ = ′ ′m m˜ , , .

5. Choose randomly � �( )′ ′ ← ×r r,
q

κ

q

κ

1,1 2,1

$

1 2

.

6. Compute pkCHET�( ( ))′ = − ′ ′−
r h m rA , ˜ ,

σ q1,2

1

1 1,1
1 1

and pkCHET�( ( ))′ = − ′ ′ ′−
r h m rA˜ , ˜ ,

σ q2,2

1

2 2,1
2 2

.
7. Set ( )′ = ′ ′r r r,

1 2
where ( )′ = ′ ′r r r,

1 1,1 1,2
and ( )′ = ′ ′r r r,

2 2,1 2,2
.

8. Return ′r .

For the correctness of our proposed lattice-based CHET, we have the following proposition:

Proposition 2. The proposed lattice-based CHET is correct.

Proof. Let m be an original message and the pair ( )h r, its CH with a random value where pkCHET( )= ′ ′h h ,

and ( )′ =h h h,
1 2

. Let ′m be a modification of m. Suppose that the CH is computed honestly and
we are in the presence of an honest trapdoor owner. For forging a hash, the trapdoor holder first chooses
randomly and uniformly � �( )′ ′ ∈ ×r r,

q

κ

q

κ

1,1 2,1

1 2

and computes pkCHET� ( )= − ′ ′u h m r, ˜ ,q1 1 1,1
1

and

pkCHET� ( )= − ′ ′ ′u h m r, ˜ ,q2 2 2,1
2

. Then, it uses the trapdoor −
A

σ

1

1

and RO etd( )=−
A˜

σ

1

2

for sampling ′r
1,2

and ′r
2,2
,

respectively, such that ′ =r uA T

1,2 1
and ′ =r uA˜ T

2,2 2
. The probability that ‖ ‖′ >r η σ m

1,2 1
1 1

or ‖ ‖′ >r η σ m
2,2 2

2 2

is negligible [29], and moreover, we have

pk pkCHET CHET� �( ) ( )′ = − ′ ′ ⇒ ′ + ′ ′ =r h m r r m r hA A, ˜ , , ˜ , ,

T

q

T

q1,2 1 1,1 1,2 1,1 1
1 1

(1)

pk pkCHET CHET� �( ) ( )′ = − ′ ′ ′ ⇒ ′ + ′ ′ ′ =r h m r r m r hA A, ˜ , , ˜ , .

T

q

T

q2,2 2 2,1 2,2 2,1 2
2 2

(2)

Thus, we have

pk pkCHET CHET� �( ) ( )′ + ′ ′ = = +r m r h r m rA A, ˜ , , ˜ , ,

T

q

T

q1,2 1,1 1 1,2 1,1
1 1

(3)

pk pkCHET CHET� �( ) ( )′ + ′ ′ ′ = = + ′r m r h r m rA A, ˜ , , ˜ , .

T

q

T

q2,2 2,1 2 2,2 2,1
2 2

(4)

From (3) and (4), we have Verif pk Verif pkCHET CHET CHET CHET( ) ( )′ ′ = =m h r m h r, , , , , , 1. □
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3.3 Security analysis

For the security analysis of ourCHET scheme, it is important to note that in addition to the correctness, there
are four required security properties for a CHET: indistinguishability, public collision-resistance, private
collision-resistance, and uniqueness.

Proposition 3. The proposed lattice-based CHET is fully indistinguishable.

Proof. Let 	 be an adversary against our scheme in the full indistinguishability game. As mentioned in Section
2.5, in the full indistinguishability game, 	 is allowed to generate the secret and the public keys. Suppose that
	 is able to win the full indistinguishability game with a probability more than 1

2

, i.e., with a probability equal

to + ν
1

2

, where ν is not negligible. That means that for hb and rb as given in Subsection 2.5, the adversary
is able to distinguish at least from which message hb is computed or from which algorithm rb is computed with

a probability equal to + ν
1

2

with ν non-negligible. We have:
(i) For { }∈b 0, 1 , we have ( )=r r r,b b b,1 ,2

, where � �( )= ∈ ×r r r,b b b q

κ

σ

m

,1 ,1,1 ,1,2

1
1

1, and

� �( )= ∈ ×r r r,b b b q

κ

σ

m

,2 ,2,1 ,2,2

2
2

2. Hence, the distribution of the products rA
b

T

,1,2
and rA˜

b

T

,2,2
are is statistically

close to uniform over �
q

n

1

1 and �
q

n

2

2, respectively [20]; the distribution of

pkCHET� ( )= +h r m rA , ,b b

T

q b b,1 ,1,2 ,1,1
and pkCHET� ( )= + ′h r m rA˜ , ,b b

T

q b b,2 ,2,2 ,2,1
are statistically close to uni-

form over �
q

n

1

1 and �
q

n

2

2 respectively. Therefore, the distribution of ( )′ =h h h,b b,1 ,2
is statistically close to

uniform over� �×
q

n

q

n

1

1

2

2. Moreover, CHET′pk is independent from the messagem; thus, 	 cannot distinguish

pkCHET( )= ′ ′h h ,b with a probability + ν
1

2

with ν being non-negligible.
(ii) For { }∈b 0, 1 , the distributions of hb,1

and hb,2
are statistically close to uniform over �

q

n

1

1 and �
q

n

2

2 respec-
tively. Moreover, rb,1,1

and rb,2,1
are chosen randomly, uniformly, and independently from rb,1,2

and rb,2,2
,

respectively. Thus, the distributions of pkCHET� ( )= −u h m r, ,b q b b1 ,1 ,1,1
1

and
pkCHET� ( )= − ′u h m r, ,b q b b2 ,2 ,2,1

2

are also statistically close to uniform over �
q

n

1

1 and �
q

n

2

2, respectively.
Thus, rb,1,2

and rb,2,2
are the sampled solutions from Gaussian distributions of random equations

=x uA
T

2 1
and =x uA˜

T

2 2
, respectively. Hence, 	 cannot distinguish ( )=r r r,b b b,1 ,1,1 ,1,2

or

( )=r r r,b b b,1 ,1,1 ,1,2
with a probability + ′ν

1

2

with ′ν being non-negligible, and consequently, it will not be

able to distinguish ( )=r r r,b b b,1 ,2
with a probability + ν

1

2

with ν being non-negligible.

From (i) and (ii), we conclude that our scheme is fully indistinguishable. □

Proposition 4. If the ISISq n m β, , ,
and SISq n m δ, , ,

assumptions hold, the proposed lattice-based CHET is unique.

Proof. Let 	 be an adversary against the proposed CHET in the uniqueness game. The goal of 	 is to find a
random value a public keypkCHET, a message m, a hash pkCHET( )= ′ ′h h , , and two random values r and ′r such
that ≠ ′r r and Verif pk Verif pkCHET CHET CHET CHET( ) ( )= ′ =m h r m h r, , , , , , 1. This means that the following
holds:

pk pkCHET CHET� �( ) ( )+ = ′ + ′ =r m r r m r hA A, ˜ , , ˜ , ,

T

q

T

q1,2 1,1 1,2 1,1 1
1 1

(5)

pk pkCHET CHET� �( ) ( )+ ′ = ′ + ′ ′ =r m r r m r hA A˜
, ˜ ,

˜
, ˜ , ,

T

q

T

q2,2 2,1 2,2 2,1 2
2 2

(6)

where pkCHET′ = A˜ . The adversary 	 can proceed from different ways as follows:
(1) 	 decides to keep ( ) ( )′ ′ =r r r r, ,

1,2 2,2 1,2 2,2
, and thus, it should find ′r

1,1
and ′r

2,1
such that ( ) ( )′ ′ ≠r r r r, ,

1,1 2,1 1,1 2,1
.

	 will try to proceed by finding collisions ′r
1,1

and ′r
2,1

of r
1,1

and r
2,1
, respectively. In fact, it will

try to find ( ) ( )′ ′ ≠r r r r, ,
1,1 2,1 1,1 2,1

such that pk pkCHET CHET� �( ) ( )′ =m r m r, ˜ , , ˜ ,q q1,1 1,1
1 1

and � q
2

pk pkCHET CHET�( ) ( )′ ′ = ′m r m r, ˜ , , ˜ ,q2,1 2,1
2

. Finally, it will return ( )′ = ′ ′r r r,
1 2

with ( )′ = ′r r r,
1 1,1 1,2

and
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( )′ = ′r r r,
2 2,1 2,2

. As the underlying hash functions � q
1

and � q
2

are collision-resistant, the probability that 	

succeeds is negligible and less than
� �+ ⎛

⎝
⎞
⎠

q

q

q

q

2

2

q

κ

q

κ
, where

�
q

q

is the maximum of number of queries that

the adversary is authorized to make to the hash oracles and ( )=q q qmin ,
1 2

.
(2) 	 decides to have ( ) ( )′ ′ ≠r r r r, ,

1,1 2,1 1,1 2,1
and ( ) ( )′ ′ ≠r r r r, ,

1,2 2,2 1,2 2,2
. This means that 	 is able to solve at least

one of the equations =x sA
T

1 1
and =x sA˜

T

2 2
where pkCHET� ( )= − ′s h m r, ˜ ,q1 1,1

1

and
pkCHET� ( )= − ′ ′s h m r, ˜ ,q2 2,1

2

by choosing randomly � �( )′ ′ ∈ ×r r,
q

κ

q

κ

1,1 2,1

1 2

. Thus, the probability that 	

will be able to produce the random value in this case is less than ISIS ISIS+ε ε2

2

q n m β q n m β, , ,
, , ,

, where

ISIS ISIS ISIS( )=ε ε εmax ,
q n m β q n m β q n m β, , ,

1
,

1
,

1
,

1 2
,

2
,

2
,

2

. ISISε
q n m β

1
,

1
,

1
,

1

and ISISε
q n m β

2
,

2
,

2
,

2

are the advantage of an adversary
to solve an instance of ISISq n m β, , ,

1
1 1

1

and ISISq n m β, , ,
2

2 2
2

, respectively, where =β η σ m
1 1

1 1
and =β η σ m

2 2
2 2

for a well-chosen value of η
1

and η
2

.
(3) 	 decides to keep ( ) ( )′ ′ =r r r r, ,

1,1 2,1 1,1 2,1
. According to the fact that ≠ ′r r , 	 should find

( ) ( )′ ′ ≠r r r r, ,
1,2 2,2 1,2 2,2

such that = ′r rA A
T T

1,2 1,2
and = ′r rA A˜ ˜

T T

2,2 2,2
. This means that 	 is able to solve at least

an instance of SISq n m δ, , ,
1

1 1 1

or SISq n m δ, , ,
2

2 2 2

with =δ β2
1

1

and =δ β2
2

2

, i.e., we have

( )= ′ ⇒ − ′ =r r r rA A A 0,

T T T

1,2 1,2 1,2 1,2

(7)

( )= ′ ⇒ − ′ =r r r rA A A˜ ˜ ˜
0.

T T T

2,2 2,2 2,2 2,2

(8)

Thus, the probability that 	 will be able to produce the random value in this case is less than
SIS SIS+ε ε2

2

q n m δ q n m δ, , ,
, , ,

, where SIS SIS SIS( )=ε ε εmax ,
q n m δ q n m δ q n m δ, , ,

1
,

1
,

1
,

1 2
,

2
,

2
,

2

. SISε
q n m δ

1
,

1
,

1
,

1

and SISε
q n m δ

2
,

2
,

2
,

2

are the advan-

tage of an adversary to solve an instance of SISq n m δ, , ,
1

1 1 1

and SISq n m δ, , ,
2

2 2 2

, respectively.

To sum up, if AdvCHET Uni
	

. is the advantage of an adversary 	 in the uniqueness game, the following holds:

AdvCHET Uni
SIS ISIS ISIS SIS	

� �

( ) ( ) ( ) ( ) ( )⎜ ⎟ ⎜ ⎟≤ ⎛
⎝

+ + ⎞
⎠

+ + + ⎛
⎝

⎞
⎠

λ ε λ ε λ

q

q

ε λ ε λ

q

q

2 .

κ κ

. 2 2

2

q n m δ q n m β

q

q n m β q n m δ

q

, , , , , ,
, , , , , ,

This concludes the proof. □

Proposition 5. If ISISq n m β, , ,
assumption holds, the proposed lattice-based CHET scheme is strongly private

collision-resistant.

Proof. Let ( ) ( )≠ ′ ′m r m r, , be collision for the proposed CHET. It immediately yields to a solution of
the system:

pk pkCHET CHET� �( ) ( ) ( )− ′ = ′ −r r m r m rA , ˜ , , ˜ , ,

T

q q1,2 1,2 1,1 1,1
1 1

(9)

pk pkCHET CHET� �( ) ( ) ( )− ′ = ′ ′ − ′r r m r m rA˜ , ˜ , , ˜ , .

T

q q2,2 2,2 2,1 2,1
2 2

(10)

As in the strong private collision-resistance game, the adversary 	 has access to the secret key
skCHET = −

A
σ

1 but not to the ephemeral trapdoor etd; thus, winning means that it is able to solve
pk pkCHET CHET� �( ) ( ) ( )− ′ = ′ ′ − ′r r m r m rA˜ , ˜ , , ˜ ,

T

q q2,2 2,2 2,1 2,1
2 2

. �∈ ×
A˜

q

n m

2

2 2 is an ephemeral public key, and

�′ ∈r
q

κ

2,1

2

is a random vector. Consequently, 	 is able to solve an instance of ISISq n m β, , ,
. □

4 New lattice-based RABE scheme

In this section, we introduce an adaptive secure lattice-based ciphertext policy RABE scheme. We design it
using Tsabary’s lattice-based ABE [17] for which the secure assumption relies on decisional learning with
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errors. Unlike similar other lattice-basedRABE, our scheme is based on a single attribute per user instead of a
set of attributes. Attributes are represented by a binary string of length ℓ corresponding to the length of input
points of t-CNF policies. For the purpose of managing the revocation, we use a binary tree where the leaves
correspond to the user identities in the system. In the following, we first briefly recall the use of a binary tree
in this context where we consider user identities idi to be binary strings of length idk . Then, we describe our
scheme and show that it is correct. Near the end of this section, we give a security analysis of our scheme
followed by a comparison of our scheme with two other lattice-basedRABE schemes in terms of the size of the
master secret key, the master public key, and the user secret key of our scheme.

4.1 Binary tree structure

For the design of ourRABE, we consider user identities id as a binary string of length idk . We use a binary tree
with id

2

k leaves labeled by a key id id[ ]∈ −+
j 2 , 2 1

k k 1 and an identity idi, where idk corresponds to the binary size
of identities idi. We denote a user leaf path from the root by Path id( )i , where idi is the user identity. When a
user with identity idi is revoked at time T, we havePath id NodeT( ) ∩ = ∅i , whereNodeT is an updated set of
nodes obtained by executing the key updated nodes algorithmKUNode as described in the paper by Naor et al.
[37]. Otherwise, there is an unique integer id[ ]′ ∈ −+

i 1, 2 1

k 1 such that Path id NodeT( ) { }∩ = ′ii .
For instance, in Figure 1, leaves 11, 14, and 15 are unassigned. Thus, if there is a new user in the system, it should

be randomly assigned to one of these leaves. Moreover, each node contains a list of user identities that are under its
control. The updated set of nodes will only contain the root when the revocation list is empty, i.e., NodeT { }= 1 if
RL = ∅. When a user is revoked, none of the nodes from its identity path will be included in the updated set of nodes
NodeT. For instance, if the users with identity id

1
and id

5
are revoked, i.e,RL id id{ }= ,

1 5
, the updated set of nodes

NodeT will become NodeT { }= 9, 5, 7, 12 . Thus, we have Node Path idT ( )∩ = ∅
1

and Node Path idT ( )∩ = ∅
5

.
However, the user identity id

2
and id

3
are not revoked; thus, we haveNode idT { } { }∩ = 9

5
andNode idT { } { }∩ = 5

5
.

For all unassigned leaves or leaves with non-revoked identity, there is only one node from their path hat is included
in NodeT. We can summarize the key updated nodes algorithm as follows:

KUNode
Input: st, RL id T{( )}= i, , i , T
Output: NodeT

1. Initialize = ∅S and NodeT = ∅
2. For all id T RL( ) ∈i, , i :

If T T≤i :
Compute Path id( )= ∪S S

3. For all ∈θ S :
If ∉θ Sleft :

Figure 1: Binary tree.

Revocable policy-based chameleon hash using lattices  17



Node NodeT T { }= ∪ θletf

If ∉θ Sright :
Node NodeT T { }= ∪ θright

4. Return NodeT

4.2 Construction

The main tool used in the design of our adaptive secure RABE scheme is the conforming cPRF. Let
F = (F Setup. , F Eval. , F Constrain. , F ConstrainEval. ) be a conforming cPRF for a class of functions �

with input length ℓ and output length k . Let F msk. be a fixed master secret key of F and F PP. its public
parameters. For all �∈f and { }ℓ∈x 0, 1 , let us consider the following circuits:
• { } { }⟶⟶U : 0, 1 0, 1xσ

λ k ,
F msk Eval F msk( )⟼ x. . ,

• { } { }ℓ⟶⟶U : 0, 1 0, 1σ f

λ
f ,

F msk Constrain F msk( )⟼ f. . ,

• { } { }ℓ ⟶⟶U : 0, 1 0, 1xf

k
f

csk ConstrainEval csk( )⟼ x,f f .

where ℓf is the length of constrained key cskf of f . Note thatF is a conforming cPRF, and hence, the gradual
evaluation requirement is held by definition. However, for all �∈f and for all { }ℓ∈x 0, 1 , if ( ) =xf 1,
we have ≡ ∘⟶ ⟶ ⟶U U Ux xσ f σ f (see Section 2.3).

For the design of RABE, we need to consider the master secret key size λ of the conforming cPRF
satisfying =λ k . However, instead of taking only the security parameter λ as input, our algorithmSetup takes
as input the security parameter λ and the maximum number id��∣ ∣ = = N2

k of users in the system. In our
algorithmSetup, we first execute the algorithmP Setup. for generating the master secret keyF msk. and public
parameters F PP. for F. Then, we execute the trapdoor generator matrix algorithm GenTrap for sampling
( )−
B B,

τ

1

0

with �∈ × ′
B

q

n m , and then, we sample uniformly a matrix �∈ ×
A

q

n m λ
0 and a vector �∈y

q

n. To finish,

we set RL = ∅, st BT= , mpk F PP( )= yA B, , , . and msk F msk( )= −
B , .

τ

1

0

. We sum up the description of
the algorithm Setup of our scheme as follows:

Setup:

Input: Security parameter 1

λ, number id ��∣ ∣= =N 2

k of users in the system.
Output: Master public key mpk, master secret key msk, state st and revocation list RL with additional public
parameter PP.
1. Generate the master key and public parameters F msk F PP P Setup( ) ( )=. , . . 1

λ of F and set F msk=σ . .

2. Choose randomly �← ×
B

q

n w
$

with ( )= ⌈ ⌉ +w q λlog 2

3. Compute GenTrap�( ) ( )←−
B B B H, ,

τ

1
τ

0

0 where �∈ × ′
B

q

n m , �∈ ×
H

q

n n is a random invertible matrix of size
×n n and ( ) ( )′ = + ⌈ ⌉ +m n q λ1 log 2 .

4. Choose two hash functions � q and � ′
q
, where � q takes as input a vector over �q with arbitrary length and

outputs a vector of �
q

n and � ′
q
takes as input a vector over �q with arbitrary length and outputs a binary

vector of length ′m .

5. Sample uniformly a matrix �← ×
A

q

n m λ
$

0 and sample randomly �←y
q

n
$

.
6. Set st BT= and RL = ∅.
7. Set mpk F PP � �( )= ′yA B, , , . , ,q q

and msk ( )= −
σB ,

τ

1

0

.
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Note that in our scheme, we consider that the users in the system are identified by an identity id id{ }∈ 0, 1

k ,
where idk is a well-chosen positive integer while taking into account the scalability of the system. The secret
key generation algorithmSKGen takes as input a master keymsk, an identity id, a state st, and an attribute x .
It outputs a secret key skid for the user with identity id. Now, we recall the following theorem, which is
necessary for the description of our secret key generation algorithm SKGen and encryption algorithm Enc.

Theorem 1. [17] There exist efficient deterministic algorithmsEvalF andEvalFX such that for all n, q, �ℓ ∈ , and
( )= ⌈ ⌉m n qlog

0
, for any depth d Boolean circuit { } { }ℓ ⟶f : 0, 1 0, 1

k , for every { }ℓ∈x 0, 1 , and for any matrix
� ℓ∈ ×

A
q

n m
0 , the outputs EvalF( )← fH A, and EvalFX ( )← xfH A, , are both in � ℓ×

q

m m k
0 0 , and it holds that

‖ ‖ ‖ ‖ ( )≤∞ ∞ mH H, 2

d

0
and [ ] ( ) ( )− ⊗ = − ⊗x xf qA G H AH G mod

2 , where ⊗ denotes the tensor product.
Moreover, for any { } { }ℓ ⟶f : 0, 1 0, 1

k , { } { }⟶g : 0, 1 0, 1

k t , for any matrix � ℓ∈ ×
A

q

n m
0 , the outputs

EvalF( )← fH A,f , EvalF( )← gH AH,g f and EvalF( )← ∘∘ g fH A,f g satisfy = ∘H H Hf g g f .

We apply Theorem 1 to circuits ⟶Uσ f , ⟶U xσ and ⟶Ux f for designing our secret key generation algorithm
SKGen as follows:

SKGen:

Input: Master secret key msk, state st, identity id and attribute A∈x

Output: A secret key skid for the user with identity id and an updated state st.
1. Sample an unassigned leaf node in st and label it by the identity id.
2. Compute EvalF( )=→ →UH A,x xσ σ

3. Compute = →A AHx xσ

4. Compute P Eval ( )=r x.x σ

5. Compute EvalF( )= IH A,r r xx x
where { } { }⟶I : 0, 1 0, 1r

k

x
is a function such that ( ) =rI 1rx

if =r rx

6. Compute [ ‖ ]−B Ax r τ,

1

x
by using −

B
τ

1

0

where =A A Hx r x r, x x

7. Compute idid � ( ) { }= ′ ∈ ′
e zqA B, , , , 0, 1

q

m and = +y y y
2 1

, where �←z
q

λ
$

0 and id=y eB
1

with ( )= ⌊ ⌋λ λ q2 log
0

.
8. Sample id [ ‖ ] ( )= −

s yB Ax r τ,

1

2x

9. Set skid id id( )= x r s e, , ,x ,

Note that, for a binary tree with id
2

k leaves, we have for each leaf id +k 1 nodes from the root. Therefore, as
mentioned earlier if an assigned leaf is identified by id( )j, , where id id{ }∈ 1, …, 2

k and id id[ ]∈ −+
j 2 , 2 1

k k 1 , we
can denote the path of each identity id in the tree by Path id( ), which is a subset of id[ ]−+

1, 2 1

k 1 of size id +k 1

containing 1 and j . In the algorithm KUpd, we first execute the update node algorithm KUNode st RL T( ), , to

compute the updated node set NodeT; then, for all node NodeT∈θ , we sample { }← ′
e 0, 1θ

m

,1

$

, and compute

=z eB
θ

T

,1
, T �= ′ − ∈u z zθ q

n

,
and T( )= −

e uBθ τ θ,2

1

,
0

, where T
id

� ( )′ = ∑ =
−+

z q iA B, , , ,
i q1

2 1

k 1

. Finally, we output the
updated key material ku T NodeT T T{( ) }= ∈eθ θ, , :θ,

with T ( )=e e e,θ θ θ, ,1 ,2
.

KUpd:

Input: Master secret key msk, state st, time period T and revocation list RL.
Output: updated key material kuT for the time period T.
1. Compute Node KUNode st RL TT ( )= , ,

2. For each NodeT∈θ :

(a) Sample { }← ′
e 0, 1θ

m

,1

$

(b) Compute =z eB
θ

T

,1
, T �= ′ − ∈u z zθ q

n

,
and T( )= −

e uBθ τ θ,2

1

,
0

where T
id

� ( )′ = ∑ =
−+

z q iA B, , , ,
i q1

2 1

k 1

3. Return ku T NodeT T T{( ) }= ∈eθ θ, , :θ,
with T ( )=e e e,θ θ θ, ,1 ,2

Rev:

Input: Identity id ��∈ , revocation list RL and time period T 
∈ .
Output: Updated revocation list RL

Return RL RL id T{( )}= ∪ i, , , where i is the key of the leaf assigned to the identity id.
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As a conforming cPRF F for access policies � is used, a key simulation algorithm P KeySim. is required
for generating the constrained key cskf of the access policy �∈f (see [17, Definition 9]). Therefore, for
encrypting a message m, we compute = +u s eB

0 0
and csk[ ]= − ⊗ +u s eA Gf f1 1

, where s is chosen uni-

formly and randomly in�
q

n, e
0
and e

1
are chosen from the distributions ′

χ
m and ℓ

χ̃
m f0 , respectively. The matrix

Af is defined by = →A AHf σ f , where EvalF( )=→ →UH A,σ f σ f . Then, we compute = ′ + + + ⌊ ∕ ⌉sy sy e mu q 2

T T

2 2
,

where T
id

� ( )′ = ∑ =
−+

y q iA B, , , ,
i q1

2 1

k 1

and ←e χ
2

$

. Finally, we output ct csk( )= u u u, , ,f 0 1 2
as a ciphertext of m.

Enc:

Input: Master public key mpk, message { }∈m 0, 1 and access policy f and time period T.
Output: Ciphertext ct

1. Sample csk P KeySim F PP( )← f. . ,f

$

2. Sample uniformly �←s
q

n
$

, ← ′
e χ

m

0

$

, ℓ←e χ̃
m

1

$

o f and ←e χ
2

$

3. Compute = +u s eB
0 0

and csk[ ]= − ⊗ +u s eA Gf f1 1

4. Compute T
id

� ( )′ = ∑ =
−+

y q iA B, , , ,
i q1

2 1

k 1

5. Compute and = ′ + + + ⌊ ∕ ⌉sy sy e mu q 2

T T

2 2

6. Set ct csk( )= u u u, , ,f 0 1 2
.

Before presenting the decryption algorithm Dec, we describe the decoding-key generation algorithm
DKGen. In our algorithm DKGen, if Path id NodeT( ) ∩ = ∅, we return the fail symbol ⊥. Otherwise,
note that there is only one node Path id NodeT( )∈ ∩θ and the output is decoding-key dkid T T T( )= s e,θ, ,

,
where T =s eθ θ, ,2

and T id= −e e eθ,1
with T kuT T( ) ∈eθ, ,θ,

and T ( )=e e e,θ θ θ, ,1 ,2
.

For the decryption algorithm Dec, we first parse ct as csk( )u u u, , ,f 0 1 2
. Then, we compute

csk id T T
 [ ‖ ]= − − −→ ′ ′c u u s u s u eu H Hr r r

T

θ

T T

2 0 1 , 0 , 0xf
, where csk( )′ = →r U xf f , EvalFX cskcsk

 ( )=→ ′ →UH A, ,r xf f ff

and EvalFX ( )= ′′ rIH A, ,r r x x,x
. Finally, if ∣ ∣ > ∕c q 4, we output =m 1 as the plaintext; else, we output m = 0.

DKGen:

Input: Secret key skid and updated key material kuT

Output: Decryption key dkid T, or ⊥
1. Find node Path id NodeT( )∈ ∩θ .
2. If Path id NodeT( ) ∩ = ∅ return ⊥.
3. Otherwise, find ( )θ, *,* in kuT and output dkid T T T( )= s e,θ, ,

with T id= −e e eθ,1
and T =s eθ θ, ,2

Dec:

Input: Decryption key dkid T, and ciphertext ct
Output: Plaintext { }∈m 0, 1

1. Parse dkid T, as id T T( )x r s s e, , , ,x θ,
and ct as csk( )u u u, , ,f 0 1 2

.
2. Compute csk( )′ = →r U xf f .
3. If = ′r rx , then abort. Otherwise, compute Af and Ax.

4. Compute EvalFX cskcsk
 ( )=→ ′ →UH A, ,r xf f ff

and EvalFX ( )= ′′ rIH A, ,r r x x,x
.

5. Compute csk id T T
 [ ‖ ]= − − −→ ′ ′u u s u s u ec u H Hr r r

T

θ

T T

2 0 1 , 0 , 0xf

6. Output =m 0 if ∣ ∣ ≤ ∕c q 4. Otherwise, output =m 1.

Correctness

As mentioned earlier, in our decryption algorithm, we compute ( )′ = →r sU xf f and then abort the decoding

if ′ =r rx. Otherwise, we compute csk id T T
 [ ‖ ]= − − −→ ′ ′u u s u s u ec u H Hr r r

T

θ

T T

2 0 1 , 0 , 0xf
. Note that based on the

random value of the conforming cPRF, it was shown in [17] that ′ ≠r rx with all but negligible probability.
It was shown also that if ′ ≠r rx, we have:

csk
  = + ′→ ′ ′u s eH H A ,r r r x r1 , , 1x xf
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with csk
 ′ = → ′ ′e e H Hr r r1 1 ,xf

. Therefore, we have

csk id T T

csk id T T

id T T

 

 
[ ‖ ]

[ ‖ ]

[ ‖ ]

= − − −

= + ′ + + ⌊ ∕ ⌉ − − −

= + ⌊ ∕ ⌉ − ′ − −

→ ′ ′

→ ′ ′

u u s u s u e

sy sy e m u u s u s u e

e m e e s e s e e

c u

q

q

H H

H H2

2 .

r r r

r r r

T

θ

T T

T T T

θ

T T

T

θ

T T

2 0 1 , 0 , 0

2 0 1 , 0 , 0

2 0 1 0 , 0

x

x

f

f

Based on the properties of the discrete Gaussian distribution, we have id‖ ‖ ≤ ′ +∞s τ m m
0
(respectively,

T‖ ‖ ≤ ′∞s τ mθ, 0
) with all but ( )− ′+

2

m m
0 (respectively, − ′

2

m ) probability. In addition, due to the fact that
‖ ‖ ℓ ( )′ ≤∞

+
e m kB m˜

2f

d

1 0

2

0

1ConEv (see [17]), if ′m , k , �ℓ ( ( ) )∈ ⌈ ⌉n q, logf , �( )∈B B n˜
, , �( ( ) )∈ +

τ k λ m, , 2

d

0

3 ,
and id T T[ ‖ ]= − ′ − −u e e e s e s e e

T

θ

T T

2 0 1 0 , 0
, we have with all but negligible probability that:

id T T∣ ∣ ∣ ∣ ( ‖ ‖ ‖ ‖ )‖ ‖ ‖ ‖ ‖ ‖ ‖ ‖ ‖ ‖

( ℓ ( ) )

( ℓ ( ) )

( ( ) )( )

≤ + ′ + ′ + ′ + ′
≤ + ′ + ′ + + ′ ′ + ′
≤ + ′ + ′ +
≤ ⌈ ⌉

∞ ∞ ∞ ∞ ∞ ∞ ∞
+

+

+ +

u e e e s e s e em m m m

B m B m kB m τ m m m Bτ m m B

B m B m kB m τ m m

B poly n q m

˜
2

3
˜

2

. , log 2 .

θ

d

f

d

d d

2 0 0 1 0 , 0

0

3

0

1

0 0

0

3

0

1

0

0

4

ConEv

ConEv

ConEv

By denoting ( ( ) )( )′ = ⌈ ⌉ + +
E poly n q m4. , log 2

d d

0

4ConEv and ( ( ) )( )= ⌈ ⌉ + +
E B poly n q m. , log 2

d d

0

4ConEv , if we choose
′E to be bounded by ∕q B, then E is bounded by ∕q 4. Therefore, if =m 0, then ∣ ∣ ≤ ∕c q 4; otherwise, ∣ ∣ > ∕c q 4.

We now have the following proposition:

Proposition 6. The proposed lattice-based RABE is correct.

4.3 Security analysis and key size comparison

With regard to the security of the proposed RABE, we present the following theorem:

Theorem 2. Given a conforming cPRF for a function class � , theRABE designed in Section 4.2 is IND aCPA−  

secure with respect to � and under the hardness of DLWEq n m χ, , ,
.

Proof. The proof of Theorem 2 is similar to that of [17, Lemma 2]. It can be done by a sequence of hybrids;
the only difference is that we need to take into account the way the challenger 
 should answer to updated
key material queries from the adversary 	 . We will proceed by considering a sequence of hybrids:

Hybrid 0: This game is the adaptive game described in Section 2.4.
Hybrid 1: This hybrid is the same as Hybrid 0 except the way that 
 answers the challenger query f *. It
computes csk F Constrain ( )← f. *f σ instead of csk P KeySim ( )← σ f. *f . Therefore, we have csk ( )= ⟶U σf σ f .
However, based on a reduction to the key simulation game of conforming cPRF, it was shown in [17, Proof of
Lemma 2] that the advantage for distinguishing Hybrid 0 and Hybrid 1 corresponds to the advantage of an
adversary F	 in the key simulation game of conforming cPRF. That means that Hybrid 0 and Hybrid 1 are
indistinguishable.
Hybrid 2: The difference betweenHybrid 1 andHybrid 2 is the way that the challenger 
 generates thematrixA.

It computes the matrix A as follows: = + ⊗σA BR G, where { }← ′×
R 0, 1

m m λ
$

0 . From Proposition 1, B is statistically
close to uniform, and therefore, from the extended leftover lemma, Hybrid 1 and Hybrid 2 are indistinguishable.
Hybrid 3: This hybrid is similar toHybrid 2 but we change how the challenger computesu

1
during the challenge

query f *. However,u
0
andu

2
are computed as described in the scheme. Indeed, the challenger computesu

1
as

msk
= +→u u eRH r1 0 1x

, where EvalFXmsk
 ( )←→ →U σH A, ,r xσx

, csk msk
− ⊗ = →A G BRH rf f x

and = +u s eB
0 0

with �←s
q

n
$

, ← ′
e χ

m

0

$

, ℓ←e χ̃
m

1

$

. We then have

msk msk msk
  = + = + +→ → →u u e s e eRH BRH RHr r r1 0 1 0 1x x x
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and msk msk
 ‖ ∣ ( ) ‖ ‖ ‖ ‖ ‖ ‖ ( ) ( )′ = ≤ + ′ ≤ + ′→ ∞ ∞ ∞ → ∞eB m m λ m m λB mRH R H 2r r

d

0 0 0 0x x

con, where dcon is the depth of
→Uσ f . Since χ̃ is ′B -swallowing, the difference between Hybrid 2 and Hybrid 3 is statistically indistinguishable.

Hybrid 4: The difference between this hybrid and Hybrid 3 is the way that the challenger answers to key

queries. Indeed, if id( )x, is submitted, 
 fixes P Eval ( )←r x.x σ and EvalFXmsk
 ( )←→ →U σH A, ,r xσx

.

It also samples id �←y
q

n
$

. Due to the fact that =I 1rx
, it was shown in [17] that

EvalFXmsk
  [ ‖ ] [ ‖ ] ( )= + =→ rIB A B BRH H G H Awith , , .x r r r r r r r x x, , ,x x x x x x x

We now have

msk

msk

 ‖ ‖

‖ ‖ ‖ ‖ ‖ ‖ ( )≤ ≤
→ ∞

∞ → ∞ ∞
+

m kλ m kλ m

RH H

R H H 2

r r r

r r r

d

,

0

2

, 0

2

0

1

x x x

x x x

According to Proposition 1, given B and msk
 →RH Hr r r,x x x

the challenger can efficiently compute [ ‖ ] ′
−

B Ax r τ,

1

x
for

some �( ( ) )′ = +
τ k λ m, , 2

d

0

3 . Thus, if ≥ ′τ τ , the challenger can sample id[ ‖ ] ( ( ) )− − ′′
−

y yqB A 1x r τ,

1

x
without using

the trapdoor −
B

τ

1

0

, where id′ = −y y y .

Hybrid 5: This game is similar to the previous game with the only difference being in the computing of the
updated key material kuT. Indeed, for all NodeT∈θ , instead of computing TT �( ( ))= −

e q θB A B, , , ,θ τ,

1

0

, the

challenger 
 first randomly chooses T ← ′
e χθ

m

,

$

, then computes T T=y eB
θ θ

,
,
, and finally set T T=e eθ θ, ,

. It stores
TT T( )y eθ, , ,

θ θ
,

,
and configures an RO such that when the adversary queries with input T( )θ, for

T�( )q θA B, , , , , the challenger 
 returns Tuθ,
. Therefore, we can see that with a well-chosen set of parameters

the change between Hybrid 4 and Hybrid 5 is statistically indistinguishable.
Hybrid 6: This game is similar to the previous game with the only difference being in the way that the

adversary chooses the matrix B. It chooses the matrix B randomly from � × ′
q

n m instead of using the trapdoor
generation algorithm. According to Proposition 1, this change between Hybrid 5 and Hybrid 6 is statistically
indistinguishable.
Hybrid 7: The difference between Game 6 and Game 7 is in the way that the challenger computes ct* in the

challenge query. Indeed, in the computation of ct*, the challenger chooses randomly �← ′
u

q

m

0

$

and �←u q2

$

.
We can see that this change is computationally indistinguishable under the DLWEq n m χ, , ,

assumption.
Therefore, from this step, we can see that the challenger is able to hide completely b, and then, the adversary
	 has no advantage. □

In Table 1, we make a brief comparison of our scheme with that of the RABE schemes from previous
studies [38,39], noting that the underlying hard problems that these three schemes rely on are considered
quantum secure. Our comparison is based on the sizes of master secret keymsk, master public keympk, secret
key sk, and the security model. In terms of access policy, similar to the proposed scheme, the scheme of Dong
et al. and Luo et al. used boolean circuit as the access policy [39,40]. However, their schemes are key policy
attribute-based schemes instead of ciphertext policy attribute-based schemes. In Dong et al.’s scheme [38], an
arithmetic circuit is used as the access policy. In the scheme of Huang et al. and Yang et al. [41,42], linear secret
sharing scheme (LSSS) access structures are used for access policy. We also note that the proposed scheme is
adaptive secure compared to the other schemes in the table.

5 Lattice-based RPCH scheme

In this section, we describe our lattice-basedRPCH. Its design follows Xu et al.’s [10] construction, and hence, it
is a combination of our RABE and CHET schemes. Since we will use the modified version of the trapdoor
generator algorithm, the message space in our underlyingRABE will be { }0, 1

μ. Therefore, we will consider as
a security assumption the version of the decisional learning with errors problem for which the secret key is a
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matrix of� ×
q

m μ instead of a vector of�
q

m. We denote this version byDLWE ×q n μ m χ, , ,
. Note that when =μ 1, it just

becomes the main decisional learning with error problem DLWEq n m χ, , ,
. It is also important to recall that

Micciancio established in [45, Lemma 8] that there is a polynomial-time reduction from DLWEq n m χ, , ,
to

DLWE ×q n μ m χ, , ,
. Moreover, if there is aPPT adversary 	 that can distinguishDLWE ×q n μ m χ, , ,

with an advantage
ε, it can then distinguish DLWEq n m χ, , ,

with an advantage ∕ε μ (see [45, Proof of Lemma 8]). Therefore, it is
important to choose parameters to have a security level close to that of DLWEq n m χ, , ,

.
In the design of ourRPCH, μ is chosen to be equal to the security parameters λ. The key updateKUpd and

the revocation list Rev algorithms correspond to that of our RABE. However, the secret key generation and
the setup algorithms are designed by taking into account our CH scheme.

SetupRPCH:

Input: Security parameter λ and number id ��∣ ∣= =N 2

k of users in the system.
Output: mpkRPCH and mskRPCH

1. Compute msk mpk SetupRABE RABE RABE( ) ( )← N, 1 ,

λ where id=N 2

k .
2. Compute PP SetupCHET CHET( )← 1

λ

3. Generate a pair sk pk KeyGenCHET CHET CHET �( ) ( )← n q, , , σ1
1 1

of public and secret keys of our chameleon
hash skCHET = −

A
σ

1

1

and pkCHET �= ∈ ×
A

q

n m

1

1

1 1.

4. Set mpk mpk pkRPCH RABE CHET( )= , and msk msk skRPCH RABE CHET( )= ,

SKGenRPCH:

Input: Master secret key mskRPCH, state st, user identity id with its attribute x

Output: Secret key skid for a user with identity id and attribute x .
1. Parse mskRPCH as mskRABE( )−

A,
σ

1

1

.
2. Compute sk SKGen msk st idRABE id RABE RABE( )← x, , ,

,
.

3. Set sk skid RABE id( )← −
A,

σ,

1

1

.
4. Return skid.

In the design of our hash algorithmHash, we use the Fujisaki–Okamoto transformation to our underlying
RABE. For that, we use a symmetric encryption scheme with security parameter λ. We choose λ as the length
of plaintext in our RABE. Let us denote the symmetric encryption scheme by SymEnc. We also use a hash
function � { } { } { }× ⟶: 0, 1 0, 1 0, 1

λ λ λ

2
.

HashRPCH:

Input: Master public key mpkRPCH, message to hash m.
Output: A pair ( )h r, of a hash h and a random value r .
1. Parse mpkRPCH as mpk pkRABE CHET( ),

2. Compute etd Hash pkCHET CHET( ) ( )′ =h r m, , ,

3. Generate seedSym { }← 0, 1

λ
$

4. Generate the symmetric key RO seedSym Sym( )←k .
5. Compute ct SymEnc etd( )← k ,s and ct Enc mpk seed TRABE RABE Sym( )← f, , ,

6. Set ct ct ct( )=c , ,s hash , where ct seed etdSym� ( )= ,hash 2

7. Return ( )= ′h h c, and r , where pkCHET( )′ = ′h h h, ,
1 2

and ( )=r r r,
1 2

.

VerifRPCH:

Input: Master public key mpk, message m, hash h and random value r .
Output: { }∈b 0, 1

1. Parse mpk as mpk pkRABE CHET( ), and h as ( )′h c,

2. If Verif pkCHET CHET( )′ =m h r, , , 1

Return 1.
3. Return 0.
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DKGenRPCH:

Input: A secret key skid, and the updated key material kuT.
Output: A decryption key dkid T, .
1. Parse skid as sk skRABE id CHET( ),

,

2. Compute dk DKGen sk kuRABE id T RABE RABE id T( )= ,
, , ,

3. Set dk dk skid T RABE id T CHET( )= ,
, , ,

AdaptRPCH:

Input: Decoding key dkid T, , master secret key msk, master public key mpk, original message m, new message
′m , hash h, and random value r .

Output: A new random value r̃

1. Parse mpk as mpk pkRABE CHET( ), and h as ( )′h c, .
2. If Verif pkCHET CHET( )′ =m h r, , , 0:

Return ⊥.
3. Parse c as ct ct ct( ), ,s hash .
4. Parse dkid T, as dk skRABE id T CHET( ),

, ,
.

5. Compute seed Dec dk ctSym RABE RABE id T( )← ,
, ,

.
6. Compute RO seedSym Sym( )←k .
7. Compute etd Dec ctSym( )← k , s .
8. If seed etd ctSym� ( ) ≠, hash2

:
Return ⊥.

9. Compute Adapt sk etdCHET CHET( )← ′ ′r m m h r˜ , , , , , .
10. Return r̃ .

Note that the RPCH designed in this paper is based on an IND aCPA−  secureRABE and aCHET, which
is fully indistinguishable, strongly private collision-resistant, unique, and correct. Therefore, according
to [10, Theorem 2], we have the following:

Theorem 3. The proposed RPCH is fully indistinguishable, insider collision-resistant, unique, and correct.

6 Conclusion

To our knowledge, this article presents the first-ever lattice-based RPCH. For its design, we have designed a
lattice-based CHET scheme. Due to the fact that our RPCH scheme is based on the generic construction of
Derler et al., which requires aRABE scheme, we have presented a new lattice-basedRABE scheme. We have
proven that the proposed RABE scheme is adaptively secured and compared it to recent and relevant
schemes.
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