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Abstract: A chameleon hash function is a type of hash function that involves a trapdoor to help find collisions,
i.e., it allows the rewriting of a message without modifying the hash. For some applications, it is important to
have the feature of revoking the rewriting privilege of the trapdoor holder. In this paper, using lattice-based
hard problems that are considered quantum-safe, we first introduce a lattice-based chameleon hash with an
ephemeral trapdoor (CHET) and then a revocable attribute-based encryption (RABE) scheme that is adap-
tively indistinguishable. We also give security analyses of our schemes and compare our RABE scheme to two
relevant schemes proposed recently. Furthermore, we combine our CHET and RABE to design a new revoc-
able policy-based chameleon hash.
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1 Introduction

Chameleon hash (CH) function, introduced by Krawczyk and Rabin [1], is a collision-resistant hash function that
involves a trapdoor, without which, it has all the properties of the standard cryptographic hash function.
Specifically, CH schemes are parameterized by public keys such that a trapdoor holder can compute a second
pre-image of a given hash. As an extended variant, a chameleon hash with an ephemeral trapdoor (CHET) is a
CH scheme in which in addition to the main trapdoor, an ephemeral trapdoor is necessary to compute a second
pre-image of the given hash [2]. The ephemeral trapdoor is usually chosen by the party computing the hash
value. Therefore, a holder of the main trapdoor is not able to compute a second pre-image of the hash unless also
provided with the ephemeral trapdoor. Since their introduction, CH and CHET schemes have received con-
siderable attention and have now become a part of the construction of many cryptographic primitives. They are
used, for instance, in the design of chameleon, sanitizable, and online/offline signature schemes [3-7].

One of the recent and important applications of CH is in the design of a mutable blockchain. It was the
work of Ateniese et al. [8] who first proposed a way to allow blockchain rewriting. However, one issue of the
Ateniese et al. scheme is that any trapdoor holder can rewrite a block of its choice. To address this issue, Derler
et al. [9] recently introduced the concept of policy-based chameleon (PCH), which is a type of CH where for
computing a second pre-image of a hash, only the trapdoor holders satisfying its access policy are authorized
to do it. PCH schemes are designed by combining CH and attribute-based encryption (ABE) schemes'.

1 In an ABE scheme, a user’s secret key is generated by a key generation center using a master secret key, and only users with
attributes satisfying the access policy can have the decryption privilege.
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Although access policies allow the controlling of computation of the second pre-image in PCH schemes, a
compromised trapdoor or malicious behaviour can constitute a serious security issue. To address this issue, Xu
et al. have recently introduced the concept of revocable policy-based chameleon hash (RPCH) [10], which
allows the revoking of the rewriting privilege of trapdoor holders. Similar to PCH, RPCH schemes are
designed by combining revocable attribute-based encryption (RABE) and CHET schemes.

In this paper, we construct a lattice-based CHET by applying Derler et al.’s approach to a modified version
of Cash et al’s CH [11]. Furthermore and still using lattices, we introduce an RABE scheme that is adaptively
indistinguishable. In addition, we combine our CHET and RABE schemes to design a new RPCH.

1.1 Related works

After being introduced in [1], several new variants of CH have been published. These include CH with
ephemeral trapdoor [2] and identity-based [12-15], policy-based, tag-based [16], and RPCH functions.

RPCH is a combination of an RABE and CHET. Thus, designing an efficient RPCH using lattice requires
designing an efficient lattice-based RABE and CHET. For the construction of CHET, two frameworks were
introduced by Derler et al. [2]. The first one is based on zero-knowledge proof and a commitment scheme. The
second technique consists of transforming a secure and unique CH into a CHET where the hash of a message
m will be a pair h = (hy, hy). h; and h, correspond to the hash of m computed using the public key and an
ephemeral public key, respectively. The CHET designed in this paper is based on the second technique using Cash
et al’s CH [11]. In Cash et al’s scheme, the public key is a pair of matrices (A;||Ay), and the hash of a message m is
given by h = Ajm + Ayr, where r is a random vector chosen from a Gaussian distribution. Using a CHET designed
from Cash et al’s CH to build a RPCH would require a slight modification. The ephemeral trapdoor has to be
encrypted using an ABE scheme. Therefore, the ephemeral trapdoor needs to be a binary string instead of a matrix.

For the design of the proposed RPCH, an adaptive secure RABE scheme is required. However, most of the
revocable attribute-based schemes using lattice in the literature are selectively secure. For this purpose, we
introduce a new adaptive secure RABE scheme on top of Tsabary’s attribute-based encryption [17], which is
one of the efficient and adaptive secure ABEs. The Tsabary scheme is a ciphertext-policy ABE scheme that uses
as policies the conjunctive normal form policies.

1.2 Motivation

Our motivation is mainly two-fold. First, there exist lattice-based hard problems that are considered resistant to
attacks using future quantum computers, but to our knowledge, there is no work in the literature on the design of
adaptive indistinguishable RABE based on such hard problems. Although there is a recent article on adaptive
indistinguishable RABE introduced by Xiong et al. [18], the security of their scheme relies on the decisional linear
(OLIN) assumption, which is not quantum secure either. Second, and with regard to RPCH, it appears that Xu
et al’s work [10] is the only one published in the literature so far and the security of their scheme relies on the DLIN
assumption, and hence, it is not quantum secure. With the continued progress in the development of quantum
computers, it is therefore of interest to design RPCH with post-quantum security assumptions.

1.3 Our contributions

In this paper, we propose a slight modification of Micciancio and Peikert’s trapdoor generation algorithm
[19, Algorithm 1] using a random oracle (RO) to reduce the size of trapdoors. We use the modified trapdoor
generation algorithm to introduce a lattice-based CHET. Our scheme is designed using a modified version of
Cash et al.’s CH [11] and Derler et al.’s framework [9]. We show that the security of the proposed lattice-based
CHET relies on short integer solution (SIS) and inhomogeneous short integer solution (ISIS) problems. We
design an adaptive indistinguishable RABE from lattice assumptions. We combine our proposed lattice-based



DE GRUYTER Revocable policy-based chameleon hash using lattices == 3

RABE and CHET schemes to design a lattice-based RPCH scheme from Xu et al.’s construction [10]. Finally, we
show that our schemes are secure and compare our RABE with relevant lattice-hased schemes proposed
recently.

1.4 Organization of this article

In this article, we recall the necessary prerequisites in Section 2. In Section 3, we introduce a modified version
of Micciancio and Peikert’s trapdoor generator algorithm, construct a lattice-based CHET scheme, and give a
security analysis of the proposed CHET. Section 4 contains the description of our RABE scheme and its
security analysis. In Section 5, we describe our RPCH scheme using lattice and provide its security analysis.
Finally, we conclude in Section 6.

2 Preliminaries

In this paper, we consider row vectors and denote vectors by bold lowercase and matrices by bold
uppercase letters. In addition, we consider the following definition of norms: ||a|| = /Y 12a?, llall; = Xielail,
llall = maxjai, ||Al; = max;32|ay| and [|All = max;Yj|agl.

2.1 Lattices

Let m be a nonzero positive integer {by, ..., by} be a set of m linearly independent vectors of R™.
A (full-rank) m-dimensional lattice generated by {b, ..., by} is the set denoted by A(by, ..., b,) and de-
fined by A(by, ..., by) = {221x;b; : X; € Z}. Equivalently, if B is a matrix where its rows are vectors by,..., bp,
the lattice A(by, ..., by,) can be denoted by A(8B) and described by A(B) = {xB : x € Z™}.

For a prime number g, a lattice A is called a g-ary lattice if gZ™ € A € Z™. With this condition, it is easy
to verify that for all y € Z™, y is an element of a g-ary lattice A if and only if y mod q € A.

Let0 <n<mandA € Z;™ be a full rank matrix. We denote by A,(A) the set defined by

AyA) ={y € Z™:y mod q = xA mod q for some x € Z"}.
Similarly, A7(A) is defined by
Az(A) = {y € z™:Ay" = 0 mod q}.

Ay A) and AqL(A) are g-ary lattices. In addition, we can verify that Ay (A) satisfies Ay(A) = Z"A + qZ™.
For allu € Z;, we denote by AZ‘(A) the set

AG(A) = {y € z™:Ay" = u mod g}.
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2.2 Discrete Gaussian, bounded distributions, lattice trapdoors, and hard
problems

2.2.1 Discrete Gaussian

For a positive real number ¢ > 0, the Gaussian function with parameter o and center ¢ € R" is defined by

|Ix —

- 7|, for all x € R™
g

Py o(X) = exp

When c is the origin, the corresponding Gaussian function is said to be centered. Later, in this article,
we simply say the Gaussian function to refer to the centered Gaussian function and denote it by p,.
For an n-dimensional lattice A, the discrete Gaussian distribution on A is the function defined by

Ps(X)
ps(8)’
where p,(A) = 2,epPy(X). We denote the discrete Gaussian distribution supported over Z (resp. Z,)

with parameter g by D, (resp. Dy ). For a given lattice A, we denote this distribution by D, ;. We now state
the following lemma:

Dpo(X) = forall x € A,

Lemma 1. [20] Let n, m, and q be the positive integers such that m = 2nlog(q), where q is a prime number. Let ¢

L. $ x $ T
be any positive real number such that o = \/n + log(m). Then, for A — Zg™™ and e < Dg, the distribution of
u = Ae” mod q is 27%M-statistically close to uniform over Zy. Furthermore, for a fixedu € Zy, the conditional

P $ . . xm
distribution of e < Dg, given Ae" = u mod q for a uniformly random A € Zg™™, is D AXA)0-

2.2.2 Bounded distribution [17]

Let y be a distribution supported over Z. If there exists B € R, and 0 < ¢ < 1 such that Prx gX[lxl >Bl<eg yxis

said to be (B, €)-bounded. When ¢ is a negligible function, for brevity, y is the said B-bounded distribution
instead of (B, €)-bounded. y is said to be (B, €)-swallowing if for all y € [-B, B] N Z, the statistical distance
between y and y + y is equal to €. A second distribution § supported over Z is said to be (y, €)-swallowing
if the statistical distance between y and y + ¥ is equal to &.

2.2.3 Lattice trapdoor

Letn,q€Z, g=(1,2,4, ..., 2'°8@11) and my = nllog(q)1. The gadget matrix G is defined as the diagonal
matrix given by G = I, ® g € Zy*™, where ® is the Kronecker product [17]. For allt € Z, let G : Z*" —
{0, 13m0t be the function that converts each entry a; € Z, of a matrix in a binary column vector of size
[log(q)1 corresponding to the binary representation of aj. It holds that for all A € Zg™, we have
GG(A) = A [17].

Let A € Zy™™ be a matrix. For allv € Z; (resp. V € Z;™™), let AY(v) (resp. A X(V)) be an output distribu-
tion of DY (resp. of DFOM).

A o-trapdoor for a matrix A € ZZ"”‘O is a trapdoor that enables to sample from the distribution A;(v)
(resp. AZ(V)) in time poly(n, mo, log(q)) (resp. poly(n, mo, m,log(q))) for all v € Z} (resp. V € Z*™). We
denote a o-trapdoor of matrix A by A;l. In the following proposition, we recall some properties of trapdoors
[11,17,19,21-23].
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Proposition 1.
(1) There exist an efficiently computable value my = O(nlog(q)) and an efficient procedure GenTrap such that

for all m = my, GenTrap outputs (A,A.}) = GenTrap(1", m, q), where A € Z;’X’” is 2"-uniform and
0 = 0(/nlog(q)log()).

(2) Let A€ Z}*™ be a matrix with a trapdoor A7'. Then, it is efficient to generate a trapdoor [A|B],
forallB € 7™, anym’ €N, and v’ 2 7.

() Let A€Zy™ and R € Z;™™ with my=nllog(q)l. Then, it is efficient to compute [A||AR + G
for 7 = O(Jmem ||R||).

Note that if A is chosen uniformly and R uniformly in {-1, 0, 1}, then part 3 of Proposition 1is a special
case of the leftover hash lemma [17].

2.2.4 Hard lattice problems

Now, we briefly recall some hard lattice problems that we use as security assumptions in our schemes.

For more details, the reader is referred to [21,24-29].

* Short integer solution (SIS; ,m,): Given a random matrix A € Zg*", find a vector x € Z™\{0} such that
AxT = 0 and ||x|| < y.

* Inhomogeneous short integer solution (ISIS; 5, y): Given a random matrix A € Z
find a vector x € Z™\{0} such that Ax” = y and ||x|| < y

* Decisional learning with errors (DLWEg , ) [28]: Let n, m, and q be positive integers such that g is prime.
Let y be a noise distribution over Z. Distinguish the following two distributions:

(A,sA+e) and (A, u),

nxm

n
q and a vector y € Z7,

$ _ox $ $ $ .
where A < 2™, s « Zy,u < 7, and e < y™ are independently sampled.
We are interested in the case where q < 2"; therefore, we have the following corollary:

Corollary 1. [19,28] For all € > 0, there exist functions q = q(n) < 2", and y = y(n) such that y is B-bounded for
some B = B(n),q/B 2 27 and DLWE n,m,y IS at least as hard as the classical hardness of the gap shortest vector
problem (GapSVR)) and the quantum hardness of the shortest independent vector problem (SIVB)) fory = 20(n%)
and all m = poly(n).

2.3 Pseudo-random function (PRF) and conjunctive normal form policy
2.3.1 PRF

PRF defined over a key space K, a domain X, and a range Y, is a function F: K x X — Y that can

be computed by a deterministic polynomial time algorithm. On input (K, x), the algorithm outputs

F(K,x) =y € Y. Moreover, for a given key K, the function F(K,.) is efficiently evaluated at all points

X € X. Thus, a PRF is defined by a set of two algorithms F = (F. Setup, F. Eval) such that [17,30]:

+ (PP, K) < F. Setup(1%) is the setup algorithm that takes as input a security parameter A and outputs a key
K € {0, 1}* and public parameters PP.

+ y « F. Eval(K, x) is the evaluation algorithm that for a given secret key K, takes as input a binary string
x € {0, 1} and outputs y € {0, 1}, where n = n(A) and ¢ = £(Q).
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It is important to note that there are different types of PRFs, however, in this paper, we are interested in the

constrained pseudo-random functions (cCPRF) introduced by Boneh and Waters [31]. Indeed, for a given 7,

a class of functions f defined from {0, 1} onto {0, 1}, cPRF with policies in ¥, is a tuple of algorithms

F = (F. Setup, F. Eval, F. Constrain, F. ConstrainEval) such that [32]:

+ (PP, msk) < F. Setup(1}) takes as input the security parameter A and outputs PP and a master secret
key msk.

* ry < F. Eval(msk, x) is a deterministic algorithm that outputs a bit-string ry of length n = n(A) by taking as
input a master secret key msk and a bit-string x of length ¢.

+ csky < F. Constrain(msk, f) takes as input a master secret key msk and a function f€ ¥ and returns
a constrained key csky.

* ry < F. ConstrainEval(csky, x) is a deterministic algorithm that takes as input a constrained key csky
and a bit-string of length ¢. It returns a bit-string ry of length n.

A cPRF is said to be correct when for all x € {0, 1} and f € ¥, if f(x) = 1, we have F. Eval(msk, x) =
F. ConstrainEval(csky, x) where (PP, msk) = F. Setup(1)) and csky =F. Constrain(msk, f). However, there
are two notions of pseudo-randomness for cPRFs namely, adaptive pseudo-randomness and selective pseudo-
randomness. A cPRF is said to be adaptive pseudo-random if the probability of a PPT adversary A, to win
the adaptive pseudo-randomness game is negligible.
In this paper, for the design of our RABE, we are interested in a particular type of cPRF introduced by
Tsabary called conforming cPRF. These functions, in addition to being pseudo-random, satisfy the following
two properties [17]:
¢ Gradual evaluation: for all f€ F and x € {0, 1}, if f(x) =1, it holds that the circuit descriptions of
the algorithms F. Eval(:, x) and F. ConstrainEval(F. Constrain(:, f), x) are identical.

* Key simulation: it means that there exists an additional public algorithm F. KeySim(f) < oy that allows a
simulation of constrained keys. Moreover, simulated keys should be indistinguishable from real constrained
keys to any distinguisher with no access to evaluations on points X, where f(x) = 1.

The adaptive pseudo-random game for cPRFs [17,32]:

cPRF. PseudoRandGame
1. (PP, F.msk) < Setup(1%),
2. X* « ﬂOEval,Constrain(PP)’
3. ry < Eval(F.msk, x*),

4. p « ﬂOEvaLConstrain(rg‘)_

An adversary A wins in the adaptive pseudo-random game when the guessed value b is equal to b.
The advantage of an adversary A in the adaptive pseudo-random game is given by Adv;ﬁig‘}g’ﬁa“d =

|Pr[b = b] - 1/2|. Thus, a cPRF is adaptive pseudo-random if the advantage of any PPT adversary A in
the adaptive pseudo-random game is negligible in 4, i.e.,

AdvisepteRand < ().

2.3.2 Conjunctive normal form policy [17]

Let ¢ and t be nonzero positive integers such that t < ¢. A t-conjunctive normal form (¢-CNF) policy
f:{0,1}¥ — {0,1} is a set of clauses f={(T, f)}; such that for all x € {0, 1}¢, f(x) = Aifi(xz), and for all i,
LTS, .., e4LIT =t f :{0,13* — {0,1} and x5, = (X;)jer, is a vector formed by components of x indexed by T;. A
class of functions ¥ is said to be --CNF when it consists of only t-CNF policies for some fixed ¢ € N and t < ¢.
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2.4 Revocable attribute-based encryption

ABE scheme is a generalization of cryptographic primitives such as identity-based encryption scheme that
allows us to target the recipients of a message according to access policies. It was introduced by Sahai and
Waters [33] and developed later by Goyal et al. [34]. There are two categories of ABE schemes: ciphertext policy
(CP - ABE) and key policy (KP — ABE) ABE schemes. In CP - ABE schemes, the ciphertexts are associated
with access policies, i.e., senders can decide who can decrypt the sent ciphertexts. On the other hand, in
KP - ABE, secret keys are associated with access structures that specify which ciphertexts the user will be able
to decrypt. In this article, we are interested in the ciphertext policy revocable ABE scheme (CP - RABE),
which is a generalization of the ciphertext policy ABE scheme where, it is possible to revoke a malicious secret
holder. For brevity, when the context is clear, we sometimes denote CP — RABE simply as RABE.

2.4.1 Definition

Let ¥ be a class of functions defined from {0, 1} onto {0, 1}. Let 7~ be a time space, M a message space, and

ID an identity space. A CP - RABE scheme associated with 7, M for policies f € ¥ is a tuple of algorithms

(SetupRABE, SKGenrage, DKGengrage, ENCrage, DeCrABE, R€VRARE, KUdeABE) defined as follows:

+ (mskrage, MpKrage, St, RL) — Setuprage(1?) takes as input a security parameter A. It returns a master

secret key mskrage, @ master public key mpkgragg, @ state st, and a revocation list RL. We assume that

the master public key contains all information about the plaintext message space M, time period space

T € {1, ..., Thax}, and identity space 7D, where Ty is polynomial in A. We also assume that the revocation

list RL is initialized to RL = &.

skig < SKGenrage(Mskrase, st, id, X) takes as input a master secret key mskrage, a state st, an identity id

with its corresponding attribute x € {0, 1}¢, and outputs a secret key skiq.

kur < KUpdrage(mskgrage, T, RL) takes as input a master secret key mskrage, @ time period T,

and a revocation list RL. It outputs an updated key material kur.

dkr g —« DKGengrage(skig, kut) takes as input a secret key skig and a key update material kur corresponding

to a time period T. It outputs a decryption key dKig 1.

ct < Encrase(Mmpkrase, M, f, T) outputs a ciphertext ct. It takes as input a master public key mpkgrage,

a time period T € 7, a plaintext message m € M, and an access policy f € F.

m < Decrage(dkig T, ct) takes as input a decryption key dkijqt and a ciphertext ct and outputs a plain-

textm € M.

* RL < Revrage(id, RL, T) outputs an updated revocation list RL. It takes as input an identity id, a time period
T, and a revocation list RL.

2.4.2 Correctness

The correctness requires that the decryption of all ciphertext ct = Encrage(mpkrage, m, f, T) by an honest
user with non-revoked identity id always gives the message m with high probability if the user attribute x
satisfies the ciphertext-policy f. Otherwise, an RABE is correct when the probability of a failed decryption
of an honest computed ciphertext by an honest and non-revoked user satisfying the access policy is
negligible. Indeed, for a chosen security parameter A €N and a fixed pair of master public/secret keys
(mpkgrase, Mskrase), the following inequality is satisfied:

ct = Encrage(Mpkrase, m, f, T)
skig = SKGenrage(Mskrags, st, id, x)
Pr{Decrape(dkig T, Ct) # m id ¢ RL and f(x) =1 < e(d),
kur = KUpdrage(mskrage, T, RL)
dkig 1 = DKGenrape(skig, kur)

where ¢ is a negligible function in A.
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2.4.3 Security model

Note that, as in ABE schemes, there are two kinds of IND — CPA security notions in RABE: the selective and
the adaptive IND — CPA security. The main difference between the two is that in the selective IND - CPA
game, the adversary must declare to the challenger the access policy and a revocation list RL on a time period
T before receiving the secret key and public parameters from the challenger. However, in the adaptive
IND - CPA game, it should declare the policy after receiving the secret key and public parameters from
the challenger. Hence, different phases in the adaptive IND — CPA game of RABE can be described as follows:
Setup:

During the setup phase of the RABE adaptive IND-CPA game, the challenger C computes (Mskrage, MpKrase, st, RL) =
Setup(1}) and prepares a list SKList in which all tuples (id, x, skig) generated during the game will be stored. Indeed,
when a new secret key skiq is generated from a pair (id, x) of identityid and attribute x due to the execution of SKGen,
the challenger C will store (id, x, skig) in SKList. Then, the challenger computes the updated key material
Kute = KUpd(mskgrage, RLt,, Tey = 1) for initial time period T, = 1, where T, corresponds to current time period.
Finally, the challenger C sends mpkrage and kur, to the adversary A.

Queries:
During the query phases, the adversary A may adaptively (possibly many times) make the following queries:
» Secret key generation query: Until the challenge query, upon a query (id, x) from the adversary A,
the challenger C first checks if (id, *) € RLy, and (id, *,*) € SKListy,. If the condition is not satisfied,
the challenger returns L. Otherwise, it computes (skig, st) = SKGen(mskragg, St, id, x) and then stores
(id, x, skig) in SKListr,. Finally, it returns skiq to the adversary A.
* Revoke and key update query: Until the challenge query, upon a query RL* from the adversary A, where
RL* is a set of identities that are going to be revoked in the next time period, the challenger C checks if
the following condition is satisfied:

RLy, C RL%,

This is for ensuring that identities that have already been revoked will remain revoked in the next period.
After the challenge query, C also checks if T, = T* -1 and all id € 7D such that (id, **) € SKListr,
are revoked, i.e., (id, *) € RL*. If the conditions are not satisfied, the challenger returns L to the adversary
A. Otherwise, the challenger computes T, = Ty, + 1 and sets RLy, = RL*. Then, it computes kure, =
KUpd(mskrage, RLt,, To). Finally, it returns kurg, to the adversary A.

The adversary A is allowed to query only during increased time T > Tg,.

Challenge:

For the challenge query, the adversary A is allowed to make the query only once. Upon a query
(m*, x* € {0, 1%, f*,T*), the challenger verifies that T*<T, and for all id € 7D such that
(id, **) € SKList*, (id, *) € RL*. Then, the challenger picks b € {0,1}. If b = 0, the challenger computes
cty = Enc(mpkgrage, m*, f*, T*); otherwise, it samples ct} from the ciphertext space uniformly at random.
Finally, it returns ct* to the adversary A.

Guess:
During this phase, the adversary guesses b € {0, 1} and terminates the game.

The aforementioned description of the RABE adaptive IND — CPA game can be summed up in four steps as
follows.

RABE.IND - aCPAGame:

1. (mskrase, Mpkrage; st, RL) A Setup(1h),
2. (m, x* € 10,1, f*, T%) & AO(mpkeage),
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3. Ct; «— EnC(mkaABE, m*,f*, T*),
4. b < A(ct)),

where IND — aCPA denotes the adaptive IND - CPA. At the end of the IND - aCPA game, the adversary A
is successful with the attack when b = b and (f*(x*) =0 or id € RLy+). Moreover, its advantage in

RABE.IND - aCPAGame is given by Adv¥E(1) = |Pr[b = b] - 1/2|. Therefore, an RABE is said to be adap-
tively indistinguishable if for all PPT adversary A, the following inequality holds:

|Pr[b = b] - 1/2] < e(}),

where ¢ is a negligible function in A.

2.5 CHET

In this section, we briefly recall the formal definition and security model of CHET and highlight some of the
differences among CHET, PCH, and RPCH. For more details CH schemes, the reader is referred to [2,9,10,35,36].

2.5.1 Definition

A CH (CHET) is a set of five algorithms (Setupcner, KGencyer, Hasheper, Verifouer, and Adaptcher)

described as follows:

* PPcheT < SetupcreT(1}) generates public parameters PPy of the scheme; it takes as input the security
parameter A.

* (skcheT, PKcHeT) < KGenchet(PPcreT) takes as input the public parameters PPcyer and outputs a pair of
secret and public keys (skcnet, PKcHET)-

¢ (h,r, etd) « Hashcpyer(pkcper, m) takes as input the message m to hash and the public key pkcper;
it outputs a hash h, a random value r, and an ephemeral trapdoor etd.

* b €{0,1} < Verifcher(pkcreT, h, r) is a deterministic algorithm that outputs b € {0, 1}; it takes as input
the public key pkcnet, @ message m, a hash h and a random value r.

» r’ < Adaptcyet(skcHeT, etd, m, m’, h, r) takes as input the secret key skcyer, an ephemeral trapdoor etd,
the original message m, a hash h of m with its corresponding random value r, and a new message m’.
It returns a new random value r’ such that h remains a CH of m’.

The ephemeral trapdoor etd in CHET is chosen by the party that computes the hash value such that
holders of the main trapdoor are unable to compute a collision of the hash unless they are provided with an
ephemeral trapdoor. Note that CHET can be constructed from a CH using from However, PCH scheme is a
combination of ABE and CH schemes. An editor or a trapdoor holder will be able to rewrite data if its attribute
satisfies the access policy. Unlike PCH, RPCH allows a revocation of a malicious trapdoor holder. Compared
to PCH, RPCH is designed by combining RABE and CH scheme.

2.5.2 Security model

In the following, we briefly recall the CHET security model. Note that the security requirements of CHET are
indistinguishability, public collision-resistance, private collision-resistance, and uniqueness. For more infor-
mation, the reader is referred to [2,9].

2.5.2.1. Indistinguishability

The indistinguishability in CHET requires that it should be intractable for an adversary to distinguish whether
a given random value r is returned by Hashcpet or Adaptcnet. However, the level of indistinguishability, which is
of our interest, is the full indistinguishability. We denote the corresponding game by CHET.FIndGame.
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CHET.FIndGame:
$
1. PPcrer < Setupcrer(1)

$
2. b<{0,1}
3. b* «— ﬂOCHashOrCAdaptCHET(': R b)(PPCHET)
4. Return b = b*

OCHashOrCAdaptCHET(': b):

Input: sKcHeT, kaHET; m and m’.

OUtpUt: (hy, rp, etdp)

1. (ho, o, etdy) <« HashCHET(pkcpet, m”)
2. (hl, r, etdl) «— HashCHET(kaHET, M)
3.« Adapt(sk(;HET, etd, m,m’,r, hy)
4. Return (hy, ry, etdp).

Let A be an adversary in the CHET full indistinguishability game. A wins the game when it guesses
b such that b = b. Its advantage denoted by AdvS* " is given by

AdvSHETFINd — | D CHET FindGame(A) = 1] - 1/2).

A CHET scheme is said to be fully indistinguishable if the advantage of any polynomial time adversary
A in the CHET.FIndGame is negligible.

2.5.2.2. Public collision-resistance

In the public collision-resistance game of CHET, the adversary is authorized to have access to a collision
oracle O agapty,e;- The public collision resistance requires that it should be infeasible to produce collisions,
other than the ones produced by O adapty, ;-

CHET.PubColResGame:
$
1. PPcrer < Setupcrer(1)

2. (skceT, PKcHET) s KeyGencyer(PPcreT)

3.Q< 9

4, (m, r,m, v, fl) « A O Adaptcrer(SKCHET 70 )(kaHET)

5. If Verifcuer(pkener, i, 7, h) = 1 A Verifoper(pkeper, i, #,h) = 1 A i # i’/ A ' € Q:
Return 1

5. Return 0.

Input: etd, m, r, m’, and h.
Output: r’.
1. If VerifCHET(kaHET, m, h, Y‘)S
Return L
2. r’° <« AdaptCHET(skCHET, etd, m,m’, h, r)
3. Ifr =1
Return L
4 Q@< QU{mm}
5. Return r’

The advantage of an adversary in the public collision-resistance game of CHET is the probability that

the value 1 is returned. If we denote it by AdvS §LFHPCORes we have:

AdvGHEEreCeRes = prCHET.PubColResGame(d) = 1].
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Thus, a CHET scheme is public collision secure if the advantage of any probabilistic polynomial time (PPT)
adversary A in CHET.PubColResGame is negligible. Note that since our security proof is based on
[9, Theorem 4] RPCH, we are not concerned with the public collision-resistance property. For more detail
on the public collision-resistance in CHET, see [2,9].

2.5.2.3. Private collision-resistance

The aim of the private collision-resistance in CHET is to ensure that even if the adversary holds one of the
trapdoors, it should not be able to find collisions unless it holds both the secret key and the ephemeral
trapdoor etd. For the formal definition of private collision-resistance in CHET, see [2]. However, in this paper
we are interested in the strong private collision-resistance in CHET introduced in [9]. The strong private
collision-resistance is similar to the private collision-resistance game but with a small difference. Indeed,
a trapdoor holder adversary A should not be able to provide a collision of a hash without the knowledge of
etd even if it is allowed to request arbitrarily many collisions. The strong private collision-resistance game
CHET.SPrivColResGame in CHET is described as follows [9]:

CHET.SPrivColResGame:

s

1. PPcrer < Setupcher(1h)
2.Q«

3.i<0

5. If Verifoper(Pkoner, 1it, 7, ) = 1 A Verifeer(pkewer, i, 7, h) = 1 A 1 # i’ A (Pkeper, i 1, -0)
& Q A (pkcrer, Hh, -) € Q:
Return 1
6. Return 0.

OHashgyer(57):
Input: pk, m.
Output: (h, r).
1. (h, r, etd) < Hashcpet(pk, m)
2. Ifr=1:
Return L
.i=i+1
4. Q < Q U {(pk, h, m, etd, i)}
5. Return (h, r).

Input: sk, h, m, r, m’, i.

Output: r’.

1. If (pk, h’, m”, etd, i) € Q for some pk h’, m”, etd:
Return L.

3. r’ < Adaptcner(sk, etd, m,m’, h, r)

4. Ifr' = L:
Q < Q U {(pk, h’, m, etd, i), (pk, h’, m’, etd, i)}

5. Return r’.

An adversary A wins in the strong private collision-resistance game CHET.SPrivColResGame when 1
is returned at the end of the game. Therefore, the advantage of an adversary in CHET.SPrivColResGame
corresponds to the probability that the value 1 is returned as the of CHET.SPrivColResGame, i.e.,

AdvSETSpiveoRes — pr[CHET.SPrivColResGame() = 1].

A CHET scheme is said to be strongly private collision-resistant when this advantage is negligible for any PPT
adversary A.



12 —— Jean Belo Klamti and Mohammed Anwarul Hasan DE GRUYTER

2.5.2.4. Uniqueness
Uniqueness in CHET requires that for an adversarially given public key pk, it will be difficult for the

adversary to find two different random values 7 and 7 for the same message it such that the hashes are equal.
CHET.UniGame:
$

1. PPcrer < Setupcn(1h)

~ L $
2. (pk, m, 7, ¥, h) <= A(PPcyet)
3. If Verifon(pk, i, 7, h) = 1 A Verifou(pk, i, 7, h) = 1 A F* # P

Return 1
4. Return 0.

The advantage of an adversary in the uniqueness game corresponds to the probability that 1 is returned
at the end of CHET.UniGame. If we denote this advantage by Adv3 52", we have:

AdvSHETUR = PrICHET.UniGame(2) = 1].

A CHET scheme is said to be unique when the advantage of any PPT adversary is negligible.

3 Lattice-based CHET scheme

In this section, based on the work of Derler et al. [9], we introduce a CH function with an ephemeral trapdoor.
To this end, we first give a modified version of the trapdoor generation algorithm of Micciancio and Peikert
[19, Algorithm 1] by including RO. Then, we describe our CHET and finally show that our CHET is secure
under lattice problems, namely, the SIS and ISIS problems.

3.1 Trapdoor generator algorithm

In the Micciancio and Peikert trapdoor generator algorithm, the trapdoor is usually a matrix. However, for the
purpose of our design, we need to generate a trapdoor that we would be able to transmit easily through a
secure channel. To this end, we propose to generate the trapdoor matrix using an RO with a random seed as
input. The seed is a random binary string of length A. Therefore, in addition to the public matrix, the algorithm
returns the seed as the trapdoor instead of a matrix. We denote the modified algorithm by GenTrapR°
and describe it as follows:

GenTrapRo:
Input: Integers n and q where g is a prime number.
Output: Public matrix A € Z{;"’" and the seed for the trapdoor A,! where m = n([log(q)1 + 2).

—_ $ —
1. Choose randomly A < Zy*" with m = 2n.

2. seed < {0, 1}

3. Compute R < RO(seed), where R € {-1, 0, 1}™™ and m, = n[ log(q)1.
4. Compute A = [A||G - AR], where G € Z7"™.

5. Output seed and A.

Note that in the modified trapdoor generator algorithm GenTrapR©, the matrix G corresponds to the gadget
matrix defined in Section 2.2. The trapdoor A;' is computed by using the RO and the secret seed

A;! = RO(seed). As the seed is a binary string, it can be encrypted and transmitted through a communication
channel in a relatively efficient manner.
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3.2 Construction

In this section, we discuss the design of a CHET based on our CH scheme. The public key and secret key in our

lattice-based CHET scheme are computed using the Micciancio and Peikert trapdoor generator algorithm
$

(skcHeT, PKcHET) = (A;}, A) < KeyGengye(ny, 5, D). The scheme is designed using a slightly modified ver-

sion of Cash et al’s CH [11] and Derler et al.’s framework [2,9]. In fact, in Cash et al.’s CH two public matrices A,

and A; € Zg™™ are used. The CH of a message m is computed by h = Agm” + Ayr”, where r is a random vector.

However, we propose to use only one public matrix A € ZZX’” instead of two matrices. The CH of a message m
will be computed by h = Ar, + H(pKcHeT, m, r1), where #H, is a cryptographic hash function defined from Z;
onto ZZ{". The random value r is given by r = (i, r;), where r; and r;, are randomly chosen for computing h.

For hashing a message m using a public matrix A € Z;’;"ml, we first generate an ephemeral key pair

- $
(seed, A) « GenTrapRO(n,, q,) by executing the modified trapdoor generator algorithm. Then, we set
$ $
1 = (pKcHeT, PKcper, M) and choose randomly ry = (ry, ryz) < Dgt X Zgl and ry = (ry1, ry2) < Dg? % Zgz.
We compute hy = Ary; + Hy(PKcHeT, 1, 1) and hp = Aru + H o (PKGHeT, ML, 121), Where H,, and H, are
two hash functions defined from Zzl onto Zgzl and ZZZ‘Z onto Z;’;Z, respectively. Finally, we return (h, r, etd),
where h = (hy, hy), r = (r,, r2), and etd = seed.
KeyGenger:
Input: Integers n; and g; where g, is a prime number. A Gaussian distribution Dg,.
Output: (skcrer, PKerer) = (Agl, A)
4 8
1L (A, A7) < KeyGengy(ny, ¢, Dg,)
2. Set skcner = A, and pkcper = A € Z™ where my = my(T log(q,)1 + 2).
3. Return (skcHet, PKCHET)-

HashCHET:
Input: Public parameters PPcyet, public key pkcher = A, message to hash m.
Output: A hash h, a random value r and an ephemeral trapdoor etd.

- $
1. Generate a pair (SKgper, PKeper) = (etd, A) < GenTrapR©(ny, ¢,) of an ephemeral secret/public keys
and set the ephemeral trapdoor skgyer = etd.
. Set it = (pkcheT, PKeHEeT, M)

$
. Choose randomly and uniformly (ry s, ry1) < Zgl x Zzz

= W N

. Compute y, = Hy(pkcher, i1, ry1) and y, = H(PKeper, M, ra1)
. Choose uniformly and randomly (15, 122) bl Df,';l x 2)?22

. Compute by = Ar{, +y, and hy = Arj, +y,

. Setry = (ryg, ri2) and ry = (rp, ry)

. Seth’ = (h,hy)) and r = (r, ry)
. Return h, r and etd where h = (h’, pKcpeT)-

© 00 N o U

VerifcheT:

Input: pkcper = A, message m, hash h and random value r.

Output: b € {0, 1}

. Parse h as (h’, pkgper), b as (hy, hy) and r as (ry, ry) where pkgper = A
2. Parse ry as (1, n,2) and ry as (ry1, ry2).

3. Set rit = (pkcreT, PKEHET, M)

4. Compute z; = Ary, + Hy(PKcrer, 1L, 1), and z; = Ary, + Ho (PKgper, M, T21)
5. If h1 =7 and hz =Z

=
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Return 1.
6. Return 0.

For adaptiveness, we take as input a pair of secret/public keys (skcper, pPKkcher), an ephemeral
trapdoor etd, where A;l = RO(etd), an original message m, a hash h = (h’, pkcye) of m with the corre-
sponding random value r = (r, ry;), and a modified message m’. We set m = (pkcuer, PKCHET, M),

$
i’ = (pkcrer, PKerer, M) and  randomly  choose  (r{y, ryy) < Zg x Zg. Then, we compute

’ = ~ ’ ’ -1 ~ 7
r,= ANy - Hy(PKcHeT, i, 111)) and 1y, = A, (hy — H(pKewer, M, 131)). We output the random value
r’ = (r{,ry) where r{ = (r{;, r{,) and r; = (ry;, ;,).

Adaptcnet:
Input: A secret key skcqet = Ag, an ephemeral trapdoor etd, a message m’, a hash h with its corresponding
random value r, the modified message m’.
Output: A new random value r’.
1. If VerifCH(kaHET, m, h, r) =0
Return L.
Compute A, = RO(etd).
Parse h as (h’, pkeper), and h” as (hy, hy).
. Setnt’ = (pkcuet, PKeper, m).

$
Choose randomly (rys, r7y) < Zg % Zgz.
’ = > ’ ’ 71 7 ~ ’
. Compute ry, = AU}(hl - Hy(PKcHeT, M, 111)) and ry, = Aaz(hz — Ho,(PKCHET, T, 151)).

Setr’ = (r{, r;) where r{ = (r{y, r{,) and r; = (r; 1, 15»).
. Return r’.

I I )

For the correctness of our proposed lattice-based CHET, we have the following proposition:
Proposition 2. The proposed lattice-based CHET is correct.

Proof. Let m be an original message and the pair (h, r) its CH with a random value where h = (h’, pkgheT)
and h’ = (hy, hy). Let m’ be a modification of m. Suppose that the CH is computed honestly and
we are in the presence of an honest trapdoor owner. For forging a hash, the trapdoor holder first chooses
randomly and uniformly (r(;, 1) € Zgl x Zgz and computes w = h; - Hy(pKcper, M, r{;) and

u; = hy = Hy,(PKGper, 1it', 151). Then, it uses the trapdoor A;! and A; = RO(etd) for sampling ry, and ry,,

respectively, such that Ar{,” = w; and Arj,” = u,. The probability that ||r{,|| > n,014/my or |[r5,]| > N,05/M;
is negligible [29], and moreover, we have

ri," = hy - Hy(pkerer, M, 1) = Ar{," + Hy(PKerer, ', 1) = hy, @
Ars," = hy - Hy(Pkgper, I, 131) = Arg,T + Ho (pkgper, W, 1y1) = hy. )]
Thus, we have
Ar{," + H(Pkener, W, i) = hy = Ary," + Hy (Pkewer, M, 1), 3
Ars," + H o (PKeper, MU, 131) = hy = Aryy" + H o (PKeper, 1L, 1y ). @

From (3) and (4), we have VerifCHET(kaHET, m’, h, r’) = VerifCHET(kaHET, m, h, r) =1. O
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3.3 Security analysis

For the security analysis of our CHET scheme, it is important to note that in addition to the correctness, there
are four required security properties for a CHET: indistinguishability, public collision-resistance, private
collision-resistance, and uniqueness.

Proposition 3. The proposed lattice-based CHET is fully indistinguishable.

Proof. Let A be an adversary against our scheme in the full indistinguishability game. As mentioned in Section
2.5, in the full indistinguishability game, A is allowed to generate the secret and the public keys. Suppose that

A is able to win the full indistinguishability game with a probability more than % i.e., with a probability equal

to % + v, where v is not negligible. That means that for h, and r}, as given in Subsection 2.5, the adversary

is able to distinguish at least from which message h;, is computed or from which algorithm r;, is computed with

a probability equal to % + v with v non-negligible. We have:

@) For be{0,1}, we have ry=(@rpy,rp), Where  ry;= (Fpag,Mpi) € Zy x Dgl,  and
T2 = (N1, Tp2) € Zf % D2 Hence, the distribution of the products Ar{,, and Ary,, are is statistically
close to uniform over ZZ} and Z{;; respectively  [20]; the distribution of
hy1 = Arfy, + Ho(pkcHeT, My, ry11) and by, = Aryy, + H(PKGHer, My, T 1) are statistically close to uni-
form over Z;'; and ZQ’; respectively. Therefore, the distribution of h” = (hy, hp3) is statistically close to
uniform over ZZ} x Z(’Z’j. Moreover, pkéyet is independent from the message m; thus, A cannot distinguish
h, = (', pkeyer) with a probability% + v with v being non-negligible.

(ii) For b € {0, 1}, the distributions of hy; and h,,; are statistically close to uniform over Z;‘; and Z;Z respec-
tively. Moreover, 11 and ry; are chosen randomly, uniformly, and independently from ry,12 and 29,
respectively. Thus, the distributions of w = hyy — Hy(PKeHeT, My, Tp11) and
Uy = hyy — Ho (PKGHeT, My, Ty 21) are also statistically close to uniform over Z,’;; and Z{g respectively.
Thus, rp12 and ry,, are the sampled solutions from Gaussian distributions of random equations
Ax/ =uw; and Ax] =u, respectively. Hence, A cannot distinguish ry;= (Fy11,Fp12) OF
ry1 = (rp11, rp12) with a probability % + v’ with v* being non-negligible, and consequently, it will not be

able to distinguish ry = (rp1, rp2) with a probability% + v with v being non-negligible.
From (i) and (ii), we conclude that our scheme is fully indistinguishable. O
Proposition 4. If the ISISy ; m g and SISy, m s assumptions hold, the proposed lattice-based CHET is unique.

Proof. Let A be an adversary against the proposed CHET in the uniqueness game. The goal of A is to find a
random value a public key pkcner, @ message m, a hash h = (h’, pkcyet), and two random values r and r’ such
that r # r’ and Verifepyer(pkcuer, m, h, r) = Verifcuer(pkcner, m, h, r’) = 1. This means that the following
holds:

Arf, + Hy(pKcner, M, 1) = Ar,T + Ho(Pkener, W, 1) = hy, (5
Arg, + H o (PKeHET, MY, T21) = Arg,T + Ho,(PKeneT ML, 131) = hy, (6

where pkgper = A. The adversary A can proceed from different ways as follows:

(1) A decides to keep (r7,, r5,) = (2, I22), and thus, it should find r{; and r;; such that (r{4, ;1) # (ry1, r20).
A will try to proceed by finding collisions r{; and r;; of ri; and ry;, respectively. In fact, it will
try to find (ril, "2',1) * (r1,1, rz,l) such that wa(kaHET; m, rl’,l) = qu(kaHET: m, r1,1) and 7‘{q2
(PKeneT M, 131) = Ho(PKepeT, ML, r21). Finally, it will return r’=(r{,ry) with rf =(r{;, r,) and
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r; = (rjy, 22). As the underlying hash functions %, and H,, are collision-resistant, the probability that A

q

Hq
qK

2
. - 24 . . .
succeeds is negligible and less than q:q + [ ] , where Gy, 18 the maximum of number of queries that

the adversary is authorized to make to the hash oracles and q = min(q,, q).

(2) A decides to have (14, 131) # (3, ra1) and (1, 155) # (ry2, y2). This means that A is able to solve at least
one of the equations Ax{=s and Axj=s, where s;=h- Hy(pkcrer, M, r{;) and
Sy = h — Hy(pKeper, ML, 15,) by choosing randomly (14, ;) € Zsl x Zgz. Thus, the probability that A

will be able to produce the random value in this case is less than 2egs,,,, * &&1s where

q.nm,p’
SISy nmp = max(£|3|squnlymlypl, £|S|Sq2,n2,m2,ﬁz)' - and E1S1S4, 1y mpp, ATE the advantage of an adversary
to solve an instance of ISISy, n, m, 5, and ISIS, 5, m, p,» respectively, where B, = n,01/m; and B, = n,0,/m;
for a well-chosen value of 1; and 7,.

(3) A decides to keep (r{y,137) = (i1, r21). According to the fact that r=r/, A should find
({3, 15,) # (112, ) such that Ar{, = Ary,” and Ar], = Ars,”. This means that A is able to solve at least

an instance of SISy, n, my,s, Or SISq, n,m,s, With 81 = 2B, and &, = 2B,, i.e., we have
Arf, = Ar{," = A(ri, - r{,)" = 0, @)
Ar), = Ary," = A(ry; - 13,)" = 0. ®)

Thus, the probability that A will be able to produce the random value in this case is less than
2 —
28818, nms + €8IS, s where ESISynms = maX(SS|sql,nl,ngl, 8S|qu,nz,mz,ﬁz)' ESISqmms; and €8IS, ny .5, ATE the advan-

tage of an adversary to solve an instance of SISy, n, m,s, and SIS, n,m, s, respectively.

CHET.Uni

To sum up, if Advz is the advantage of an adversary A in the uniqueness game, the following holds:
CHET.Uni n,q 2 2 I, )
Advz = MA) < 2lesis, s A) + EisisyumsA) F ra + Ei81S, AN T ESIS, (D) P
This concludes the proof. O

Proposition 5. If ISIS; , mp assumption holds, the proposed lattice-based CHET scheme is strongly private
collision-resistant.

Proof. Let (m,r) # (m’,r’) be collision for the proposed CHET. It immediately yields to a solution of
the system:
A(ry; - 1{,)T = Hy(PKerer, it riy) = Heo(PKereT, 1L, 1), )
A(ryy - 13" = Ho(PKener it 131) = Ho(PKener 1it, 1,0). (10)

As in the strong private collision-resistance game, the adversary A has access to the secret key
skcqer = A;' but not to the ephemeral trapdoor etd; thus, winning means that it is able to solve
A(ry, - 15" = Heo(PKGper, 1it, 151) = Ho(PKGer, L, T21). A € zg"™ is an ephemeral public key, and
r;; € Zy, is a random vector. Consequently, A is able to solve an instance of ISISg  m,g. O

4 New lattice-based RABE scheme

In this section, we introduce an adaptive secure lattice-based ciphertext policy RABE scheme. We design it
using Tsabary’s lattice-based ABE [17] for which the secure assumption relies on decisional learning with



DE GRUYTER Revocable policy-based chameleon hash using lattices == 17

errors. Unlike similar other lattice-based RABE, our scheme is based on a single attribute per user instead of a
set of attributes. Attributes are represented by a binary string of length ¢ corresponding to the length of input
points of t-CNF policies. For the purpose of managing the revocation, we use a binary tree where the leaves
correspond to the user identities in the system. In the following, we first briefly recall the use of a binary tree
in this context where we consider user identities id; to be binary strings of length kiq. Then, we describe our
scheme and show that it is correct. Near the end of this section, we give a security analysis of our scheme
followed by a comparison of our scheme with two other lattice-based RABE schemes in terms of the size of the
master secret key, the master public key, and the user secret key of our scheme.

4.1 Binary tree structure

For the design of our RABE, we consider user identities id as a binary string of length kiq. We use a binary tree
with 2ke Jeaves labeled by a key j € [2kq, 2ko*1 — 1] and an identity id;, where kiq corresponds to the binary size
of identities id;. We denote a user leaf path from the root by Path(id;), where id; is the user identity. When a
user with identity id; is revoked at time T, we have Path(id;) N Nodet = &, where Noder is an updated set of
nodes obtained by executing the key updated nodes algorithm KUNode as described in the paper by Naor et al.
[37]. Otherwise, there is an unique integer i’ € [1, 2k¢*1 - 1] such that Path(id;) N Noder = {i’}.

For instance, in Figure 1, leaves 11, 14, and 15 are unassigned. Thus, if there is a new user in the system, it should
be randomly assigned to one of these leaves. Moreover, each node contains a list of user identities that are under its
control. The updated set of nodes will only contain the root when the revocation list is empty, ie., Nodet = {1} if
RL = &. When a user is revoked, none of the nodes from its identity path will be included in the updated set of nodes
Noder. For instance, if the users with identity id; and ids are revoked, i.e, RL = {id;, ids}, the updated set of nodes
Noder will become Nodet = {9, 5, 7, 12}. Thus, we have Nodet N Path(id;) = @ and Nodet N Path(ids) = @.
However, the user identity id; and id; are not revoked; thus, we have Nodet N {ids} = {9} and Node N {ids} = {5}.
For all unassigned leaves or leaves with non-revoked identity, there is only one node from their path hat is included
in Nodet. We can summarize the key updated nodes algorithm as follows:

KUNode
Input: st,RL = {(i,id, T)}, T
Output: Noder
1. Initialize S = & and Nodet = O
2. For all (i, id, T;) € RL:

fT<T:

Compute S = S U Path(id)

3. Forallf €S:

If Oy € S:
2, {id1,ido,ids} 3, {idy,ids5}
4, {id1,id2} 5, {ids} 6, {idy,ids} 7, 0
8,idy 9,ids | 10, id3 11,0 | 12,idy 13,id5 | 14, @ 15, e

Figure 1: Binary tree.
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Nodet = Nodet U {O}
If Gright & S:
Nodet = Nodet U {Brigm}
4. Return Nodet

4.2 Construction

The main tool used in the design of our adaptive secure RABE scheme is the conforming cPRF. Let
F = (F. Setup, F. Eval, F. Constrain, F. ConstrainEval) be a conforming cPRF for a class of functions #
with input length ¢ and output length k. Let F.msk be a fixed master secret key of F and F.PP its public
parameters. For all f€ ¥ and x € {0, 1}/, let us consider the following circuits:
¢ Uy — x: {0, 1}}[ — {0, 13K,

F.msk — Eval(F.msk, x)
*Us— s {0, 3" — {0,137,

F.msk — Constrain(F.msk, f)
« Ur = x {0,139 — {0, 1}

csky — ConstrainEval(csky, X).

where ¢; is the length of constrained key csk; of f. Note thatF is a conforming cPRF, and hence, the gradual
evaluation requirement is held by definition. However, for all f€ # and for all x € {0,1}¢, if f(x) =1,
we have U; — x = Uy — x ° U; —  (see Section 2.3).

For the design of RABE, we need to consider the master secret key size A of the conforming cPRF
satisfying A = k. However, instead of taking only the security parameter A as input, our algorithm Setup takes
as input the security parameter A and the maximum number |[7D| = 2k¢ = N of users in the system. In our
algorithm Setup, we first execute the algorithm P.Setup for generating the master secret key F.msk and public
parameters F.PP for F. Then, we execute the trapdoor generator matrix algorithm GenTrap for sampling

(B, B;(}) with B € ZZ"’"’, and then, we sample uniformly a matrix A € ZZ"’”OA and a vector y € ZZ. To finish,
we set RL = &, st = BT, mpk = (A, B,y, F.PP) and msk = (B;ol, F.msk). We sum up the description of
the algorithm Setup of our scheme as follows:

Setup:

Input: Security parameter 1, number N = 2kd = | 7D of users in the system.

Output: Master public key mpk, master secret key msk, state st and revocation list RL with additional public
parameter PP.

1. Generate the master key and public parameters (F.msk, F.PP) = P.Setup(1}) of F and set ¢ = F.msk.
= 8

2. Choose randomly B < Zg*" with w = [log(q)1 + 24

3. Compute (B, Bgol) — GenTrap®?«(B, H) where B € ZZ"’"', H € 77" is a random invertible matrix of size
nxnandm = (n+ 1l log(g)] + 2.

4. Choose two hash functions #, and #;, where H, takes as input a vector over Z , with arbitrary length and
outputs a vector of Zy and 7 takes as input a vector over Z, with arbitrary length and outputs a binary
vector of length m’.

$ $
5. Sample uniformly a matrix A < Z,’I‘X’W and sample randomly y < Zg.

6. Set st = BT and RL = @.
7. Setmpk = (A, B, y, F.PP, H,, H7) and msk = (B, 0).



DE GRUYTER Revocable policy-based chameleon hash using lattices == 19

Note that in our scheme, we consider that the users in the system are identified by an identity id € {0, 1}k,
where kiq is a well-chosen positive integer while taking into account the scalability of the system. The secret
key generation algorithm SKGen takes as input a master key msk, an identityid, a state st, and an attribute x.
It outputs a secret key skjq for the user with identity id. Now, we recall the following theorem, which is
necessary for the description of our secret key generation algorithm SKGen and encryption algorithm Enc.

Theorem 1. [17] There exist efficient deterministic algorithms EvalF and EvalFX such that for alln, q, ¢ € N, and
mg = nl log(q)1, for any depth d Boolean circuit f: {0, 1} — {0, 1}%, for every x € {0, 1}, and for any matrix
A€ ZZ*’"“, the outputs H < EvalF(f, A) and H « EvalFX(f, x, A) are both in Z,’I"O””Xm"k, and it holds that

[1H] e, ||f-\l||oo < (2my)? and[A - x ® G]H = AH - f(x) ® G (mod q)?, where ® denotes the tensor product.
Moreover, for any f:{0,13 — {0, 3K, g:{0,1}* — {0,1}, for any matrix A € Zﬁ;"m“, the outputs
Hy < EvalF(f, A), H; < EvalF(g, AHy) and Hy., < EvalF(g ° f, A) satisfy HfH; = Hg ..

We apply Theorem 1 to circuits U; —. r, Uy — x and Uy —, 7 for designing our secret key generation algorithm
SKGen as follows:

SKGen:

Input: Master secret key msk, state st, identity id and attribute x € A

Output: A secret key skiq for the user with identity id and an updated state st.

Sample an unassigned leaf node in st and label it by the identity id.

. Compute H,_.x = EvalF(U;-x, A)

. Compute A, = AH,-x

. Compute ry, = P.Evals(x)

. Compute H,, = EvalF(l,,, Ay) where I, : {0, }* — {0, 1} is a function such that I,(r) = 1ifr, = r
. Compute [B||A ];! by using B;! where Ay, = AH,,

o Ul b W N

7. Compute eq= (A, B,q,id,z) €{0,1J" and y,=y+y, where z S 7z} and y, = Beg
with 24 = AoL1log(q)].

8. Sample sig = [B”Ax,rx];l()ﬁ)

9. Set skig = (X, I, Sig, €iq),

Note that, for a binary tree with 2kd Jeaves, we have for each leaf kiy + 1 nodes from the root. Therefore, as
mentioned earlier if an assigned leaf is identified by (j, id), where id € {1, ..., 2%¢} and j € [2kq, 2Ka*1 - 1], we
can denote the path of each identity id in the tree by Path(id), which is a subset of [1, 2K¢*1 — 1] of size kiq + 1
containing 1 and j. In the algorithm KUpd, we first execute the update node algorithm KUNode(st, RL, T) to

$ ,
compute the updated node set Noder; then, for all node 6 € Nodet, we sample ep; < {0, 1}", and compute

Kigt1— . .
z=Bey,, Ugr =2 -2z € Z and ey, = By (ug 1), Where z' = Yo, 17-{,Z(A, B, q,i, T). Finally, we output the

updated key material kur = {(6, es1, T) : 6 € Nodet} with eyt = (eg,1, €2).

KUpd:

Input: Master secret key msk, state st, time period T and revocation list RL.
Output: updated key material kut for the time period T.

1. Compute Nodet = KUNode(st, RL, T)

2. For each 0 € Noder:

(a) Sample ey, b {0, ™

(b) Compute z = Beg, ugt = z' - z € Z}; and g, = B (g 1) Where z' = Zfzkifﬂ_l?{q(A, B,q,i,T)

3. Return kut = {(6, eg,7, T) : 0 € Noder} with eyt = (€91, €g,2)

Rev:
Input: Identity id € 7D, revocation list RL and time period T € 7.
Output: Updated revocation list RL
Return RL = RL U {(i, id, T)}, where i is the key of the leaf assigned to the identity id.
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As a conforming cPRF F for access policies ¥ is used, a key simulation algorithm P.KeySim is required
for generating the constrained key csky of the access policy f€ ¥ (see [17, Definition 9]). Therefore, for
encrypting a message m, we compute u, = sB + ¢, and w; = s[Ay - csky ® G] + e;, where s is chosen uni-

formly and randomly in Z7, e, and e; are chosen from the distributions y™ and 7™, respectively. The matrix
Ay is defined by Af = AH, 7, where H, .y = EvalF(Us-f, A). Then, we compute u, = sy’” + sy’ + e; + Lq/21m,
where y’ = Ziszﬂ_l?{q(A, B,q,i,T) and e, b x. Finally, we output ct = (csky, up, u;, ty) as a ciphertext of m.
Enc:

Input: Master public key mpk, message m € {0, 1} and access policy f and time period T.

Output: Ciphertext ct

1. Sample csk; < P.KeySim(F.PP, f)

. $ $ % $
. Sample uniformly s < Zg, ey — x™, e < J™% and ey — y
. Compute uy = sB + ey and u; = s[A; - csky ® G] + e;

Zkid*'l—l

2

3

4. Compute y' =Y,y  Hy(A,B,q,i,T)

5. Compute and u, = sy’T + syT + e; + Lg/2Tm
6. Setct = (CSkf, Uy, Uy, uz).

Before presenting the decryption algorithm Dec, we describe the decoding-key generation algorithm
DKGen. In our algorithm DKGen, if Path(id) N Nodet = &, we return the fail symbol L. Otherwise,
note that there is only one node 6 € Path(id) N Nodet and the output is decoding-key dKiqt = (ST, €7),
where sy 1 = €y, and et = eg1 — ejq with (0, eg7, T) € kuy and eg 1 = (€1, €2).

For the decryption algorithm Dec, we first parse ct as (csky, ug, Uy, up). Then, we compute
¢ = Uy ~ [l Heosk, - Hr, 155 — Uosj7 — Uoef, where r’ = Up.x(csky), Hes,-r = EValFX(Up-x, Csky, Af)
and ﬁrx,r’ = EvalFX(Iy, r’, Ay). Finally, if |c| > q/4, we output m = 1 as the plaintext; else, we output m = 0.

DKGen:

Input: Secret key skiq and updated key material kut

Output: Decryption key dkig 1 or L

1. Find node 6 € Path(id) N Noder.

2. If Path(id) N Nodet = & return L.

3. Otherwise, find (6, *,*) in kut and output dkig 1 = (Sp,7, e1) With e1 = €91 — ejq and SpT = €p2

Dec:

Input: Decryption key dkiq 1t and ciphertext ct

Output: Plaintext m € {0, 1}

1. Parse dKiq 1 as (x, Iy, Sid, So,1, €1) and ct as (csky, Uy, uy, uy).

Compute r’ = Us_x(csky).

If ry = r’, then abort. Otherwise, compute Ay and A,.

. Compute Hegy, . = EvalFX(Up-x, Csky, Ay) and Hy, - = EvalFX(y, 7, Ay).

— o o T T T
Compute ¢ = up - [uo||u1Hcsqur1er,r/]sid — UoSpT — UeeT

ENRS NSNS

. Output m = 0 if |c| < qg/4. Otherwise, output m = 1.

Correctness

As mentioned earlier, in our decryption algorithm, we compute r* = Ur_.x(Sy) and then abort the decoding
if r’' = ry. Otherwise, we compute ¢ = u - [u0||ulﬁcskﬂ,ﬁrx,/]sg - UeSi T — Uget. Note that based on the
random value of the conforming cPRF, it was shown in [17] that r’ # r, with all but negligible probability.
It was shown also that if r” # ry, we have:

uchskf—vr’er,r’ =SAyp t+ e,
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with e] = e Hosk—rHy, . Therefore, we have
— o o T T T
C=U — [uOHuchskfar’er,r’]sid — UoSy,T — UplT
— o o T T T
=sy” + sy’ + e, + Lq/2Tm - [uo|[wsHesk,—rHr, 1 ]Sig — UoSgT — UoeT

= e, + Lq/2Tm - [eo||e{]s — eosgT — eger.

Based on the properties of the discrete Gaussian distribution, we have ||sig|l. < 7./m’ + m, (respectively,
lIso.7llo < Tov/m’) with all but 27™*™) (respectively, 2™) probability. In addition, due to the fact that
llefllo < mGepkB(2mo)leom*t (see [17)), if m’, k, ¢ € O(n,T1og(q)1), B € O(B,n), t € O(k, A, (2mg)?*3),
and u = e, - [eo|le/]siy - eoss T — egef, we have with all but negligible probability that:

[ul < |ey| + (m’||eollo + moll€f]le)]|Siclleo + || €0]|eo[|So,T]le0 + 112'][€0]Io]|€7T]|e0
< B + (m'B + m$ekB(2my)tee* Nz /m” + my + m’Brp/m’ + m'B
< B + (3m'B + m§¢skB(2mg)deon )y fm’” + my
< B. poly(n, T log(q)T)(2mg)dcons+d+4,

By denoting E’ = 4. poly(n, [ log(q)1)(2m)dcone*@+4 and E = B. poly(n, [ log(q)1)(2mg)dcnev*d+4 if we choose
E’ to be bounded by gq/B, then E is bounded by q/4. Therefore, if m = 0, then |c| < q/4; otherwise, |c| > q/4.
We now have the following proposition:

Proposition 6. The proposed lattice-based RABE is correct.

4.3 Security analysis and key size comparison
With regard to the security of the proposed RABE, we present the following theorem:

Theorem 2. Given a conforming cPRF for a function class ¥, the RABE designed in Section 4.2 isIND - aCPA
secure with respect to ¥ and under the hardness of DLWE j, i .

Proof. The proof of Theorem 2 is similar to that of [17, Lemma 2]. It can be done by a sequence of hybrids;
the only difference is that we need to take into account the way the challenger C should answer to updated
key material queries from the adversary A. We will proceed by considering a sequence of hybrids:

Hybrid 0: This game is the adaptive game described in Section 2.4.

Hybrid 1: This hybrid is the same as Hybrid 0 except the way that C answers the challenger query f*. It
computes csky < F. Constrain,(f*) instead of csky < P.KeySima(f*). Therefore, we have cskr = U, —, ¢(0).
However, based on a reduction to the key simulation game of conforming cPRF, it was shown in [17, Proof of
Lemma 2] that the advantage for distinguishing Hybrid 0 and Hybrid 1 corresponds to the advantage of an
adversary Afr in the key simulation game of conforming cPRF. That means that Hybrid 0 and Hybrid 1 are
indistinguishable.

Hybrid 2: The difference between Hybrid 1 and Hybrid 2 is the way that the challenger C generates the matrix A.

It computes the matrix A as follows: A = BR + ¢ ® G, where R S {0, ™™ From Proposition 1, B is statistically
close to uniform, and therefore, from the extended leftover lemma, Hybrid 1 and Hybrid 2 are indistinguishable.

Hybrid 3: This hybrid is similar to Hybrid 2 but we change how the challenger computes u; during the challenge
query f*. However, uy and u; are computed as described in the scheme. Indeed, the challenger computes u; as

w; = uRHyok-r, + €1, where Hpekor, — EValFX(Uy-x, 0, A), Ay - csk; ® G = BRHysk—r, and ug = sB + €
) $ $ .. 8
with s < 77, ey < x™, e; = §™¢. We then have

Uy = WoRHpsk—r, + €1 = SBRHpsk—r, + @RHmsk—r, + €1
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and B’ = ||Rﬁmskq,x lo < (mg + m’)/1||e0||w||R||m||ﬁmsqux||m < (mgy + m)HAB(2mg)%en, where d,,, is the depth of
Us-s. Since ¥ is B’-swallowing, the difference between Hybrid 2 and Hybrid 3 is statistically indistinguishable.
Hybrid 4: The difference between this hybrid and Hybrid 3 is the way that the challenger answers to key

queries. Indeed, if (id,x) is submitted, C fixes ry < P.Evaly;(x) and ﬁmsquxﬁ EvalFX(U;-x, 0, A).

$
It also samples y,, < ZZI‘. Due to the fact that I,, = 1, it was shown in [17] that

[B||Ax.r] = [B|BRHpsk—rHy,r, + G]  with Hy, ., = EvalFX(I,, 1y, Ay).
We now have

|RHmsk—rHr, r[loo
< MEKA|IR ko [ Hmsieo i o [l s 1o < mEKA(20)21

According to Proposition 1, given B and Rﬁmskﬂrxﬁr»rx the challenger can efficiently compute [B||A,(,,~X];1 for
some 7’ = O(k, A, (2mp)®*?). Thus, if 7 = 7/, the challenger can sample [B||Ax,rx];1(yid - (g - 1)y’) without using
the trapdoor B;Ul, where y' =y -y,

Hybrid 5: This game is similar to the previous game with the only difference being in the computing of the
updated key material kut. Indeed, for all & € Noder, instead of computing e, 1 = B;Ol(‘H(A, B,q,0,T)), the

challenger C first randomly chooses & 1 b )(m', then computes Yo = Bég, and finally set eg 1 = @ 7. It stores
(0,¥y1-€.7,T) and configures an RO such that when the adversary queries with input (6, T) for
H(A, B, q, 0, T), the challenger C returns ug . Therefore, we can see that with a well-chosen set of parameters
the change between Hybrid 4 and Hybrid 5 is statistically indistinguishable.

Hybrid 6: This game is similar to the previous game with the only difference being in the way that the
adversary chooses the matrix B. It chooses the matrix B randomly from ZZ"”'/ instead of using the trapdoor
generation algorithm. According to Proposition 1, this change between Hybrid 5 and Hybrid 6 is statistically
indistinguishable.

Hybrid 7: The difference between Game 6 and Game 7 is in the way that the challenger computes ct* in the

challenge query. Indeed, in the computation of ct*, the challenger chooses randomly u, b2 ZZ’/ and u, b2 Z,.
We can see that this change is computationally indistinguishable under the DLWE,, , assumption.
Therefore, from this step, we can see that the challenger is able to hide completely b, and then, the adversary
A has no advantage. O

In Table 1, we make a brief comparison of our scheme with that of the RABE schemes from previous
studies [38,39], noting that the underlying hard problems that these three schemes rely on are considered
quantum secure. Our comparison is based on the sizes of master secret key msk, master public key mpk, secret
key sk, and the security model. In terms of access policy, similar to the proposed scheme, the scheme of Dong
et al. and Luo et al. used boolean circuit as the access policy [39,40]. However, their schemes are key policy
attribute-based schemes instead of ciphertext policy attribute-based schemes. In Dong et al.’s scheme [38], an
arithmetic circuit is used as the access policy. In the scheme of Huang et al. and Yang et al. [41,42], linear secret
sharing scheme (LSSS) access structures are used for access policy. We also note that the proposed scheme is
adaptive secure compared to the other schemes in the table.

5 Lattice-based RPCH scheme

In this section, we describe our lattice-based RPCH. Its design follows Xu et al.’s [10] construction, and hence, it
is a combination of our RABE and CHET schemes. Since we will use the modified version of the trapdoor
generator algorithm, the message space in our underlying RABE will be {0, 1}#. Therefore, we will consider as
a security assumption the version of the decisional learning with errors problem for which the secret key is a
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matrix of Z7""# instead of a vector of Z7'. We denote this version by DLWE x,m - Note that when u = 1, it just
becomes the main decisional learning with error problem DLWE, . It is also important to recall that
Micciancio established in [45, Lemma 8] that there is a polynomial-time reduction from DLWE; m, to
DLWE g nxy,m,y- Moreover, if there is a PPT adversary A that can distinguish DLWE nx,,my with an advantage
g, it can then distinguish DLWE, , », with an advantage &/u (see [45, Proof of Lemma 8]). Therefore, it is
important to choose parameters to have a security level close to that of DLWE i y-

In the design of our RPCH, p is chosen to be equal to the security parameters A. The key update KUpd and
the revocation list Rev algorithms correspond to that of our RABE. However, the secret key generation and
the setup algorithms are designed by taking into account our CH scheme.

Setuprpch:

Input: Security parameter A and number N = 2%¢ = | 7D| of users in the system.

Output: mpkrpcy and mskrpch

1. Compute (mskrase, MpKrase) < Setuprage(1?, N) where N = 2kq,

2. Compute PPcHET < SetupCHET(l’\)

3. Generate a pair (skcHet, PKcrer) < KeyGengyer(ny, q;, D) of public and secret keys of our chameleon
hash skcer = Ay} and pkcuer = Ay € Z5™™.

4. Set mpkrpcH = (MpkRrage, PKcreT) and mskrpch = (MSkrage, SKcHET)

SKGeanCH:

Input: Master secret key mskrpcy, state st, user identity id with its attribute x
Output: Secret key skiq for a user with identity id and attribute x.

1. Parse mskrpct as (Mskrage, Ag)).

2. Compute SkRABE,id « SKGenrage(Mskrages, st, id, x).

3. Set skiq < (SkRABE,id’ A;}).

4. Return skjg.

In the design of our hash algorithm Hash, we use the Fujisaki-Okamoto transformation to our underlying
RABE. For that, we use a symmetric encryption scheme with security parameter A. We choose 4 as the length
of plaintext in our RABE. Let us denote the symmetric encryption scheme by SymEnc. We also use a hash
function #, : {0, 1}* x {0, 1}* — {0, 1}7.

Hashgrpch:
Input: Master public key mpkgpcH, message to hash m.
Output: A pair (h, r) of a hash h and a random value r.

Parse mpkrpcH as (MpKrase, PKcHET)

Compute (h’, r, etd) = Hashcyet(PKcHeT, m)

Generate seedsym b {0, 1}4

. Generate the symmetric key k < ROgym(seedsym).

Compute ct; <« SymEnc(k, etd) and ct < Encrage(mpkrase, s€edsym, f, T)
. Set ¢ = (ct,, ct, Clpgsn), Where Clpeen = Hi(seedsym, etd)

Return h = (h’, ¢) and r, where h’ = (hy, hy, pkgper) and r = (i, ry).

N o uew e

VerifRPCH:
Input: Master public key mpk, message m, hash h and random value r.
Output: b € {0, 1}
1. Parse mpk as (mpkrage, Pkcuet) and h as (b, ¢)
2. If VerifCHET(kaHET, m, h’, r) =1
Return 1.
3. Return 0.
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DKGengrpch:

Input: A secret key skig, and the updated key material kur.
Output: A decryption key dKiq 1.

1. Parse skiq as (SkRABE,id) SkCHET)

2. Compute dkrage,ig, 1 = DKGenrage(Skrase,id KuT)

3. Set dkig,1 = (dKraBE,id,T> SKcHET)

Adaptrpch:
Input: Decoding key dkiq 1, master secret key msk, master public key mpk, original message m, new message
m’, hash h, and random value r.
Output: A new random value 7
1. Parse mpk as (mpkrage, Pkcret) and h as (b, ¢).
2. If VerifCHET(kaHET, m, h', l‘) =0:
Return L.
. Parse ¢ as (ctg, ct, Ctygsn).
. Parse dkiq 7 as (dkragg,id,T» SKcHET)-
. Compute seedsym « DeCRABE(dkRABE,id,Ty Ct).
. Compute k < ROgym(seedsym).
. Compute etd < Decgyn(k, cts).
. If Hy(seedsym, etd) # Ctygsn:
Return L.
9. Compute 7 < Adaptcper(skcuer, etd, m, m’, h’, r).
10. Return 7.

0O N o U bW

Note that the RPCH designed in this paper is based on anIND — aCPA secure RABE and a CHET, which
is fully indistinguishable, strongly private collision-resistant, unique, and correct. Therefore, according
to [10, Theorem 2], we have the following:

Theorem 3. The proposed RPCH is fully indistinguishable, insider collision-resistant, unique, and correct.

6 Conclusion

To our knowledge, this article presents the first-ever lattice-based RPCH. For its design, we have designed a
lattice-based CHET scheme. Due to the fact that our RPCH scheme is based on the generic construction of
Derler et al., which requires a RABE scheme, we have presented a new lattice-based RABE scheme. We have
proven that the proposed RABE scheme is adaptively secured and compared it to recent and relevant
schemes.
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