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Abstract. Profiling internet users associated with encrypted applica-
tions has been a long-standing challenging issue that helps to identify
targeted users’ interests. This paper proposes a machine-learning based
solution for creating encrypted application signatures without relying on
any certain assumptions on the underlying network infrastructure such
as [P address, port number, network flow characteristics. These applica-
tions signatures can later be used with passive network monitoring for
profiling targeted users in terms of selected application usage such as
Facebook, Tor. We propose a proof of concept (PoC) framework with ef-
fective features to identify i) encrypted payloads from any network traffic,
and ii) targeted applications such as ToR, Skype for what the model is
trained for. Our study shows that using classical Shannon’s entropy alone
can help recognize encrypted payload, but may not help identify particu-
lar application payloads. We design features based on standard encoding
e.g., UTF-8, entropy e.g., Shannon entropy, BiEntropy, and payload size,
so that machine learning algorithms can be used to identify encrypted
applications.

Keywords: Encrypted application; User profiling; Machine learning;
Cybersecurity

1 Introduction

Insider threat remains a top priority challenging issue for organization in the last
decade. Combating insider threats is less about security of the devices, but about
understanding users, e.g., employee behind the devices. Therefore, fighting inside
attacker requires proper understanding the behaviour of the users. For example,
users conferring abnormal profile or user-profile conferring new applications may
be flagged as malicious. Besides that, profiling users may also help provide better
Quality of Service (QoS) to the clients.

Conventionally, encrypted network traffic data seem to be a meaningless way
to actually profile users or group them based on common interest. Collecting user
data through extension or mobile app is a nightmare with the advent of privacy
regulations such as PIPEDA (Personal Information Protection and Electronic
Documents Act), GDPR (General Data Protection Regulation). Profiling users
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based on web browsing history, retrieved either by accessing DNS server data or
custom-designed app, has been studied extensively in the literature [2]. However,
one DNS privacy technology, called DNS over HTTPS (DoH), which has been
supported by Google, Mozilla and Cloudflare, will make classic web surveillance
conducted by ISPs, corporations much more difficult. Tracking web addresses
based on DNS request such as xyz.com- normally sent in the clear would be
impossible over DoH technology, as it encrypts the request.

To address the drawbacks of port-based classification, various techniques have
been introduced [I]. Broadly speaking, these approaches can fall into two classes:
those aiming to classify traffic based on payloads, and flow-based technique — of-
ten called network behavioural statistics that only take into account information
found in the packet headers. Flow-based techniques [B7T6IT7I3II] usually work
on general properties of the network traffic flow such as inter arrival time (IAT),
average number of packets, network latency jitter, flow cut-off time, packet loss,
and fragmentation etc., aiming to identify application fingerprints based on net-
work behaviour [37]. Detection accuracy of this kind of schemes usually depends
on the testing environment. Therefore, detection accuracy evaluated in one en-
vironment may fail tremendously in another one. On the other hand, payload
based traffic classification [23[20], often called Deep Packet Inspection (DPI)
technique, inspect the actual payload of the packets regardless of the port num-
ber, IP address, or any network infrastructure properties. Although they offer
better accuracy results, these techniques cannot be used in many deployment
environments due to several reasons including legal restriction to organizational
private data, inability to cope with encrypted payload such as https, encrypted
channel such as Tor [33]. DPI has been mainly used for unencrypted traffic
classification [I5IT4IT9I20I38]. However, authors in [23] proposes a scheme for
identifying encrypted traffic applications such as Dropbox, Twitter based on
first-order homogeneous Markov chain and Secure Socket Layer (SSL) sessions.
One of the limitations mentioned by the authors is its abrupt failure in the ab-
sence of strict RFC specifications. For example, using SSL for tunnelling only
(e.g., Skype, Tor). In addition, the technique needs frequent update of its appli-
cation fingerprints.

Feature selection is the main challenge for any effective machine learning algo-
rithms. Our solution is based on combining three information theoretic properties
of a payload such as entropy, encoding, compression. Features used for proposed
classification algorithms are based on standard entropy such as Shannon en-
tropy, BiEntropy- a special entropy computed from the approximate entropy of
a finite binary string of arbitrary length, sliding-window entropy that measures
the entropy of the substring, size of the payload, standard encoding such as
UTF-8, HEX. Entropy, often called information density in information theory,
is a method for measuring uncertainty in a series of bytes. Theoretically, an en-
crypted data generated by a good encryption algorithm should remove any kind
of pattern to ensure pseudo-randomness in the ciphertext and present an entropy
value close to 1. However, encryption is not only the candidate that shows high
entropy, compressed (or zipped) data may also yield high entropy value. For in-
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stance, compressed HTTP data where original data are compressed before they
are sent to the web server in order to expedite transfer speed and bandwidth
utilization, show high entropy as well [36]. Network packets conveying a com-
pressed file such as gzip show a high entropy value even if they are unencrypted
[25]. One more candidate which evidently shows higher entropy is encoding. For
example, converting ASCII encoded texts to HEX encoding increases entropy.

Entropy-based approach has been broadly used for identifying malicious traf-
fic [26027128]. In [27], Olivian et al. identify an N-truncated entropy range for the
non-malicious traffic. A real-time classifier based on the first packet’s payload
of a flow has been proposed for identifying Skype at [22]. However, there is no
guarantee for the first payload to be fully encrypted, but partially encrypted
[23]. In [24], authors analyze web pages (https) based on entropy using individ-
ual object sizes in a page to identify encrypted pages. Authors in [21] uses flow
based cumulative entropy to detect bots. A binary entropy analysis tool called
BiEntropy is used in [39] to identify encrypted spreadsheet from the unencrypted
one.

In order to build a proof of concept framework, we choose applications from
several domains such as HTTPS, P2P, SSH, Skype etc. Unlike aiming all the
applications from a certain protocol e.g. HTTPS ([11]), we select eight type of
web applications such as facebook, hangouts from web traffic over HTTPS, Bit-
Torrent from applications over P2P protocol, Tor from encrypted applications
enabling anonymous communication, skype from proprietary Internet telephony
network applications, fips, sftp from secure file transfer protocol. We rely on the
dataset captured and collected in a restricted environment in the lab from a
wireless network client or user. Using this dataset we perform a large scale study
to determine a set of effective features to distinguish encrypted web traffic from
unencrypted ones and to determine encrypted applications. After ablation study
to understand the effectiveness of the features, we propose 12 features to identify
certain encrypted applications, and evaluate the effectiveness of the features by
applying several state-of-the art classification algorithms.

2 Background

2.1 Entropy Overview

In information theory, entropy is called a measure of unpredictability. For ex-
ample, entropy of a fair coin flipping is maximum, if the probability of getting
head or tail is same (prob = .5). Since the coin is fair, no one can predict the
outcome ahead. A lossless compressed messages produces higher entropy. Al-
though total information in the compressed messages remains the same, but the
information per character is higher (because of less redundancy). We use three
entropy measurement algorithms:

— Entire-string where entropy is measured for the entire string (e.g., [5])
— Sliding-window that measures entropy of the substring (n-length) of the
original string
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— Binary-derivative or BiEntropy test which is a weighted average of the en-
tropy of the binary derivatives (e.g., [6122]).

Shannon Entropy: It estimates the information contained in a message. In
other words, it measures the average minimum number of bits needed to encode
a message based on the alphabet size and the frequency of the symbols [4].

Let S be a binary string S = sq,89,...,s, with probability pi,ps,...pn
such that p; > 0, Z?:lpi = 1. h(p) be a function defined as the uncertainty
associated with the event S = s;, where ¢ = 1,2,...,n on the interval (0,1].
Shannon entropy H (S) is a function of the n variables p1, po, ..., p, that can be
interpreted as the average uncertainty associated with the event {S = s;}, i =
1,2,....,n.

H(S) =~ sz' logy pi (1)

BiEntropy: Shannon’s entropy cannot handle the periodic nature of a string.
For instance, Shannon’s entropy of a perfectly ordered string (e.g., ‘1111’ or
‘0000’) is 0. However, it results 1 for 0101’ when the string is apparently ran-
dom (same number of 0 and 1, the probability of occurring 0 or 1 is same .5),
neglecting completely the periodic nature (i.e., ‘01’) of the string. In [22], authors
concentrate on the tests and measurement of ordering, regularity with entropy
and concludes upon finding a weighted average of Shannon’s entropy of the last
binary derivatives of a string. Calculating binary derivatives of any string can
discover the existence of repetitive patterns. In a perfectly periodic binary string,
the last derivative equals to 0. On the other hand, in a perfectly aperiodic bi-
nary string, the derivative is 1. In this paper, we calculate binary derivatives
of the traffic payload to resolve the issue of the periodicity within the string.
BiEntropy is the first n — 2 binary derivatives of the string using a simple power
law. In other words, this is a weighted average of the Shannon binary entropy.
BiEntropy is a function @(S)) associated with the event {S = s}, k=1,2,...,n
for 0 < k < n.

n—2

() = (1/@" 1)) (32 (~p(k)ogy p(k) — (1 =p(k) logy(1-p(k)) )2) (2)

k=0

However, if the higher derivative of a binary string D,,_2(s) is periodic, the
whole sequence exhibits periodicity and BiEntropy fall behind. Therefore, a log-
arithmic version of BiEntropy called TBiEn (&) can be used to evaluate binary
derivatives.
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3 Identifying Encrypted Application using Machine
Learning

In this section, we present our machine learning based encrypted application de-
tection algorithm. We first present the design of dataset generation and features
and then discuss our choice of machine algorithms.

# v @

modem Internet
Firewall

Gateway Workstation
6 VM wm

= l Whonix Tor Virtual Bo

Wireless Access Point

m |

Client/User

Fig. 1: Data Collection Model

3.1 Dataset and Preprocessing

Collecting a dataset and ensuring that it is of sufficient quality to reach ex-
perimental goals is really hard. Capturing application traffic data in a real life
environment is challenging due to two main reasons: privacy concerns of the
gathered data and noise such as unwanted network service packets. Typically,
traffic is either collected from trusted sources or captured in a controlled envi-
ronment. To address this challenge, our experimental dataset has been generated
in a controlled testbed environment simulating real applications from a diverse
set of application traces and background where ground truth was known.

For automating data collection, we run different encrypted and unencrypted
applications at the end point such as workstation, mobile in various time frame
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and capture application packets by passive sniffing tools such as Wireshark [12],
tcpdump [34]. Stored data captured by the sniffer later are filtered/sanitized
to remove noises such as unwanted network data, packets with empty payload
etc. For example, Internet or network service related applications such as DNS,
NetBios are generated readily as a consequence of employing other applications.
We labelled them as unencypted. For dataset generation, we discard any payloads
smaller than 10 Bytes (considering noise).

The network digram for data collection is presented in Fig. |1} Our represen-
tative dataset consists of:

— encrypted payloads from eight different applications Facebook, Skype, Hang-
outs, Netflix, P2P (Bittorrent), FTP over SSL (FTPS), FTP over SSH
(SFTP) and Tor.

— unencrypted payloads from six different applications unencrypted browsing,
voip (Decphone), video streaming, DNS data, Mail service data, Network
service data.

Note that for some applications such as Facebook, Skype, we combine data
from several services e.g., text chatting, audio-streaming, video-streaming, file-
transfer etc. together and give them a unique label. Since capturing and labelling
Tor traffic is a challenging task for dataset generation, we use whonix Tor Virtual
Environment (See Fig: [1)) [8], an operating system based on the Tor anonymity
network and security by isolation, for capturing tor application usage. It con-
sists of two VMs, namely Whonix-Gateway and Whonix-Workstation connected
by a virtual LAN. Whonix-Gateway is connected to Internet while Whonix-
workstation needs to be securely connected to Whonix-Gateway by virtual LAN.

In our study we rely on user/client tagging as the ground truth. To vali-
date that we filter specific application data flows with the help of nDPI [9], a
deep packet inspection tool to recognize exact flows of the targeted data. With
the help of flow information (source IP, destination IP, source port, destination
port, protocol) and time period for any specific application runs, packets are
recognized and labelled.

3.2 Payload and Feature Generation

As previously mentioned, design a set of effective features is the most challenging
part of identifying encrypted application problem. Features that has been used
in this work are listed in Table 21

We observe that encoding the encrypted payload accelerates the entropy dis-
crimination significantly that in turn helps distinguishing encrypted application.
Along with entropy over entire payload, n-length word or sliding window entropy
has also been considered for the feature set. Besides that BiEntropy is calculated
only on binary payloads. We explain the feature details below.

1. Payload size: The actual data of a packet. Each packet consists of a payload
appended to the header for transport.
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— Application layer payload size
— Transport layer payload size
2. Entropy of the entire payload where conventional Shannon’s entropy is used
for computation.
— Binary payload: entropy is measured in bits where the symbol is either
Oor 1.
— Entropy of the encoded payload
e HEX-encoded payload
e UTF-8 encoded payload
3. Entropy of n-length word or sliding-window technique where
n = {4,8,16,32,64,128,256,512,1024}. It computes Shannon entropy over
a sliding window of all the word tokens in a payload. For instance, measuring
byte entropy over a sliding window (where word size or window size n = 8)
provides entropy value for each byte.
— Mean and Std. deviation of n-length word BiEntropy.
— Mean and Std. deviation of n-length word TBiEn (logarithmic version
of BiEntropy).

Model/Application|facebook |hangout |netflix| p2p | scp | sftp |skype| tor

Random Forest 0.994 | 0.981 |0.965|0.999| 1.0 |0.998|0.979|0.96

C5.0 0.958 | 0.933 |0.855|0.993(0.999|0.989 |0.935|0.931

Dtable 0.995 | 0.989 [0.972/0.999| 1.0 {0.999|0.986| 0.97
Table 1: AUC scores of different encrypted applications.

3.3 Machine Learning models

In order to identify encrypted traffic and corresponding applications and validate
our data, we employ several state-of the-art machine learning algorithms: Ran-
dom Forest [40], C5.0 [29], and Decision Table [31]. We evaluate each algorithm
with regard to their effectiveness to identifying applications. In the following, we
will discuss different models’ performance, the effectiveness of different features
by an ablations analysis and the result after examining the features selected by
the best-performing model, random forest in our case .

Implementation detail: We examine model performance by applying (1) 10-
fold cross-validation, (2) train and test using data collected in different time
schedule, (3) train with one physical network and test on another. For Random
Forest [40], C5.0 [29], and Decision Table [31], we use their built-in implemen-
tation from R [32], XGBoost [7], and weka [30]. We conduct two consecutive
experiments as shown below for detecting encrypted applications. That is, result
of the first experiment (encrypted payloads) has been used as an input to the
second experiment.
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Method Selected Features
Binary classification s_Trans, s_Appl, e_.ENC (HEX), e_BIN, 12_BIN,
(enc vs unenc) 16_ENC (UTF-8), 16 ENC (HEX) 256 BIN_s (log),

128 BIN_s (log), 512.BIN_s (log), 1024 BIN_s (log)

Multi-class classification s_Trans, s_Appl, e_.ENC (HEX), e_BIN,
(encrypted applications) 16_ENC (HEX) , 16_ENC (UTF-8), 256_BIN.s, 512_BIN_m,
512 BIN_s, 128 BIN.m (log) , 128 BIN_s (log), 512.BIN_s (log)

Payload Size (in Bytes)
Payload size in Transport layer (TCP or UDP)| s_Trans
Payload size in Application layer s_Appl

Encoded payload
Entire-payload entropy e_ENC
n-length Word entropy n_ENC

Binary payload

Entire-payload entropy e BIN
Mean of n-length Word BiEntropy n_BIN.m
n-length Word entropy n_BIN

Std. Deviation of n-length Word BiEntropy n-BIN_s

Table 2: Feature category and list of selected features

— detecting encrypted payloads by employing a standard binary classification
problem: classifying a payload either encrypted (1) or unencrypted (0) in
the first step. Data from different encrypted applications such as Facebook,
Hangouts, Netflix, P2P, FTPS, SFTP, Skype, Tor are labelled as 1 (en-
crypted) and data from different unencrypted applications such as HTTP,
VOIP, Unencrypted video, DNS, SMTP, NetBioS are labelled as 0 (unen-
crypted).

— detecting target applications if the output of the previous step is 1 (en-
crypted) by using multi-class classifier.

Our training and testing experiments are conducted on a workstation equipped
with Intel(R)-Xeon(R) Gold 5118 CPU with 2 cores running at 2.29GHz and
64GB RAM. For all evaluations, 10-fold cross validation are conducted. While
computing raw features from a payload takes less than 2ms, prediction latency
seems to be high (> 20ms) for the random forest model.

Effectiveness of the Features: Feature selection algorithms in data mining
facilitates shorter training time, reduces data overfitting. Depending on how they
combine the selection algorithm and the model building, feature selection algo-
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rithms are presented in two categories: filtering and wrapping methods. Filtering
approach focuses on evaluation functions and the properties of the underlying
data. On the other hand, wrapper approach recalls the use of classification algo-
rithm repetitively with different sets of features to find the best set of features
[18]. In our study we employ both the methods to analyse relative importance
of the features and find the most effective subset of features to achieve the high
classification accuracy.

A number of heuristic methods have been discussed in the literature for both
the wrapper and filter method. A well-known procedure for feature selection is
a ‘step-wise selection’ that adds (forward selection) or removes (backward elimi-
nation) features at each step. In our experiment, we analyse group inclusion and
ablation analysis for forward selection and backward elimination respectively.

— Group Inclusion: To implement forward selection method, we categorized
the features into three groups: payload Size, encoded payload, and binary
Payload (see Table[2) for analysing each of the groups aiming to find a set of
features in each group contributing the best. We choose Ranker, that ranks
features individually as a search method and Infogain, that computes the
information gain on a class as evaluator.

— Ablation analysis: To develop Backward Elimination method, we use Class-
fierSubsetEval, that evaluates attribute subsets based on a classifier to es-
timate the merit of a set of attributes as search method and Ranker as
evaluator. We examine several classifiers: random forest, ¢5.0, and decision
table. Our aim is to remove features (in the best performing features of all
the groups) one by one that contributes the least into the overall accuracy.
In each iteration, we exclude one feature to observe its effect to the final de-
tection rate. This process continues until we reach the maximum detection
rate (greater than the first/base detection rate)

Let (G = {g1, 92, 93}) be the set of groups and F; = {f14,..., fr.i} be the set
of features corresponding to the group g;. Group Inclusion step outputs a set of
features F' = {f;, | 1 <i < 3,1 <j <k} produced from all the three groups.
Feature exclusion step takes F as input and ends up with the best features in F’
described in Table 2

We found features on payload size (Transport layer and Application layer) to
be effective for both classifiers. In case of entire payload entropy, out of several
encoding schemes such as UTF-8, UTF-32, HEX, ASCII, HEX encoded payload
is elected eventually. It was challenging to choose the boundary value of n for
n-length word related features. Note that, studying all possible values of n for
a large dataset would burden a significant computational cost. To reduce the
computational and memory overhead, we consider Geometric Sequence, where
each term is calculated by multiplying the previous term by a constant. using

{a,ar,ar? ar®,...} (4)

where a is the first term and r is the factor between the terms. Let a = 1 and
r = 2, the Geometric sequence will be: {1,2,4,8,16,32,...}. We consider the
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value of n between 4 and 1024 in all the experiment. Considering the value of n
below 4 and above 1024 causes the detection rate dropped sharply.

Among the features, TriEntropy exhibits promising results surpassing the
rest. Features consisting of higher Word-size (512-bit, 1024 bit) outperforms
that of smaller one. AUC scores from the model outputs were low for any set of
features such as payload size. We observe top-12 selected features in Table |2 are
the most frequently used features in the decision trees of random forest model.

<= 1337
3 <= 0.769729
1= 1338
8 <= 0.074194
f1 <= 2083
f4 <= 0.825462" scp (6.0/1.0)
f4 > 0.825462; p2p (25.0)
1 = 2063 tor (64.0)
8 = 0.074194: skype (36395.0)

Fig.2: A sample tree from_C5.0 where fl:=s Trans, f2:=s_Appl, f3:=e_ENC
(HEX), f4:=e_BIN, f8:=512_BIN.m

3.4 Evaluation and Validation

We focus several metrics for the evaluation and performance measurement. One
is Area Under The Curve (AUC) score and Receiver Operating Characteristics
(ROC) curve, oftern called AUROC (Area Under the Receiver Operating Char-
acteristics). AUC represents degree of separability and ROC is a probability
curve that presents the capability of the models to distinguish among classes.
The larger area under the curve (AUC), the better performance is addressed.

We evaluate the trained model with testing data from different physical net-
work and time schedule to observe if the model can be generalized over networks.
At this point, using a multi-class model. By conducting this experiment, we try
to prove that our application finger-printing solution does not rely on underlying
network infrastructure such as network latency, flow cut-off time etc. Our results
from the experiments are uniform across the network.

‘We use Precision, known as positive prediction value, and F-Measure, known
as Harmonic mean of Precision and Recall as accuracy metric for evaluating the
effectiveness of the selected features and performance of the classifiers. obtained
results are presented in Table [3] for Binary classifier and Table [4] for Multi-class
classifier.

For encrypted applications, we observe that the file transfer applications
FTPS, SFTP (like Filezilla) outperform any other applications (= 99.99%). Ran-
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Encrypted|Unencrypted
RF 0.998 0.997
Accuracy [C5.0 0.947 0.992
DTable|0.997 0.99

RF 0.998 0.996
Precision [C5.0 {0.995 0.906
DTable|0.995 0.995

RF 0.998 0.997
F-Measure|C5.0 |0.97 0.947
DTable|0.996 0.992

Table 3: Binary Classifier: Accuracy & Precision metrics for Random Forest
(RF), C5.0, Decision Table(DTable)

facebook|hangout |netflix| p2p | scp | sftp |skype| tor
RF 0.974 | 0.902 |0.907/0.999|1.000(0.991|0.908|0.934
Accuracy | C5.0 0.969 0.904 |0.801 |0.996 | 0.998]0.990 | 0.898 | 0.824
DTable| 0.944 0.845 [0.79110.972]0.996 | 0.986 | 0.85 | 0.817

RF 0.937 0.945 |0.935|0.996 | 1.000| 0.989 | 0.910| 0.912
Precision C5.0 0.935 0.933 ]0.816]0.995|0.999 | 0.985 | 0.911 | 0.808
DTable| 0.877 0.928 |0.811|0.981{0.999|0.987 | 0.849 | 0.805

RF 0.955 0.923 |0.921|0.997|1.000| 0.99 [0.909|0.923
F-Measure| C5.0 0.952 0.918 |0.806 |0.995]0.999|0.988 [ 0.905 | 0.816
DTable| 0.909 0.884 |0.801|0.977]0.997]0.986 | 0.849|0.811
Table 4: Multi-class Classifier: Accuracy & Precision metrics for Random Forest
(RF), C5.0, Decision Table(DTable)

dom Forest does well for all the experiments. Fluctuated detection rate can be
better explained by

— common feature selection for several classes.

— nature of the type of data, e.g., secure file transfer applications show high
accuracy because of the payloads they could generate. It is obvious that
payloads generated by FTP application would be symmetric and stable in
compare to Facebook or Skype data packets where payloads are generated
from different type of activities e.g., chat, audio streaming, or video conver-
sation etc.

— lack of diverse dataset since our dataset is partly biased containing payloads
from limited number of applications. It can be extended to get in-depth;
For instance, discovering application type in detail chat-Facebook, audio-
Facebook, video-Facebook. However, as a proof of concept the result is worth
promising.

Confidence interval of a prediction, also known as prediction interval, is a
well-defined concept in statistical inference that estimates the prediction interval
based on member decision tree scores. Random Forest produces a hard decision
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based on the maximum votes of the individual trees for a class to get elected
at the time of prediction, and a soft prediction from the individual trees’ voting
which provides a confidence score for the prediction [40]. However, this confidence
score can be used for hard decision once it exceeds a threshold value. For this
experiment, we train a regression-type random forest model. For binary classifier
(enc vs unenc), encrypted application is labelled as 0 and unencrypted as 1.

Table 5: Soft Prediction based on SD
Filters
Yellow Green Orchid Blue Red
UnEnc| Enc |UnEnc| Enc |UnEnc| Enc |UnEnc|Enc|UnEnc|Enc
5815 [18648| 1980 |1920| 4449 |8067| 1169 |799| 305 |491

08
08
I

Predicted Class
086
Predicted Class

04
04

02

00
0.0
L

Actual Class. Actual Class
(a) Encrypted payloads (b) Unencrypted payloads

Fig. 3: Scatter Plot of Prediction Interval (See Table

The scatter plot of experiment (” Actual class” versus ”Predicted class”) are
given in the Figure [3| that depicts the data points overlaid with error bars.
The error bars corresponding to a soft prediction is represented by a Standard
Deviation (SD) of uncertainty for a certain class. Due to the large number of
data points and to achieve a holistic view of data, we filter the result in five
intervals:

— Yellow-filter: .1 < SD >0
— green-filter: .2 < SD > .1
Orchid-filter: .3 < SD > .2
Blue-filter: .4 < SD > .3
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— Red-filter: SD > .4

Results of binary classifier with filters is presented in Table [ Lifted SD
indicates considerable fluctuating among member decision tree scores. Higher
lifting can be realized with prospective statistical outliers. Most of the payloads
are grouped into the closest range of its respective class (0 or 1). For instance, a
total of 1,026,266 encrypted payloads out of 1,069,907 observed in extremity of
the range (aligned with average) while 43,641 payloads have a soft prediction of
less than .5, which means there is uncertainty in several of the predictions. In case
of Unencrypted 640,448 payloads, a total of 29,923 payloads are observed with
SD less than .5. We keep digging the prediction uncertainty and found that the
majority of payloads are overlaid with yellow and Green error bars. The highest
SD (Red filter) corresponding to overestimating/underestimating errors, has very
few of either kind of payloads s.t. 491 (Encrypted) and 305 (Unencrypted). This
ensures that soft prediction is not uniformly distributed. Some range of soft
prediction values where the SD is very small for example Yellow, Green, and
Orchid filters has been used for an infallible prediction. Hence we can assume if
the soft prediction is closer to 1 with a small threshold value of SD score (e.g.
up to Orchid filter), the payload is Unencrypted. In the opposite way, if the soft
prediction value is close to 0 with a small SD score, the payload is Encrypted.

ey
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Fig.4: Actual Vs Predicted Response (Enc Vs UnEnc) for features 128 BIN_s
(log), 512_BIN_s (log), 1024 BIN_s (log)

Furthermore, we examine predicted responses vs actual responses for the se-
lected features after normalizing the values to [0,1]. Figure presents a snapshot
for some features. Similar experiments have been conducted on the multi-class
classifier. Due to the space limitation, we defer the details to the extended ver-
sion.
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Fig. 5: User profiling based on Online Application behaviour
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3.5 Profiling user

A user profile is a digital representation of the identity of the user describing her
interest, preference, interactive behaviours [35]. Our aim for this work is to profile
a user based on encrypted web applications that a user runs and interact with
where the profiler can passively monitor the clients and provide a reliable details
on the usage of targeted encrypted applications. As mentioned in the previous
sections, eight encrypted applications are considered for analysis. Fig. [§] presents
a user’s application usage in a day based on the binary and multi-classifiers we
propose.

Nonetheless, payloads to be identified can be of any applications except eight
applications we choose. Therefore, we add a new class named unknown for the
unknown applications to the multi-class classifier. Labelling unknown payloads,
where we label payloads obtained from arbitrary applications except the tar-
geted applications such as Tor, is a bit tricky. Because the unknown class is,
by definition, any applications in the web but the selected eight applications. In
practice, we may not be able to capture representative dataset where we expect
samples from every possible applications to train the model. One of the limita-
tions of our work is that it cannot effectively handle new unknown application.
Novelty or outlier detection may help mitigating this issue. This could be an
important research direction for the project.

4 Conclusion

An efficient and effective user profiling is of great importance to cybersecu-
rity, network resource management, and personalized service area. Fingerprint-
ing user behaviour in terms of application usage can also be successfully used
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in an automated cyber-defence mechanisms. Our motivation is to identify en-
crypted applications used by clients connected to a network. We investigate
several promising characteristics of application payloads related to encoding,
n-length word, and observe the aftermath effect on entropy measurement and
payload size.

Among the shortcomings, we consider only eight application protocols for
experiment as a proof of concept and unintended noises in the training dataset.
As a future work, we aim to investigate our proposed model on a wider range
of applications with activity details (video, audio, chat, file transfer etc.). We
also aim at analysing application signature from entropy and cross-validate its
consistency with clustering algorithms.
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