| hd |

NRC Publications Archive
Archives des publications du CNRC

Achieving ultimate noise tolerance in quantum communication
Bouchard, Frédéric; England, Duncan; Bustard, Philip J.; Fenwick, Kate L.;
Karimi, Ebrahim; Heshami, Khabat; Sussman, Benjamin

This publication could be one of several versions: author’s original, accepted manuscript or the publisher’s version. /
La version de cette publication peut étre I'une des suivantes : la version prépublication de I'auteur, la version
acceptée du manuscrit ou la version de I'éditeur.

For the publisher’s version, please access the DOI link below./ Pour consulter la version de I'éditeur, utilisez le lien
DOl ci-dessous.

Publisher’s version / Version de I'éditeur:
https://doi.org/10.1103/PhysRevApplied.15.024027
Physical Review Applied, 15, 2, pp. 1-11, 2021-02-11

NRC Publications Archive Record / Notice des Archives des publications du CNRC :
https://nrc-publications.canada.ca/eng/view/object/?id=c7381e15-028a-44ad-balc-b58923ef7dad
https://publications-cnrc.canada.ca/fra/voir/objet/?id=c7381e15-028a-44ad-ba0c-b58923ef7dad

Access and use of this website and the material on it are subject to the Terms and Conditions set forth at
https://nrc-publications.canada.ca/eng/copyright
READ THESE TERMS AND CONDITIONS CAREFULLY BEFORE USING THIS WEBSITE.

L’accés a ce site Web et I'utilisation de son contenu sont assujettis aux conditions présentées dans le site
https://publications-cnrc.canada.ca/fra/droits
LISEZ CES CONDITIONS ATTENTIVEMENT AVANT D’UTILISER CE SITE WEB.

Questions? Contact the NRC Publications Archive team at
PublicationsArchive-ArchivesPublications@nrc-cnrc.gc.ca. If you wish to email the authors directly, please see the
first page of the publication for their contact information.

Vous avez des questions? Nous pouvons vous aider. Pour communiquer directement avec un auteur, consultez la
premiére page de la revue dans laquelle son article a été publié afin de trouver ses coordonnées. Si vous n’arrivez
pas a les repérer, communiquez avec nous a PublicationsArchive-ArchivesPublications@nrc-cnrc.gc.ca.

 Ld

National Research  Conseil national de
Council Canada recherches Canada Canada



PHYSICAL REVIEW APPLIED 185, 024027 (2021)

Editors’ Suggestion

Achieving Ultimate Noise Tolerance in Quantum Communication

Frédéric Bouchard®,"-" Duncan England®,! Philip J. Bustard®,! Kate L. Fenwick®,!?

Ebrahim Karimi®,>! Khabat Heshami®,'? and Benjamin Sussman

1,2

' National Research Council of Canada, 100 Sussex Drive, Ottawa, Ontario K14 OR6, Canada

2Deparl‘ment of Physics, University of Ottawa, Advanced Research Complex, 25 Templeton Street, Ottawa,
Ontario KIN 6N5, Canada

® (Received 16 April 2020; revised 22 December 2020; accepted 24 December 2020; published 11 February 2021)

At the fundamental level, quantum communication is ultimately limited by noise. For instance, quan-
tum signals cannot be amplified without the introduction of noise in the amplified states. Furthermore,
photon loss reduces the signal-to-noise ratio, accentuating the effect of noise. Thus, most of the efforts in
quantum communications have been directed towards overcoming noise to achieve longer communication
distances, larger secret key rates, or to operate in noisier environmental conditions. Here, we propose and
experimentally demonstrate a platform for quantum communication based on ultrafast optical techniques.
In particular, our scheme enables the experimental realization of high rates and quantum signal filtering

approaching a single spectrotemporal mode, resulting in a dramatic reduction in channel noise. By experi-
mentally realizing a 1-ps optically induced temporal gate, we show that ultrafast time filtering can result in
an improvement in noise tolerance by a factor of up to 1200 compared to a 2-ns electronic filter, enabling
daytime quantum key distribution or quantum communication in bright fibers.

DOI: 10.1103/PhysRevApplied.15.024027

I. INTRODUCTION

Since its inception in 1984 [1], quantum key distri-
bution (QKD) has seen a myriad of major conceptual
and technological developments. All of these efforts were
aimed at achieving quantum-communication systems with
larger secret key rates [2], longer achievable communica-
tion distances [3,4], or improved security considerations
[5-7]. At the heart of all these requirements, noise repre-
sents one of the main limiting factors. Hence, overcom-
ing noise in quantum communication is one of the most
crucial requirements for QKD and, more generally, for
entanglement distribution [8], quantum-information pro-
cessing [9], and quantum sensing [10]. So far, noise has
been avoided using dedicated fibers (dark fibers) and lim-
ited night-time operation for free-space and satellite-based
quantum communication [11,12]. Provided that the quan-
tum states are encoded in the photon’s polarization, all
other photonic degrees of freedom, i.e., position, momen-
tum, frequency, and time, can be filtered accordingly. In
particular, to achieve optimal noise filtering, the sender,
typically referred to as Alice, prepares photons encoded in
a single spatial, spectral, and temporal (SST) mode. By
doing so, the receiver, typically referred to as Bob, can
avoid detecting noise residing outside of the single SST
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mode by applying appropriate filters. In theory, single-
mode filtering is the ultimate way to decrease noise without
altering the signal, consequently increasing the signal-to-
noise ratio directly. However, in practice, efficient filtering
of single photons to a single SST mode is challenging
and has not been demonstrated in the context of quantum
communications.

In this paper, we experimentally demonstrate ultimate
noise tolerance in quantum communication by realizing an
ultrafast temporal filter that allows the detection of quan-
tum signals in a nearly single SST mode. The ultrafast
temporal filtering scheme proposed in this work is based
on cross-phase modulation via the optical Kerr effect in a
single-mode fiber (SMF). A bright pump pulse induces a
birefringence in the SMF causing a polarization rotation of
the quantum signal. By placing the SMF between crossed
polarizers, the pumped SMF acts as an ultrafast switch
[13,14] for terahertz-bandwidth photons. As a result, we
demonstrate a tremendous increase in noise tolerance with-
out significantly altering the quantum signal. Our findings
are of particular interest for quantum-communication sys-
tems operating in extremely noisy conditions, e.g., the
operation of QKD coexisting with bright classical optical
signals [15], the operation of free-space links in day-
light conditions [ 16—18] or even satellite-based QKD [12].
For instance, reducing noise by 3 orders of magnitude
is sufficient to allow a QKD system to transition from
full-moon-clear-night to clear-daytime conditions [19].

© 2021 American Physical Society
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Spectral filtering is commonly employed in QKD using
interference filters with bandwidths on the order of a few
nanometers. Other techniques may achieve narrower band-
widths, but typically present certain limitations. On the
other hand, time filtering can also be jointly employed with
the help of fast detectors and time-tagging devices, where
gating times are limited by the timing jitter of the single-
photon detectors, typically on the order of nanoseconds,
and other electronic devices involved. With the recent
development of superconducting nanowire single-photon
detectors, a significant improvement in timing jitters can
be achieved, i.e., as low as 50 ps [20]. Unfortunately, they
require cryogenic cooling (approximately 1 K). Finally,
despite time gating being an effective way to limit the
amount of noise introduced in the detection event, noise
counts may have another undesired effect, i.e., to limit
the overall signal detection rate due to detector dead time
and detector saturation. Hence, temporal filtering schemes
prior to the single-photon detectors can be highly desir-
able to increase overall performance of QKD in noisy
environments.

Pulses with minimum time-bandwidth product are
known as Fourier-transform-limited (FTL) and are found
to occupy a single spectrotemporal mode. For instance, a
FTL pulse with a spectral bandwidth of 1 nm at a center
wavelength of 800 nm has a pulse duration of approxi-
mately 1 ps, which is much lower than the timing jitter
of a standard single-photon detector, i.e., approximately
I ns. Thus, for most QKD experiments reported to date,
an improvement factor of up to 1000 can be expected by
using an ultrafast temporal filter (UTF). On the other hand,
a I-ns FTL pulse at a center wavelength of 800 nm has a
spectral bandwidth of approximately 1 pm, where highly
efficient spectral filtering remains challenging [21-23]. By
employing the optimal combination of modest spectral fil-
tering and ultrafast temporal filtering, we achieve ultimate
noise tolerance; see Fig. 1.

Fiber networks will play a fundamental role in the
deployment of quantum networks. However, due to their
inevitably lossy nature, their reach has been limited to a
few hundred kilometers. Thus, in order to complete the
quantum network, satellite-based quantum communica-
tions and quantum repeaters will bridge the gap to achieve
a quantum network by reaching communication distances
spanning the entire globe [24-26]. Very recently, satellite-
based quantum communication entered the realm of reality
[12,27-29]. In particular, satellite-based quantum commu-
nication represents an instance where managing noise is
crucial due to the unavoidable detection of background
photons from scattered sunlight. Previous experiments
of free-space QKD in daylight conditions [16,17,30,31]
demonstrated the feasibility of daylight QKD by apply-
ing spatial, spectral, and temporal filters. However, no
experiment has so far demonstrated optimal filtering of
the spectrotemporal degree of freedom. By preparing and
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FIG. 1. Conceptual scheme of ultrafast temporal filtering.

Quantum signals prepared in a single spectrotemporal mode
are found in the presence of spectral and temporal noise. As a
first step, an ultrafast temporal filter matching the duration of
the signal pulse is applied. By doing so, the noise is largely
reduced and the quantum signal left untouched. The beam is then
sent through a spectral filter that is matched to the bandwidth
of the quantum signal, further increasing the signal-to-noise
ratio.

measuring the exchanged photons in a single SST mode,
we expect a significant improvement in noise tolerance
compared to previous results.

II. EXPERIMENT

To demonstrate the feasibility of our scheme in quantum
communication, we perform a proof-of-principle experi-
ment using our UTF in a polarization-based decoy state
BB84 protocol where noise is intentionally introduced in
the quantum channel to test the noise tolerance of our
technique, see Fig. 2(a). Weak coherent pulses (WCPs)
are prepared by attenuating short pulses at a center wave-
length of Aggna = 720.8 nm. The WCPs are spectrally
filtered to a bandwidth of AAgna = 1.7 nm, corresponding
to a transform-limited pulse duration of 0.45 ps. We note
that entangled photons, generated for example by sponta-
neous parametric down-conversion, could also be filtered
by the UTF. The WCP are obtained from an optical para-
metric oscillator pumped by a Ti:sapphire (Ti:Sa) laser
with a repetition rate of fr, = 80 MHz. Using a polar-
izing beam splitter (PBS) and a half-wave plate (HWP),
the polarization state of the WCP is prepared at Alice’s
stage. According to the standard polarization BB84 pro-
tocol, Alice randomly prepares the WCP in one of four
polarization states, i.e., horizontal, vertical, diagonal, and
antidiagonal. The WCP are then attenuated to the single-
photon level by using a neutral density filter placed after
the polarization encoding stage and a combination of a
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HWP and a PBS prior to the polarization encoding stage.
Using the HWP, the mean photon number of Alice’s pre-
pared WCP is set to u, v, and 0, manually, corresponding,
respectively, to the signal, decoy, and vacuum pulses for
the decoy-state protocol [32]. The values of © and v are
varied for different values of channel noise and loss, and
subsequently selected offline to optimize the overall secret
key rate for each channel condition.

The WCPs are then sent through the quantum chan-
nel, where a 10:90 (reflection:transmission) beam splitter
is used to introduce channel noise. The noise is produced
by a second Ti:Sa laser operated in cw mode with a
center wavelength and linewidth of A., = 720.7 nm and
Alew = 0.83 nm. The amount of noise introduced in the
channel is controlled using a combination of HWP, PBS,
and neutral density filter. The polarization of the noise
source is randomly varied using an additional HWP. The
incoming photons are then sent through Bob’s detection
stage, where the polarization is analyzed using a HWP and
PBS, and then through the ultrafast temporal filter. Using
a dichroic mirror and a variable delay stage, the signal is
made to overlap with a synchronized pump pulse at a cen-
ter wavelength of Apymp = 800 nm, by coupling both into
a 10-cm-long SMF with coupling efficiencies of 50% and
65%, for the signal and the pump, respectively. In the lab-
oratory, femtosecond-scale timing precision is guaranteed
by the synchronous nature of the WCP and pump pulse.
In remote applications, poor synchronization will result
in temporal jitter. The effect of this jitter of the UTF is

(@)

Coincidence

explored in detail in Appendix F. The switching efficiency,
n, of the quantum signal is given by

n = sin®(26) sin’ (%"5) , (1)

where 6 is the angle between the polarization of the signal
and the pump, A¢ = 87 nyLefrlpump/3Awcp is the nonlin-
ear phase shift induced by the pump in the SMF, n, is the
nonlinear refractive index of the SMF, L. is the effective
length of the medium, and /yump is the intensity of the pump
pulse [14]. Maximal switching efficiency is observed when
60 = /4 and A¢ = m. Thus, the polarization of the pump
is prepared to be at an angle of 45° to the polarization
of the quantum signal at the input of the SMF. We note
that the UTF is positioned after Bob’s polarization analy-
sis stage resulting in a fixed signal input polarization state.
In order to imprint a uniform nonlinear phase shift across
the WCP, we take advantage of the difference in group
velocity between the quantum signal and the pump pulse
inside the SMF. In particular, we carefully select the pulse
duration of the pump and the length of the fiber to allow
the pump pulse to fully walk through the WCP within the
length of the SMF. This is achieved by spectrally filtering
the pump with a pair of angle-tuned bandpass filters such
that AApump = 2.1 nm. Finally, the average power of the
pump pulse is set to 300 mW resulting in a unit switching
efficiency.
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FIG. 2. Experimental setup. (a) Experimental setup demonstrating the use of the ultrafast temporal filter in a quantum-
communication demonstration. Ti:Sa, titanium sapphire laser; 1 /2, half-wave plate; A/4, quarter-wave plate; PBS, polarizing beam
splitter; OPO, optical parametric oscillator; ND, neutral density filter; BS, beam splitter; DM, dichroic mirror; SF, spectral filters; VD,
variable delay; SMF, single-mode fiber; PD, photodiode; GL, Glan-laser polarizer; APD, avalanche photodiode detectors. (b) Switch-
ing efficiency as a function of the pump delay demonstrating the temporal profile of the UTF. (c¢) Spectrum of signal photons after

spectral filtering at the receiver’s stage.
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An avalanche photodiode (APD) is then used to detect
the measured photons. The APD is electronically gated
using the pump as a reference. The coincidence window
is dictated by the timing jitter of the APD and is set to
Atoine = 2.0 ns. By doing so, we achieve a first layer of
temporal filtering, which we call electronic temporal fil-
tering (ETF), by reducing continuous noise by a factor of
JrepAteoine = 0.16. Note that for more sophisticated detec-
tors with improved jitter, the coincidence window could be
reduced, and the ETF would improve accordingly. Finally,
to assess the temporal response of our UTF, we scan the
variable delay stage varying the time of arrival of the pump
with respect to the signal, see Fig. 2(b). The switching effi-
ciency at optimal delay is 99 £ 1%. The temporal FWHM
of the trace is Atgwiten = 0.95 £ 0.01 ps, so is well matched
to the duration of the WCPs. To confirm our experimental
results, we simulate the temporal profile of our UTF and
obtain a good agreement with the experimental results; see
Appendix C.

III. RESULTS

To assess the feasibility of our temporal filtering scheme
in ultrafast quantum communication, we perform a proof-
of-principle QKD demonstration, where the figure of merit
is given by the secret key rate. In particular, we investigate

(a)

ETF UTF (b)

different channel conditions in terms of noise and loss
to demonstrate different regimes where ultrafast quantum
communication can offer a considerable advantage over
electronic QKD settings. The maximum effective secret
key rate R that could be achieved with this apparatus is
calculated using the standard decoy BB84 postprocess-
ing procedure [32]. We use the following formula for key
generation:

R>q{—0uf (E.)Ha (Eu) + O1[1 —Ha(eD]), ()

where g = 1/2 is the sifting efficiency, O, is the gain
of signal states, f (x) is the error-correction efficiency,
Hy(x) = —xlog,(x) — (1 —x)log,(1 —x) is the binary
Shannon entropy function, £, is the quantum bit error
rate (QBER), O, is the gain of single-photon states, and
e; is the error rate of single-photon states. The exper-
imentally measured gains and QBER, ie., O,, O., E,,
and E,, of optimized mean photon numbers u and v
for the signal and decoy states, respectively, are shown
in Appendix B for different channel conditions. We use
the standard error-correction efficiency factor of (E u) =
1.22.

Experimental results for the secret key rate, R, are shown
in Fig. 3(a) comparing the case of ETF and UTF as a func-
tion of channel noise, N, for different values of channel
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Secret key rates. (a) Secret key rates as a function of noise counts are reported for different channel loss values,

5,10, 15,20 dB. (b) The noise threshold, which is defined as the largest amount of noise for which the mean secret key rate is larger
than zero by at least one standard deviation, is shown for different values of channel loss. (c) The noise improvement factor corre-
sponding to the ratio of the noise threshold for the case of UTF over ETF is shown for different values of channel loss. The secret rates
as a function of channel loss are reported for (d) ETF and for (¢) UTF for different channel noise values, N. (f) The loss threshold,
which is defined as the largest amount of loss for which the mean secret key rate is larger than zero by at least one standard deviation,
is shown for different values of noise counts. (g) The distance improvement factor corresponding to the ratio of the loss threshold for
the case of UTF over ETF is shown for different values of noise counts. The shaded areas correspond to channel conditions where an

improvement of UTF over ETF is observed.
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loss. As can be seen, secret key rates can be achieved
in a noise regime that is several orders of magnitude
larger when operating with UTF (solid curves) compared
to ETF (dashed curves). In particular, we compare the
noise threshold, i.e., the largest amount of noise for which
the mean secret key rate is larger than zero by at least one
standard deviation, for both temporal filtering schemes as
a function of channel loss, see Fig. 3(b). The noise tol-
erance factor, i.e., ratio of noise thresholds for the UTF to
the ETF, is shown in Fig. 3(c) as a function of channel loss,
where a noise improvement factor in excess of 1200 can be
obtained, which agrees with values obtained from our sim-
ulation; see Appendix C. Our results can also be presented
in the context of a second scenario where a fixed amount
of noise is present in the quantum channel, but different
loss conditions are investigated. The secret key rates are
shown as a function of channel loss, see Figs. 3(d) and 3(e)
for various noise counts, V. The maximal achievable chan-
nel loss can be assessed by considering the loss threshold,
see Fig. 3(f). An improvement in communication distance,
i.e., distance improvement factor > 1, occurs for noise
counts starting from 2.6 x 10° Hz, see Fig. 3(g). More-
over, a maximal distance improvement factor is achieved
at a channel noise of 8.5 x 10* Hz with an improvement
factor of 4.2.

IV. DISCUSSION AND OUTLOOK

In our experiment, unit switching efficiency is achieved
by setting the pump pulse energy to 2.47 nJ. At this pulse
energy, 1.6 x 10~ noise counts per pulse originating from
the pump are detected in the single SST mode dedicated to
the quantum signal. In particular, the pump generates para-
sitic nonlinearities such as self-phase modulation and two-
photon absorption. These nonlinear processes may create
noise photons covering the spectral range of interest for
the quantum signals. These noise photons are insignificant
in noisy environments where we expect this approach to
be most applicable, but become apparent in the low-noise
high-loss regime leading to a maximum loss threshold
of 21 dB. In Fig. 3, the shaded areas represent condi-
tions where QKD cannot work with ETF, but will with
UTF. To extend the advantage region of UTF, for instance
beyond 21 dB of loss, different avenues can be employed
to mitigate the effect of pump noise, e.g., pump pulse and
SMF engineering. Hence, the reported pump noise is not
a fundamental limitation of our scheme and we expect
that lower values of pump noise can be envisaged with
further design efforts. Finally, in our experiment, the sig-
nal wavelength is set to Agignat ~ 720 nm. This choice is
motivated by the available laser source and the desire for
low pump noise. Nevertheless, other wavelengths might
be of particular interest, e.g., 1310 and 1550 nm. Our
proposed UTF scheme can also be applied to the highly
desirable telecom wavelengths provided a proper design

of the fiber and pump either using our polarization rota-
tion switch or other switching schemes [33]. Finally, let
us compare our scheme involving single SST modes to
other noise-tolerant QKD schemes. For the case of high-
dimensional QKD protocols [34], the advantage in noise
tolerance is observed when a full high-dimensional analy-
sis of multimode quantum signals is carried out compared
to a “coarse-grained” two-dimensional analysis of the mul-
timode signal [8]. Nevertheless, ultimate noise tolerance
will be achieved when the signal is encoded and measured
in a single SST mode, preventing noise photons from even
entering the measurement apparatus in modes other than
that used to communicate quantum signals.

In conclusion, we experimentally demonstrate quan-
tum communication with quantum signals in a single SST
mode. To show the benefits of our scheme, we investigate
the improvements in terms of noise tolerance and distance
improvement for the case of a standard polarization decoy
state BB84 QKD protocol for a wide range of channel
conditions. We note that our scheme can also be gener-
alized to other degrees of freedom, see Appendix E. In
particular, we observe a noise-tolerance improvement fac-
tor in excess of 1200 and an improvement in distance by
a factor of 4.2 by employing our proposed ultrafast filter-
ing scheme compared to electronic filtering. By doing so,
we take advantage of ultrashort pulses in the context of
quantum communication. These results can bring daylight
free-space quantum communication a step closer to reality.
We further expect new features to emanate from joining
the fields of ultrafast optics and quantum communication.

ACKNOWLEDGMENTS

This work is supported by the National Research Coun-
cil’s High Throughput Secure Networks challenge pro-
gram, the Joint Centre for Extreme Photonics, Canada
Research Chairs, and anada First Excellence Research
Fund. The authors thank Rune Lausten, Denis Guay, and
Doug Moffatt for support and insightful discussions.

APPENDIX A: METHODS

A Ti:sapphire laser at a center wavelength of Apymp =
800 nm is used to pump an optical parametric oscil-
lator (OPO) at a repetition rate of 80 MHz. A sig-
nal beam at a center wavelength of Aggna = 720.8 nm
is achieved through intracavity second-harmonic genera-
tion of the OPO signal beam at a center wavelength of
Aopo = 1441.6 nm. The pump is further spectrally fil-
tered down to AApump = 2.1 nm using a pair of tilted
interference filters. A second Ti:sapphire laser, serving
as the noise source, is operated in cw mode at a cen-
ter wavelength of A,y = 720.7 nm and a linewidth of
Alew = 0.83 nm. Noise and loss are controlled using half-
wave plates mounted on motorized rotation stages fol-
lowed with polarizing beam splitters. The total loss of the
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quantum-key-distribution channel is varied between 12.3
and 40.3 dB, consisting of the channel attenuation, ¢, var-
ied using a HWP and PBS within a range of 2 to 30 dB.
Receiving and detecting losses are given by 3.0-dB cou-
pling loss at the SMF, 0.3-dB loss at the spectral filters,
5.5-dB loss for other optical elements at Bob’s stage, and
finally 1.5-dB loss due to the efficiency of the APD. All
three beams are coupled to a 10-cm-long single-mode fiber
(SMF) (Thorlabs S630-HP, with FC/PC connectors). The
pump and the signal beams are coupled into the fiber with
a coupling efficiency of 65% and 50%, respectively. An
optical isolator is introduced in the path of the pump pulse
prior to the single-mode fiber to limit back reflection of the
bright pump pulse into the oscillator. After the SMF, the
pump and the signal are separated using a dichroic mir-
ror, where the pump is measured using a fast photodiode
to serve as a trigger for the electronic time gating of the
quantum signal measured using an avalanche photodiode.
A Glan-laser polarizer is then placed in the path of the
quantum signal and set to project onto a polarization state
that is orthogonal to the polarization of the signal at the
input of the SMF, where a HWP and a QWP are used to
compensate for polarization rotations induced by the SMF
and the DM. A pair of bandpass filters are then used to filter
out the signal and noise with a bandwidth of Al ggna = 1.7
nm and a peak transmission efficiency of 93%. The two
bandpass filters (> 70 dB each) and the shortpass filter
(> 70 dB) provide a total of > 210 dB rejection at the
pump wavelength. Finally, the quantum signals are then
coupled to a SMF with a coupling efficiency of 70%, and
detected by an APD. The detected signals from the APD
are sent into a time-to-digital converter (TDC) (Swabian
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FIG. 4. Efficiency and noise characteristics of the ultrafast
temporal filter. Switching efficiency (blue dashed curve) and
noise counts due to the pump pulse (red solid curve) as a func-
tion of the pump pulse energy measured at the output of the SMF.
The switching efficiency follows a quadratic sinusoidal relation
and the noise curve follows a quadratic relation. The quadratic
scaling is typical of third-order nonlinear processes at the origin
of the noise counts from the pump.

Instrument, Time Tagger Ultra) for analysis. We note that
the TDC has a timing jitter of 22-ps FWHM. Since the
TDC has a maximum data-transfer rate of 65 MHz, which
is lower than the repetition rate of the pump, we use a con-
ditional filter where all clicks from the fast photodiode that
are not followed by a detection event from the APD are
discarded directly at the TDC. The coincidence time win-
dow is dictated by the timing jitter of the APD and is set
to Afcoine = 2 ns. The switching efficiency is measured as
a function of pump pulse energy, see blue curve in Fig. 4,
following a quadratic sinusoidal relation. A switching effi-
ciency of 99 £ 1% is achieved at a pump pulse energy of
2.47 nJ. As a second step, the signal beam is blocked, and
the number of noise counts per pulse originating from non-
linear processes in the SMF due to the pump is shown as
a function of pump pulse energy, see red curve in Fig. 4.
In this case, the noise counts follow a quadratic curve,
which is a typical power dependence for third-order non-
linear processes such as two-photon absorption. Finally,
we note that in our experiment, the ultrafast temporal filter
includes additional loss compared to the electronic tem-
poral filter. Losses due to the optical elements specific to
the UTF are removed from the analysis of the ETF data.
In particular, this includes loss due to the dichroic mirror
combining the pump and signal, the waveplates compen-
sating birefringence in the SMF, the pump spectral filter,
the final polarizer, and the coupling efficiency to the final
SMEF, for a total of 2.05 dB.

APPENDIX B: EXPERIMENTAL QKD
PARAMETERS

The lower bound for the single-photon gain Q; and
the upper bound for the single-photon error rate e; are,
respectively, given by

2 MZ

;2”2&)), (B1)

2 ,—1
nee v
0 z—5 (Que” - Que"; -

~ pv — v?

- E,Q,e" — Yy/2
O1v/ (pe=) ’

where Q) is the gain of single-photon states, e is the error
rate of single-photon states, Yj is the background rate per
pulse, u and v are the signal- and decoy-state mean pho-
ton numbers, Q,, and Q, are the signal- and decoy-state
gains, and £, and E, are the signal- and decoy-state quan-
tum bit error rates, see Figs. 5 and 6. Optimal mean photon
numbers w and v are set to 0.6 and 0.3, respectively.

For electronic time filtering, ¥, is mainly a result of
the dark counts of the APD, p; = 100 Hz, and the noise
introduced in the channel. In the case of the ultrafast
time filtering, Y; is also a result of noise counts from the
pump due to nonlinear processes and the noise photons
introduced in the channel, see Fig. 7.
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Gain. Gain for (a) signal pulses u and (b) decoy pulses v as a function of noise counts are reported for different channel loss

values, t = 5,10, 15,20 dB, respectively, blue circles, orange squares, green triangles, and red diamond, for the case of UTF (solid
curves and empty markers) and ETF (dashed curves and full markers), respectively, on the right and the left. Noise counts correspond
to counts detected at the APD within the time window of Afcinc = 1 ns.

APPENDIX C: SIMULATION OF THE
ULTRAFAST SWITCH

We confirm our experimental results by performing a
simulation of the ultrafast temporal switch. The intrinsic
switching profile, 7, is given by

n = sin®(26)sin’ (%) , (CD)

where 6 defines the angle between the pump and signal
beam polarizations. Maximal switching occurs when the
pump beam polarization is oriented 45° relative to the
signal beam polarization, so we operate under this con-
dition. Considering the group-velocity mismatch between
the pump and the signal, the time-dependent nonlinear
phase shift, A¢ (T), is then given by

where 7, is the nonlinear refractive index of the fiber, Agignal
is the wavelength of the signal light, and z is the propa-
gation distance within the fiber of length L. The temporal
walkoff per unit length experienced by the pump and sig-
nal is given by d,, = v, — v, where vg, and vy are the
pump and signal group velocities, respectively. For this
reason, we express the intensity profile of the pump beam,
Iyump, in the frame moving with the signal, i.e., 7= —
z/vgs, where ¢ is time in the laboratory frame. Given a set of
experimental parameters, i.e., the pump pulse energy (2.47
nJ), center wavelength (Ayump = 800 nm), spectral band-
width (AApump = 2.1 nm), the signal wavelength (Agignal =
720.8 nm), and the length of the SMF (10 ¢cm), we can
simulate the switch efficiency as a function of time in
the co-moving signal frame. From this we can calculate
the expected noise improvement factor; see Fig. 8(a). The
switch efficiency shape is set by the pump pulse duration
and the temporal walkoff of the pump and signal through
10 cm of SMF, i.e., approximately 1 ps. It is the tempo-
ral walkoff between the signal and the pump that explains

L
A(T) = 8mny / B (T — dyy2)dz, (C2) the tqp-hat shape qf the switch efficiency as a function of
3Xsignal Jo time in the co-moving signal frame in Fig. 8(a). Hence, the
(@) (b)
0.5F ® Loss =5 dB 0.5F® Loss=5dB
Loss = 10 dB Loss = 10 dB
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FIG. 6. Error rate. Error rate for (a) signal pulses x and (b) decoy pulses v as a function of noise counts are reported for different
channel loss values, t = 5,10, 15,20 dB, respectively, blue circles, orange squares, green triangles, and red diamond, for the case of
UTF (solid curves and empty markers) and ETF (dashed curves and full markers), respectively, on the right and the left. Noise counts
correspond to counts detected at the APD within the time window of At ginc = 1 1s.
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FIG. 7. Background rate. Background rate per pulse, Y, as a
function of noise counts that are introduced in the quantum chan-
nel by the cw beam. In the case of the UTF, the background rate
Y, is lower bounded by the pump noise counts, i.e., 2.8 x 107,
coming from parasitic nonlinear processes in the SMF.

temporal walkoff results in a uniform phase shift across
the signal pulse. In order to compare our model with our
experimental result, we calculate the switched efficiency
as a function of pump-pulse-to-signal-pulse delay for a
signal pulse at a center wavelength of Aggna = 720.8 nm
and spectral bandwidth of AAggna1 = 1.7 nm. The shape of
the calculated switched efficiency profile is similar to that
from the main text, with a FWHM of 0.92 ps close to the
measured value of 0.95 ps.

By integrating the switched efficiency profile, we esti-
mate a noise reduction factor of 1960 compared to an
electronic temporal filtering of 2 ns. The discrepancy
between this value and the noise improvement factor of
up to 1200 reported experimentally in the main text can be
explained by the spectral profile of the cw noise photons
and the extra loss removed from the analysis of the ETF.
In our experiment, a cw source with finite linewidth is
used as the source of noise. In particular, the measured
noise linewidth is given by Algise = 0.83 nm, whereas the
spectral filtering is given by Alge = 1.7 nm. This spectral
mode mismatch will lead to a noise improvement factor
in itself since the considered noise did not perfectly match
the single temporal mode considered for the signal. This
effect can be seen by measuring the output spectrum of
the cw noise after passing through the ultrafast switch, i.e.,
AAswitched ew = 1.54 nm. By considering a cw beam with
a narrow linewidth, i.e., < Algignal, @ NOise improvement
factor of 2360 is expected, matching our experimental
results.

APPENDIX D: MEASURING A SINGLE
SPECTROTEMPORAL MODE

The benefit of our technique lies in the fact that sin-
gle spatial and spectrotemporal modes are employed to

encode and decode information. By doing so, noise can
only enter our measurement apparatus through that sin-
gle optical mode. However, in our experiment we do not
exactly perform filtering of a single spectrotemporal mode.
Indeed, by using a sequence of filtering in the temporal
then spectral domain, we can achieve a filtering down to
a very small number of optical modes, see Figs. 8(c) and
8(d). However, even though a larger signal-to-noise ratio
would be achieved by projecting on a single spectrotem-
poral mode, the currently available techniques to do so still
possess modest efficiencies. Thus by sequentially filtering
both temporally and spectrally, we can achieve ultimate
noise tolerance by adjusting the level of filtering to opti-
mize both the signal-to-noise ratio as well as the total
efficiency. In order to assess the single-mode character of
our filtering technique, we numerically calculate the trans-
mission of different spectrotemporal modes through the
sequence of ultrafast temporal and spectral filtering, see
Fig. 8(c), compared to only spectral filtering, see Fig. 8(d).
For Hermite-Gauss modes with mode order larger than 4,
the transmission for the case of temporal and spectral filter
is already lower than 0.7%. However, for spectral filtering
alone, we see a significant contribution to noise due to
higher-order modes.

APPENDIX E: IMPLEMENTATION TO OTHER
DEGREES OF FREEDOM

We demonstrate the performance of our UTF scheme
in a polarization-based QKD proof-of-principle experi-
ment. However, our technique is not limited to this specific
degree of freedom, i.e., polarization. Other degrees of free-
dom, such as time bins, phase coding, and spatial modes,
can be advantageous for various experimental implemen-
tations. Hence, achieving ultimate noise resistance in
quantum-communication systems employing these vari-
ous degrees of freedom can be critical. Here, we briefly
describe how our UTF technique can be generalized to
other degrees of freedom.

1. Time bins

A common degree of freedom employed in QKD is
the temporal degree of freedom with time-bin encoding.
Typically, a signal is prepared as a train of pulses sep-
arated by a time determined by the temporal resolution
of the detectors (timing jitter) or the speed of the source
modulators. The information can either be encoded in the
time of arrival (computational basis) or by the relative
phase between pulses, which is known as phase coding
and will be described in the following section. In the
computational basis, time-bin encoding is advantageous
since it can propagate through a fiber channel with mini-
mal disturbance and can be straightforwardly detected with
a single-photon detector. Moreover, the number of time
bins can be extended beyond the standard two-dimensional
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(a) (b) FIG. 8. Numerical simulation of the ultrafast
10 10 switch. (a) Simulated switching response for
the following input experimental parameters:
0.8 g 08 pump pulse energy (2.47 nlJ), center wavelength
<06 gﬁ 06 (Apump = 800 nm), spectral bandwidth (AXpymp =
5 — _g —> 2.1 nm), signal wavelength (Asgna = 720.8 nm),
04 L2 £ 04 092 ps and length of the SMF (10 cm). The switch-
02 s 02 ing time given by the FWHM of the switching
response is given by 1.02 ps. (b) The switching
0= 0 oo 0.5 1.0 0= s 0o 05 1.0 trace is calculated by calculating the switching
Time (ps) Pump delay (ps) efficiency of a signal pulse with a spectral band-
(c) (d) width of Alggna = 1.7 nm as a function of the
0.8 Temporal + Spectral 08 Spectral delay between the pump and signal pulse. The
filtering filtering FWHM of the switching trace is given by 0.92 ps.
- 06 - 06 . . . .
g g Numerical evaluation of the transmission of vari-
é 04 g o4 ous Hermite-Gauss modes of mode order ranging
g g from 0 to 10 for combined temporal and spectral
T o2 o WH filter (c) and for only spectral filtering (d).
=8 T

01 23 456 78 910

Hermite-Gauss mode order

01 2 3 456 78 910

Hermite-Gauss mode order

configuration where larger information capacity could be
achieved and the UTF could still be employed. However,
for noise considerations, lower dimensions result in larger
noise tolerance. Hence, the time separation between the
two time bins may be selected at will to match experi-
mental requirements, e.g., nanoseconds’ time separation,
but the time-bin pulses themselves must be in near single
spectrotemporal modes, as described in the main text. By
doing so, only two optical modes are involved in the gen-
eration and detection of the signals dramatically reducing
the effect of noise.

The ultrafast temporal filter can then be applied to the
time-bin state by shaping the pump pulse to match the

pulse shape of the signal, i.e., a train of pump pulses
aligned with the train of signal pulses. The pump will then
switch only the two optical modes occupied by the signal.
After going through the UTF, the signal is detected by a
single-photon detector where the time of arrival of the sig-
nal is recorded and used to generate the raw key in the
QKD protocol.

2. Phase coding

A fundamental concept in QKD is the necessity to
encode and decode information in conjugate bases. If time-
bin encoding represents the temporal computational basis,

FIG. 9. Numerical simulation of

the ultrafast switch in the presence
of temporal fluctuations.

(a) Noise counts: 9.2 X 10> Hz (b) Noise counts: 1.12 x 10* Hz
107 107
Z 108 2108
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the conjugate bases are achieved via phase coding where
information is encoded in the relative phase of the signal
pulses. There exist various phase-coding protocols, e.g.,
differential phase shift, coherent one-way, and round-robin
differential phase shift. In all these protocols, the phase
is ultimately measured using some sort of interferometric
apparatus. In the simplest case, the relative phase between
two time bins can be measured using an unbalanced
Mach-Zehnder interferometer and two single-photon
detectors, i.e., one at each output port of the interferometer.
The relative phase between the pulses will dictate whether
constructive or destructive interference will take place at
the output beam splitter resulting in a detection event in
the first or the second output port, respectively.

As in the case of time-bin encoding, the signal must be
generated in near-single spectrotemporal mode pulses at
different arrival times. The UTF can then be introduced
before the interferometer to filter out noise outside the
optical modes considered. Since the UTF acts only on
the intensity of the signal states and does not alter their
phase, the phase information between the time bins is left
undisturbed by the UTF.

3. Frequency bins

Similar to time bins, information can be encoded and
decoded in frequency bins. Encoding in the frequency
degree of freedom can still be achieved in the presence of
our UTF with a near-unity efficiency. In practice, the inten-
sity of the pump is adjusted to achieve a 100% switching
efficiency of the quantum signal at a certain wavelength.
For the case of a dual-wavelength implementation a few
nanometers apart, switching efficiency in excess of 99%
can still be achieved over the various wavelengths.

4. Spatial modes

Finally, another degree of freedom that has received
attention for implementation in a QKD system are trans-
verse spatial modes. In particular, orbital angular momen-
tum (OAM) states of light have been demonstrated in
QKD implementations over free-space channels. At first
glance, our UTF may not seem compatible with higher-
order spatial modes since it requires coupling the signal
into a single-mode fiber. However, the UTF can simply be
introduced after the measurement of the spatial modes.

Indeed, most spatial mode techniques are based on the
fact that a single-mode fiber can act as a spatial mode filter
for the fundamental Gaussian mode. Thus, if a higher-
order spatial mode can be turned into the fundamental
Gaussian via phase manipulation (using a spatial light
modulator or refractive elements) then coupled to a single-
mode fiber, that higher-order mode can be measured. Thus,
since the last step of a spatial mode measurement scheme

is coupling to a single-mode fiber, the UTF can be intro-
duced at that stage with high efficiency due to the spatial
mode matching.

APPENDIX F: ULTRAFAST TEMPORAL
FILTERING IN THE PRESENCE OF TEMPORAL
FLUCTUATIONS

In our proposed scheme, fluctuations in the time of
arrival and polarization of the pulses from the sender to
the receiver can result in a serious limitation for practical
implementations. Indeed, temporal fluctuations can arise
from different causes, e.g., atmospheric turbulence, pulse
broadening, or low synchronization precision. Although
not a fundamental restriction, temporal fluctuations may
hinder the practicality and efficiency of our scheme using
UTF for quantum communication in noisy conditions. We
investigate this issue by performing a simulation of a noisy
QKD channel in the presence of temporal fluctuations.

In our simulation, we consider that Alice is preparing
pulses that are 1 ps in duration and that Bob applies a 1-ps
temporal filter. Four different scenarios are considered,
namely temporal fluctuations from the channel resulting in
pulse duration At of 1, 10, 100, and 500 ps at the receiver.
As a comparison, we consider the case of electronic time
filtering with an electronic gating time of 1 ns where tem-
poral fluctuations below 1 ns will have no effect on the
secret key rate. Moreover, we consider in our simulation
a polarization visibility of 0.99, a detector efficiency of
0.8, detector dark counts of 100 Hz, a repetition rate of
80 MHz, and for simplicity we are assuming single-photon
pulses.

In particular, we evaluate four different noise scenarios,
see Fig. 9. In the first case, see Fig. 9(a), a noise count
rate of 9.2 x 10 Hz is considered, where the loss thresh-
old of ETF is similar to the loss threshold of UTF with
temporal fluctuations A¢ = 10 ps. This means that for this
particular level of noise, if the temporal fluctuations are
larger than Ar = 10 ps, the ETF outperforms the use of
UTF. However, for larger noise levels, e.g., a noise count
rate of 8 x 10° Hz, see Fig. 9(d), the use of UTF even in
the presence of temporal fluctuations with Az = 500 ps, a
larger loss threshold is observed. Intermediate noise levels
are also simulated.

In summary, temporal fluctuations can affect the perfor-
mance of QKD in the presence of UTF. Nevertheless, for
large enough levels of noise, as is the case in daylight con-
ditions, UTF can still be beneficial even in the presence of
temporal fluctuations.
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