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Abstract
Data that are restricted are historically challenging for researchers to find and even more difficult to access. While efforts to

support open data have expanded in Canada, the same cannot be said for restricted data. To better understand the landscape
of restricted data in Canada, this study aimed to accomplish two primary goals: (1) identify data sources where data were
restricted and (2) assess a subset of health sciences data sources to determine how well they make their data discoverable and
accessible. Our study identified 137 Canadian data sources, where 48 health sciences sources were evaluated for discoverabil-
ity/accessibility. Data sources received poor grades with respect to data discovery due to a lack of metadata standards (38/48,
79%), an inability to find datasets through searching and browsing (32/46, 70%), and a lack of data documentation to support
reuse (27/48, 56%). The absence of pricing information (31/48, 65%) and opaque dataset restrictions (25/48, 52%) were identified
as key barriers to the data access request process. This study highlights significant room for improvement with respect to
improving the discovery of and access to restricted data in Canada and makes recommendations for how to better support
restricted data sources on a national scale.

Key words: restricted data discovery, data sharing, research data management, FAIR principles, open metadata, data access
processes

Introduction
Over the past 5 years, there has been a significant invest-

ment in developing digital research infrastructure, data man-
agement support, and establishing data sharing best prac-
tices to promote accessibility and usability of research data
in Canada. For example, Canada’s Tri-agency, which is com-
posed of the Canadian Institutes of Health Research (CIHR),
the Natural Sciences and Engineering Research Council, and
Social Sciences and Humanities Research Council, released
a data management policy (Government of Canada 2021),
which requires prospective applicants to submit a data man-
agement plan and indicate where they will deposit their data.
In addition, the Digital Research Alliance of Canada (Alliance)
was formed to support digital research infrastructure includ-
ing data repositories as well as research data management
(RDM) software and support for Canadian researchers. This
organization has established and supports national data shar-
ing platforms, including the Federated Research Data Repos-
itory, Lunaris, a national Dataverse repository, and a discov-
ery service to index, store, and provide access to Canadian

research data from across disciplines and sectors (Digital
Research Alliance of Canada 2022b, 2022c). Finally, the fed-
eral government released a Roadmap for Open Science in
2020, calling for all government-funded research outputs to
be made openly available by default (Government of Canada
2020a).

Finding and accessing data that is restricted or sensitive
remains a common challenge for researchers despite these
widespread efforts to improve data sharing. This challenge is
enhanced by the fact that restricted data are by their very na-
ture more difficult to access. For the purposes of this study,
we define restricted data as data that are not immediately ac-
cessible because they are restricted due to commercial, ethi-
cal, or legal reasons, or they are only available upon request.

Recent studies have shown that author-reporting on the
availability and accessibility of restricted data in publications
is poor, particularly with respect to providing clear language
and information in journal data availability statements (Read
et al. 2021; Gabelica et al. 2022; Page et al. 2022). A pre-
vious study completed by the corresponding author found
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that when CIHR-funded authors reported that data could be
shared or an application was required, none provided details
about how to access the data (Read et al. 2021). Gabelica et al.
(2022) encountered similar issues when trying to access data
from authors who stated in their data availability statements
that their data were available upon request; only 6.8% of au-
thors provided the requested data.

Beyond the insufficient author-reporting of restricted data,
existing research highlights a wealth of reasons why re-
searchers encounter barriers when trying to locate and ac-
cess restricted data. Researchers are not always adept at dis-
cerning whether a particular restricted access dataset might
be available to them (van Schaik et al. 2014; Ho et al. 2018;
Bekemeier et al. 2019; Mpango and Nabukenya 2019; Clayton
et al. 2021; Hanna et al. 2021; Pongiglione et al. 2021; Knosp
et al. 2022). Even when they have found a source for the re-
stricted data in question, they often face uncertainty about
their eligibility to access the data and are consequently hesi-
tant to invest time in finding out as inquiries can sometimes
take months or years (Boland et al. 2017; Ho et al. 2018; Lugg-
Widger et al. 2018; Rahimzadeh et al. 2018; Knosp et al. 2022).

Another set of challenges arise from poor infrastructure
for searching for, locating, and requesting restricted access
data, specifically poor search interfaces (or lack thereof),
difficult-to-use software, a lack of standardization for how
to submit data requests, and a lack of support from re-
stricted data stewards (Nancarrow 2013; Choudhury et al.
2014; Sarwate et al. 2014; van Schaik et al. 2014; Lugg-Widger
et al. 2018; Rahimzadeh et al. 2018; Garrison et al. 2019;
Bonomi et al. 2020). More generally, researchers have re-
ported difficulties in both understanding and navigating the
data application process (Sydes et al. 2015; Siu et al. 2016;
Ho et al. 2018; Prince et al. 2018; Rahimzadeh et al. 2018;
Bekemeier et al. 2019; Saulnier et al. 2019; Knosp et al. 2022).
For the purposes of this study, we define data stewards as in-
dividuals or organizations responsible for dataset documen-
tation, quality, storage, preservation, and access in any given
data source; the responsibilities of a data steward may also
include managing the technical infrastructure used to house
those datasets (CODATA no date).

Lugg-Widger et al. (2018) highlight that the difficulties in
acquiring restricted data for reuse can impede health re-
search, specifically “the re-use of this data requires a set of
complex approvals from multiple governing entities which
are often opaque, difficult to navigate and obtain, and so
pose risks to population based research”. Finally, several stud-
ies highlight that when a researcher is finally able to ob-
tain restricted data, the data are often of poor quality and
lack the documentation necessary to enable effective reuse
(Nancarrow 2013; van Schaik et al. 2014; Boland et al. 2017;
Prince et al. 2018; Bekemeier et al. 2019; Byrd et al. 2020;
Pongiglione et al. 2021).

These barriers to discovering, accessing, and using re-
stricted data have resulted in several consequences: re-
searchers have reported that they may limit their research
questions to data that can be more easily accessed (van Schaik
et al. 2014); researchers may invest a substantial amount of
resources (e.g., time and money) into acquiring data that can-
not be easily found and/or used (Siminski et al. 2021); and re-

searchers have highlighted that academic and non-academic
research (particularly in the health sector) is strongly limited
when restricted data lack sufficient means to facilitate dis-
covery and access (Lugg-Widger et al. 2018; Rahimzadeh et
al. 2018; Pongiglione et al. 2021).

While many of the studies above have examined the high-
level ethical and legal barriers to restricted data sharing, few
(Leahey 2014) have explored the barriers that data providers
across sectors face when trying to make their datasets dis-
coverable and accessible. To help address these barriers, a
Canadian national working group was formed to identify and
evaluate the challenges related to discovering and accessing
restricted data in Canada and to inform the ongoing devel-
opment of Canadian infrastructure for research data. To that
end, this study was undertaken to answer three primary re-
search questions:

RQ1: What types of Canadian access-limited data sources
include datasets that could be used for research purposes?

RQ2: Based on a sample of Canadian restricted health data
sources identified in RQ1, how well do these sources make
their data discoverable and accessible?

RQ3: What are the challenges associated with discovering
and accessing restricted data from the sample of Canadian
health data sources identified in RQ1?

The answers to these questions provide an opportunity to
address barriers associated with finding, accessing, and using
restricted data while examining it through a national lens. Ul-
timately, the findings identified in this study can inform how
Canadian restricted data sources and the Canadian RDM land-
scape can work toward improving the discovery, access, and
use of these data. While this study focuses on the Canadian
RDM landscape and restricted data sources, it can be used to
inform progress toward improving the discovery, access, and
use of both Canadian and international data.

Materials and methods

Design and setting
To identify and evaluate the ability for restricted data

sources to make their data discoverable and accessible, this
study took a two-step mixed methods approach that in-
cluded scoping the landscape of Canadian access-limited data
sources and grading Canadian health sciences data sources
based on their ability to make datasets easily discoverable
and accessible. This study began in January 2021 and was
completed in November 2021.

Step 1: scoping the landscape of Canadian
access-limited data

The first stage involved an environmental scan to iden-
tify the number and characteristics of Canadian data sources
that contained access-limited data. In this first stage, we
broadened our search beyond restricted data to identify any
Canadian data sources that were considered “access-limited”,
meaning they had significant barriers to discovery, access, or
use, even if the data may have been publicly available.
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To achieve this, we developed a search strategy to iden-
tify federal and provincial government resources, academic
institutions, private sectors, and not-for-profit sectors that
contained access-limited data (see Supplemental File 2). We
also looked within individual university, college, and govern-
ment websites to capture data sources we may have missed
with our original strategy. Finally, we consulted with mem-
bers of the Alliance RDM Network of Experts (Digital Research
Alliance of Canada 2022a) in meetings and through email
and the broader Canadian research data community via list-
servs to fill in gaps that may have been missed in our search
efforts.

Data sources were included if they indicated that some
or all data were available by request or if data could be
located but little to no information was provided about
the datasets themselves——even if they were publicly down-
loadable. When a data source was marked for inclu-
sion, the following information was captured: data source
name, region, description, URL, host institution, sector, and
discipline.

Data analysis for scoping exercise
For every data source identified, we examined the counts

for the region from which the data source originated, the sec-
tor, and the disciplinary focus of the data source. For the lat-
ter, we used the six top-level disciplinary divisions provided
by the Canadian Research and Development Classification for
Field of Research (Government of Canada 2020b). The data
dictionary is available on the Open Science Framework (Read
et al. 2022).

Step 2: grading discovery and access attributes in
health data sources

Grading a subset of health sciences data sources
Our scoping exercise identified health sciences data

sources as the most common discipline (n = 55) in our sam-
ple. We chose to use these data sources as a subset for our
grading analysis because they represented the largest disci-
plinary sample and provided us with the ability to consis-
tently compare discovery and access characteristics within
a single discipline. These data sources contained but were
not limited to administrative, clinical trial, medical educa-
tion, and registry, as well as patient and population health
research data. Prior research discussed in our introduction
suggests that these types of health data in particular are dif-
ficult to discover and access (van Schaik et al. 2014; Lugg-
Widger et al. 2018; Rahimzadeh et al. 2018; Pongiglione et al.
2021), despite the recognition of their value for research pur-
poses, thus adding further justification to focusing on their
discovery and access challenges. Using this subset, we identi-
fied common attributes related to discovery and access that
we could use to grade each data source.

Grading these data sources served to reveal key challenges
and areas for improvement with respect to restricted data dis-
covery and access in Canada.

Identifying data discovery and data access
attributes

Using the health sciences data sources subset, we identified
common attributes that represented the positive and nega-
tive characteristics associated with data discovery and access
within them. Authors were assigned to review a sample of 7–
10 health data sources and write narrative summaries about
how well each data source provided discovery and access in-
formation by answering the following questions:

� How well does the data source describe/list the datasets that
are available?

� How thoroughly are individual datasets described?
� If applicable, do datasets have metadata and how detailed

are they?
� Do datasets use an established metadata schema? (e.g.,

Dublin Core, DCAT)
� Can the datasets be searched within the data source (e.g.,

database, catalogue, etc.), if applicable?
� How thoroughly are dataset access requirements de-

scribed?
� How detailed and/or transparent are the instructions for ob-

taining access to the data?
� If the data access has associated costs, how transparently

are the costs described?
� Is a contact person/steward/governing body for the

dataset(s) clearly indicated?

Narrative summaries were then collated and summarized
into specific attributes related to the broader categories of
data discovery and data access. For the data discovery cate-
gory, we identified dataset description, dataset documenta-
tion, searchability and/or browsability of datasets, and meta-
data standards as the common attributes. For the data ac-
cess category, data access request processes, data restrictions,
quality of pricing information, and contact information were
identified as common attributes. These attributes are fully de-
fined in Table 1.

Developing and applying a data discovery and
access grading rubric

Using the attributes in Table 1, we developed grading crite-
ria to evaluate the 55 health data sources based on their data
discovery and access attributes using a letter grade system of
A through C (see Supplemental File S3). Using the finalized
criteria, each health data source was reviewed and graded by
two reviewers. If a conflict was present between the assigned
scores for a particular source from the two reviewers, a con-
sistent, third reviewer was assigned to make a final decision.

Data analysis of grading exercise
The final grading results were analyzed by identifying the

frequency of scores across all health data sources in our sam-
ple to identify areas of strength and weakness related to
data discovery and access. We then examined the degree to
which there was consistency between data discovery and ac-
cess scores within individual data sources using the Kendall
rank correlation coefficient, which quantifies the similarity
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Table 1. Data discovery and access attributes.

Attribute Definition

Data discovery

Dataset description Description of the data itself, including summary describing the purpose, nature, and scope of the data
collection, special characteristics of its contents, major subject areas covered, and major research questions.

Dataset documentation Detailed, structured information about the data itself that supports its interpretation and use.

Searchability/browsability If a data source has more than one dataset, there is the presence of mechanisms for searching and browsing
them (e.g., full search interface, table, list, etc.)

Metadata standards The presence of metadata standards applied within the data source. Metadata standards establish a common
way of structuring data about the dataset. For data sources that do not have individual datasets within
them, this section can be applied to the data source as a whole.

Data access

Data request process The presence, completeness, and clarity of information and/or content (e.g., application forms) required to
successfully submit a data access request and to understand the data access request process.

Dataset restrictions The criteria of persons/organizations/projects who are eligible to access the data. Data restrictions should
inform a user whether or not they would be eligible to acquire the data and should indicate what
parameters are necessary to meet eligibility.

Quality of pricing information The transparency of the costs associated with acquiring and using dataset(s).

Contact information The presence of information about a contact person who can support a data requester with understanding the
data or completing the application process.

of two different rankings of a set of objects (Kendall and Mau-
rice 1990). To make this calculation, we first sorted the data
sources based on the highest number of “A” grades and then
the highest number of “B” grades among our data discov-
ery attributes. We then assigned ranks based on this sorting
(A = 2, B = 1, C = 0), allowing for ties among the data sources.
We then repeated this same sorting and ranking for the data
access attributes in our sample of data sources. The goal of
this analysis was to discern whether data sources that scored
highly in data discovery received equivalent scores when de-
scribing their data access request processes.

Results

Canadian landscape of access-limited data
sources

Our scoping exercise was successful in identifying 137
access-limited data sources. Of these data sources, 49.6%
(n = 68) were provincial in scope, 48.9% (n = 67) were clas-
sified as national, 2.0% (n = 3) were from the territories, and
1.5% (n = 2) were classified as international with Canadian
datasets hosted within them. Each data source may have had
more than one geographic category assigned to it.

With respect to the sectors these data sources represent,
61.3% (n = 84) were from the government, 26.3% (n = 36)
originated from academic institutions, 15.3% (n = 21) were
from the non-profit sector, and 4.4% (n = 6) were hosted in
the private sector. 10.9% (n = 15) of data sources were classi-
fied as “other”, as they did not fit within the other predefined
categories. Categories assigned to each data source were not
mutually exclusive.

In terms of the disciplinary focus of the data sources iden-
tified, 40.8% (n = 56) were categorized as being related to
medical, health, and life sciences, 16.8% (n = 23) were con-
sidered general purpose, 16.8% (n = 23) were from the natu-

ral sciences, 5.8% (n = 8) were from the social sciences, 2.2%
(n = 3) were from agricultural and veterinary sciences, and
2.2% (n = 3) were from engineering and technology. The 16.8%
(n = 23) of data sources that were labelled as general pur-
pose represented data provided by provincial government
ministries and agencies and included a variety of categories
within our predefined list, including but not limited to gov-
ernment administrative records, the census, and parliamen-
tary debate transcripts. 15.3% (n = 21) were classified as other
as their focus was outside the scope of the predefined cate-
gories used in our analysis. For example, many data sources
drawn from Canada’s National Research Council focused on
property management, purchasing and requisition files, and
business opportunity data that did not fit within either of the
general purpose or discipline-specific categories. The com-
plete list of data sources identified is available in Supplemen-
tal File S4.

Health data source scoring results
From the health data sources identified, 48 of the 55

data sources were included in the final analysis. Seven data
sources were excluded because they either only accepted re-
quests from individuals for their own personal health record
data (n = 4) or the data source became inaccessible during
our study due to broken URL links (n = 3).

The grading exercise identified that 42% (n = 20) of data
sources did not receive an “A” grade in any category; how-
ever, 44% (n = 21) received an “A” grade in two or more cat-
egories. The majority of datasets received a “C” grade for a
lack of metadata standards (38/48, 79%), an inability to ex-
plore and discover datasets through searching and browsing
(34/48, 71%), or lack of data documentation to support in-
terpretability and reuse (27/48, 56%) (Fig. 1). Descriptions of
datasets themselves fared better in that 25% (n = 12) received
an “A” grade, and 37.5% (n = 18) received a “B” grade.
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Fig. 1. Grading results examining data discovery attributes in Canadian restricted health data sources.

The absence of or lack of clarity with respect to pricing in-
formation (31/48, 65%) and vague or non-existent information
related to dataset restrictions (25/48, 52%) were identified as
key barriers to the data access request process (i.e., received a
“C” grade). It is likely that many of the 31 sources without in-
formation about pricing are accessible for research purposes
at no cost; however, providing this information to potential
users is an important part in streamlining access. The actual
description of the data request process, however, identified
that 70.8% of data sources received an “A” (13/48, 27%) or “B”
(21/48, 43.8%) grade in this category. Similarly, contact infor-
mation was generally well described, as only 22.9% (n = 11)
received a “C” grade (Fig. 2).

The degree to which individual data sources were consis-
tent across discovery and access attributes was considered
“fair” according to Kendall’s tau ranked test (tau-b = 0.31,
p = 0.0059), indicating that data sources with higher discov-
ery grades also had higher access grades on average relative
to the other data sources in our sample.

Discussion and conclusions
This study provides preliminary insight into the discovery

and access characteristics of restricted health data sources in
Canada. In particular, this study highlights three key barri-
ers associated with data of this kind that both mirror find-
ings in previous research and introduce new complexities to
the restricted data sharing landscape. First, this study calls at-
tention to the challenges with discovery and accessing data
due to a lack of sufficient infrastructure. Second, not a sin-
gle data source received an “A” grade for metadata; for the
majority of data sources, metadata were either sparse or non-
existent. Finally, the availability of documentation for facili-
tating the reuse of datasets was lacking, resulting in an in-

ability to understand or interpret data in the sources we
identified.

To forge a path toward removing barriers in these three
areas, we elaborate below on the challenges associated with
these areas and suggest how to improve and support the dis-
covery and access of restricted data in relation to them. In
addition, we suggest approaches for examining data sources
beyond the health sector to provide a more holistic view of
the Canadian restricted data sharing landscape.

Improving restricted data infrastructure for
discovery and access

Infrastructure was observed across the sources at vary-
ing levels ranging from individual research projects, institu-
tional websites, large scale research organizations with sup-
port for data access, regional health data centres, and govern-
ment data access programs. This infrastructure diversity re-
flects variations across research disciplines, institutions, and
jurisdictions that may govern restricted data sharing, and
highlights the difficulties of standardizing discovery and ac-
cess to these data. The limited availability and high variabil-
ity in workflows across data sources can lead to challenges
around standardization, equitable access, and sustainability
at the human, project, and technological levels. Without con-
sistency and standardization across restricted data sources,
datasets will remain difficult to find, access, and use. In a
worst-case scenario, data sources that are under-resourced
may result in data loss——an issue we encountered during our
study as three sources became inaccessible during our analy-
sis.

This study highlights that data sharing infrastructure
in Canada does not adequately support making restricted
data FAIR (findable, accessible, interoperable, reusable)
(Wilkinson et al. 2016). The ideal state of restricted data dis-
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Fig. 2. Grading results examining data access attributes in Canadian restricted health data sources.

covery and access infrastructure has not been fully defined
or envisioned yet and requires a variety of stakeholders and
experts to come together to define relationships and roles
across institutions and jurisdictions. Researchers need ac-
cess to reliable, secure, institutionally approved infrastruc-
ture and workflows for storing, sharing, and preserving re-
search data to comply with funder and/or journal policies,
and to facilitate reproducibility and reuse of restricted data
across sectors. Without sufficient infrastructure, these data
will remain hidden, difficult to access, and may even be lost
due to lack of support. For an infrastructure model that sup-
ports restricted data discovery and access to be successful
on a national scale, we recommend that government (specif-
ically provincial/territorial health bodies), academic institu-
tions, and national data management initiatives (e.g., the Al-
liance) work together to develop a standardized model that
supports restricted data discovery and establishes standard
workflows for accessing restricted data for research purposes.

Developing and adopting robust discovery and
access metadata standards

We found no consistent metadata describing restricted
datasets or their access-specific requirements among data
sources we assessed. While some sources included non-
standardized metadata elements specific to restricted data,
the use of specific metadata schemas was absent. Our grad-
ing results demonstrate that data sources provide reasonably
good description of their data and the request process to ac-
cess them; however, a lack of metadata with which to struc-
ture or disseminate this information impedes their ability to
be discovered by the research community.

Restricted data sources could adopt existing metadata
schemas to positively impact discovery, use, and standard-
ization. The inclusion of structured metadata would help re-

searchers by reducing time and resources expended on iden-
tifying valuable datasets. The findings from our grading ex-
ercise emphasize this, as over half of the data sources did not
provide any information about who is eligible to access their
datasets. Structured metadata would also improve discovery
by increasing the potential for restricted data to be harnessed
by national aggregators. National aggregators play an impor-
tant role in making data discoverable, accessible, and there-
fore, reused; however, the extent to which they can perform
this function is limited by the lack of standardized, openly
available metadata. Those interested in using restricted data
can use metadata harvested by aggregators to filter and sort
data sources and datasets, so that they can identify data that
suit their needs.

Presently, existing metadata standards may not be suffi-
cient to adequately describe restricted data, specifically with
respect to the data access request process. Although gener-
alist metadata schemas include generic elements to describe
access restrictions, guidance for their application is often left
open-ended; for example, Dublin Core’s “accessRights” ele-
ment does not provide sufficient structure to describe ac-
cess procedures (Dublin Core Metadata Innovation 2020). In
practice, the values of these elements are often free text
and do not have consistent values. Moreover, vocabularies
to describe access——such as the Confederation for Open Ac-
cess Repositories Access Rights vocabulary (2021)——describe
the access status of a resource (such as “open access” or “re-
stricted access”) but do not describe the conditions of access
restrictions (such as who can access the resource or at what
cost).

Data sources would benefit from standard metadata ele-
ments to describe data access procedures, as expenditures
of resources deployed to make data discoverable, to create
data governance and access frameworks, and to ensure com-
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pliance may be reduced by addressing current ambiguities
in best practices. Researchers would also benefit from access
procedures being clearly defined in standardized metadata.
For example, the cost to access restricted data varies greatly
among data sources. If cost were to be included as a metadata
element by multiple data sources, a researcher could search
within a national aggregator to identify datasets that may be
accessed at no cost. This would greatly improve the ability of
researchers to identify data appropriate for their particular
study in relation to its funding.

One way for restricted data sources to adopt existing
metadata schemas and improve discoverability is to connect
with global research infrastructure. Digital object identifiers
(DOIs) are a type of persistent identifier commonly used for
research outputs——such as data and publications——with ac-
companying metadata. If restricted data sources were to be-
gin registering DOIs for their datasets, they would be pro-
viding standardized metadata——for example, according to the
DataCite Metadata Schema (2021)——and this metadata would
be publicly searchable and usable by aggregators.

Data are valuable insofar as researchers are aware they
exist and know they may access them. The gaps in exist-
ing metadata practices we found among data sources show
the importance of how information about data sources and
data access is communicated, not merely what is communi-
cated. Existing metadata schemas are necessary but need to
improve their ability to improve discovery of restricted data;
they currently do not provide sufficient structured metadata
to document restricted data access procedures.

Based on the lack of metadata identified in the 137 data
sources from this study, we believe a logical first step to im-
proving their discoverability would be to have them develop
metadata that align with a schema used by national aggrega-
tors like Lunaris (Digital Research Alliance of Canada 2023)——
Canada’s research data discovery platform——so that they can
be harvested by those systems. Creating metadata for these
data sources would in turn make them harvestable in other
systems such as Google Dataset Search.

Another recommendation resulting from this study is that
existing metadata standards bodies like DataCite (DataCite
2021), the Data Documentation Initiative (2023), and the W3C
Data Catalog Vocabulary (World Wide Web Consortium 2023)
must begin to develop more robust metadata to account for
the restricted data access request process. Without metadata
to sufficiently describe that process, it may be findable, but
the access challenges researchers face determining whether
they are eligible to access a dataset will persist.

Support and training for data documentation
best practices

From our grading exercise, only four data sources received
an “A” grade for the “Data Documentation” attribute. This
component of discoverability is critical for researchers as,
without the ability to view and/or interact with the data, a
researcher cannot know whether the data are suitable to an-
swer the research question unless they are sufficiently well
documented.

Careful and deliberate documentation of data can be oner-
ous and time consuming but provides the minimum benefit

for the researcher/organization who collected the data and
a maximum benefit for secondary users of the data. These
incentives are clearly reflected in the sub-optimal documen-
tation of the health data sources we investigated. The organi-
zations that fared well in our grading exercise were evidence
of this as large organizations with many administrative staff
were shown to have well-documented data, compared to data
sources from small research groups run mostly by academics
who had little to no documentation.

While this study has focused primarily on the issues of dis-
covery and access of restricted data, the lack of documen-
tation found in the health data sources indicate that much
of the data we identified may not be usable. Better training
and support for data stewards to develop strong data docu-
mentation are needed to facilitate secondary use of restricted
data, including but not limited to user guides, data dictio-
naries, documented code, and readme files. Funding bodies
implementing data management or sharing requirements,
national organizations like the Alliance who promote data
management best practices, and academic institutions who
host or support restricted data sources should invest in the
development of training programs for the data stewards re-
sponsible for these sources to ensure that they have the skills
necessary to develop sufficient documentation to enable data
repurposing or reuse.

Exploring the national landscape of
access-limited data sources

Returning to the first step of this study, our prelimi-
nary scoping of access-limited data in Canada identified data
sources from across sectors and disciplinary areas, capturing
a diverse landscape of data related to the sciences, infras-
tructure, environment, demography, agriculture, and oth-
ers. While our analysis was restricted to health-related data
sources within our sample, we see value in applying (or adapt-
ing) our methodological lens, materials, and findings to an
exploration of the remaining data sources that were not our
focus. Questions worth investigating include the following:
Do discovery and access trends among restricted data sources
vary widely by field/topic and sector? How well do non-health
sources perform against our grading rubric? Is a standard-
ized framework for making disparate restricted data more
discoverable and accessible a desirable or possible outcome?
At minimum, a thorough comparison of the discovery and
access characteristics of non-health data sources in our in-
ventory will provide insight into the challenges users and cu-
rators face when interacting with data that cannot be shared
openly.

This study provides a preliminary evaluation of Canadian
restricted health data sources’ ability to make their data dis-
coverable and accessible and highlights key gaps that need to
be addressed by the RDM community to improve their use. As
the Canadian government continues to release policies that
call for data to be FAIR, data sharing infrastructure must ac-
commodate the complexity of needs required for restricted
data to be found, acquired, and used. Without suitable dig-
ital infrastructure, better metadata, standardized workflows
for accessing data, and robust documentation to facilitate sec-
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ondary use, these valuable datasets will remain hidden, insuf-
ficiently supported, and underutilized.

Limitations
We acknowledge that the 137 data sources identified in

our study do not represent all Canadian access-limited data
sources, and some data sources may have been omitted.
That said, our team of experts in data discovery and access
searched as comprehensively as possible and reached out to
experts in the field to identify sources we may have missed.
One area that may be less represented than others is in the
province of Quebec, where we relied on the expertise of oth-
ers to provide us with French data sources.

With respect to the grading exercise, our scores were lim-
ited to what was available from the public version of the data
source only. It may be possible that additional description,
metadata, and documentation are available once a data re-
quest is made, and data are acquired. We did not want to bur-
den data sources with false requests, which is why we omit-
ted this step. Furthermore, our approach was meant to mimic
someone who was interested in the data and browsing for it
in the data source as if they were looking for data for the first
time.
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