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ABSTRACT

Remotely Piloted Aircraft Systems (RPAS), or drones, can carry out a variety of missions
in urban environments, including traffic monitoring, civil infrastructure inspection and pho-
tography. However, drone pilots can face multiple command and control challenges during
urban operations. Dense urban areas, where streets are flanked by high buildings on both
sides, can create urban canyons.

In this environment, signal propagation can be blocked or received through multiple paths
by reflection, refraction or scattering off building surfaces, which diminishes signal quality.
Drones rely on the Global Navigation Satellite System (GNSS) for navigation requiring an
unobstructed line of sight to the satellites. Buildings can reduce the quantity of satellites
visible to the drone and impair the drone’s flight control system. Probability models of
signal line of sight are presented, along with simulations to understand the influence of
certain parameters such as flight altitude, width between buildings, and the Fresnel zone
on the probability of reception. The influence of other physical factors such as weather
conditions and antenna positioning is also discussed.

Electromagnetic interference (EMI) can affect a drone’s navigation system and command
and control (C2) link. Both natural sources and artificial sources can cause EMI. The main
EMI sources in urban areas are presented and types of soft failure are classified according
to their level of impact. The distinction between front-door EMI and back-door EMI (based
on the route through which it enters the circuits of RPAS electronics) is discussed.
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CHAPTER 1 INTRODUCTION

Urban environments, characterized by their bustling activity, complex infrastructure, and
dense population present many challenges and opportunities for drone pilots. Remotely
Piloted Aircraft Systems (RPAS), also known as drones, are able to carry out a variety
of missions in urban environments. Their compact size, manoeuvrability, and increasing
affordability makes them ideal for a range of applications in cities such as:

− Photography/videography: drones provide a cost effective, versatile, accessible so-
lution for professionals and hobbyists to capture aerial images and videos.

− Civil Infrastructure inspection: drones can inspect complex infrastructure with vari-
ous sensors, such as thermal cameras, high-definition cameras and radar. [1]

− Urban planning: drones can be used for highly accurate 3D mapping, environmental
monitoring, urban traffic noise, green space monitoring, etc. [1]

− Traffic monitoring : drones can offer real-time traffic updates, helping in better traffic
management and aiding commuters. [2]

− Telecommunication: drones have the potential to play an important role for temporary
wireless networks, due to their high deployment flexibility, mobility and fast altitude-
changing capability. [3]

− Delivery services: as e-commerce and the demand for rapid delivery grow, drones
can provide efficient parcel delivery, bypassing ground traffic, reducing delivery times
and increasing transportation needs for the last mile delivery. [4]

− Emergency healthcare delivery: drones have the potential to dramatically reduce
delivery time of medical goods, including blood supplies, vaccines, drugs and medi-
cations, diagnostic samples, organs and defibrillators. [5]

Drone operation in urban environments can encounter multiple control and communication
challenges. In this literature review, we first identify the various sources of EMI. Following
this, we delve into the impacts of EMI, detailing the types of failures drones can suffer
due to EMI. Lastly, we address the challenges posed by physical obstacles in urban en-
vironments, focusing on issues related to the line of sight, Fresnel zone and multipath
effects, along with other relevant considerations such as the influence of meteorological
conditions.
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CHAPTER 2 Electromagnetic Interference

2.1 Sources of Electromagnetic Interference

Sources of EMI can be divided between EMI generated by human activities and EMI from
natural phenomena. They are the main factors causing failure in RPAS. [6]. This sec-
tion examines various EMI sources, including solar storms, high-voltage equipment, radio
transmitters, as well as EMI originating from within the components of the RPAS itself.
EMI refers to the broad concept of any unwanted electromagnetic energy that disrupts or
interferes with the normal functioning of electronic devices whereas RFI is a subset of EMI
that specifically refers to interference caused by signals in the radio frequency range.

2.1.1 Electrical Power Grid

A study assessed the possible impact of electromagnetic interference and signal scat-
tering of power line conductors on Global Navigation Satellite Systems (GNSS) [7]. Key
findings revealed that while satellite microwave signals are weak at the Earth’s surface, the
noise from power line corona discharges could potentially degrade GPS performance. EMI
from power line conductors becomes significant only when there is a substantial corona,
typically on transmission lines with voltage exceeding 230 kV. Figure 2.1 shows the differ-
ent high-voltages lines used by Hydro Québec.

Figure removed — copyrighted content

Figure 2.1 Different high-voltages lines used by Hydro Québec. Adapted from Hydro
Québec, [8]

The study also shows that corona noise is amplified during foul weather conditions by
15-25 dB and increases by about 1 dB for every 300 m rise in altitude above sea level.
Interestingly, the study showed that interference is mainly a concern for frequencies below
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30 MHz, which does not impact microwave frequency GPS receivers. Despite this po-
tential interference, the study concluded that it is improbable for power line conductors to
hinder the function of GPS signals. This is further reinforced by measurements and analyt-
ical models which demonstrated that electromagnetic scattering by power line conductors
is unlikely to cause significant degradation to GPS signals. However, it was noted that
while power lines might not affect GPS signals, they could influence other components,
such as magnetic compasses and different measurement modules.

Power lines act as extended conductors, producing a magnetic field directly related to the
current that flows through them. This magnetic field takes on a circular formation around
a single conductor, but becomes more intricate with multiple conductors. Typically, these
power lines carry an alternating current, oscillating at frequencies of 50 or 60 Hz with a
current reaching hundreds of amperes. This creates a powerful alternating magnetic field,
which, at less than one meter from the power line, surpasses the strength of the Earth’s
natural magnetic field. [9]

In a study dedicated to understanding the influence of magnetic interference on drones
during high voltage power line inspections, specific field tests were conducted using a
small drone. These tests took place between towers of two transmission lines with volt-
ages of 345 kV and 765 kV. The method involved incrementally moving the drone’s take-off
location closer to the power lines by 5-meter intervals. Special attention was given to po-
tential misestimations in the drone’s flight direction attributed to magnetic disturbances.
Ground control station (GCS) monitoring revealed compass error messages indicative of
magnetic interference. The interference was pronounced when the drone was within 15
meters of the 345 kV lines and 30 meters of the 765 kV lines. Detailed measurements indi-
cated that the magnetic field experienced variations of ±20–25% compared to the standard
geomagnetic field of 50µT. Based on these insights, the study proposed safe operational
distances for drones to be 30 meters from the 345 kV lines and 45 meters from the 765
kV lines, incorporating a 15-meter safety margin. This safety margin was empirically de-
termined to ensure drone operators have ample response time during unexpected drone
malfunctions or sudden wind gusts. [10]

2.1.2 Wireless Communication

The modern world is saturated with radio frequency emissions, originating from a diverse
array of sources, especially in urban environments, around airports and harbours, where
the density of these sources is significantly higher. These emissions encompass a wide
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spectrum, including but not limited to cellphone tower signals, television broadcasts, ra-
dio transmissions, two-way radios, Wi-Fi hotspots, various radar systems, and telemetry
signals. [11] [6]

In the research conducted by [11], the Radio Frequency Interference (RFI) effects on two
different RPAS Command and Control (C2) links were evaluated. The first RPAS was a
commercial model (unspecified) with a Cube Orange autopilot (3 IMUs) and a Herelink
controller. The second RPAS was custom-built and used a PX4 autopilot (1 IMU) and a
Radiolink AT9S Pro controller. Both operating at a frequency of 2.4 GHz, they were tested
against generated RFI noise overlapping their bandwidth at different Interference-to-Signal
Ratio (ISR). The first RPAS used a Herelink Controller with Orthogonal Frequency-division
Multiplexing (OFDM) signal modulation and the second RPAS used a Radiolink controller
with a hybrid Frequency-hopping Spread Spectrum (FHSS) and Direct Sequence Spread
Spectrum (DSSS) signal modulation. This study is representative of what would likely hap-
pen in an unintentional RFI scenario, such as when a drone is near a Wi-Fi access point
or approaching a cellphone base station where overlapping and adjacent band signals are
emitted.

During the tests, the Herelink controller was mostly affected by in-band RFI from Wi-Fi
channel 13 that overlaps the controller’s third band. Cellular base stations emit adjacent
frequencies in the 2496 MHz to 2690 MHz band that could also break the C2 link (5G NR
band n41 and 4G LTE channel b41).

According to the results, the safety threshold ISR should not be higher than 2 dB for a
stable C2 link connection. Figure 2.2 illustrates the safe and unsafe regions based on
transmit power and range ratios, where the unsafe areas are represented by blue points,
and the ISR scale is indicated on the color bar. The C2 link became unstable above 2
dB where it started to disconnect and connect continuously and completely disconnected
above 11 dB.

The ISR can be calculated as follows :

ISR =
Ptx2

Ptx1

����
dB

− 20 log10
R2

R1

where Ptx1 is the remote controller transmit power and Ptx2 is the Wi-Fi access point trans-
mit power at a respective distance of R1 and R2 from the RPAS. Generally, the more power
the RFI antenna is emitting in the frequency range of the C2 link, the greater the distance
should be between the antenna and both the drone and the controller in order to minimize
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Figure removed — copyrighted content

Figure 2.2 Scenario of in-band RFI from Wi-Fi channel 13. Adapted from Li, IEEE Sym-
posium on Electromagnetic Compatibility Signal/Power Integrity, 2023, [11]

the risk of signal interference.

2.1.3 Self/Internal Interference

Most small RPAS are designed with a plastic fuselage and unshielded cables to meet
the requirements of low cost, long endurance, flexibility, and easy operation [6]. They
can experience internal issues from electromagnetic interference, particularly where their
structure is densely packed in a compact chassis housing various electronic components
for power, control, and wireless communication and around motors. [12]

2.1.4 Solar storms

Solar storms, such as flares and coronal mass ejections where vast clouds of plasma and
magnetic fields are projected from the Sun, possess the capability to significantly disrupt
GPS signals. Modern navigational systems, particularly those reliant on radio-wave sig-
nals reflecting from or journeying through the ionosphere, are susceptible to various space
weather effects. The Global Positioning System (GPS), a prominent example, determines
a receiver’s position based on the known positions of satellites and their distances from the
receiver. However, as these signals navigate the ionosphere, they interact with its electron
density profile. With solar storms causing marked perturbations in the geomagnetic field
and alterations in ionospheric electron density, the resulting impact on the speed of the
GPS radio waves introduces a propagation delay which subsequently generates range
errors in GPS signals. [13]

A particularly vivid instance of this phenomenon was witnessed during the unexpectedly
strong solar activity on December 6 and 13, 2006, a period within the 11-year solar cycle’s
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minimum. The solar radio emission following the December 13 flare dwarfed that of previ-
ous known flares by magnitudes. This led to significant disruptions in high-precision GPS
positioning, with the entire sunlit side of the Earth experiencing impaired GPS functionality
for over 10 minutes, as observed by [14]. An interesting effect of this disruption is the ele-
vated noise level during potent solar radio bursts, especially at low elevations, which can
exceed the GPS signal and consequently lead to phase tracking failures, the magnitude
of which is influenced by the signal-to-noise ratio thresholds varying across different GPS
receivers.

The K-index is used to characterize the magnitude of geomagnetic activity caused by solar
disturbances, such as solar flares or coronal mass ejections. It represents how much the
Earth’s magnetic field varies over a three-hour period. The K-index ranges from 0 to 9,
where 0 indicates very calm conditions and 5 or more indicating a geomagnetic storm.
RPAS operators should avoid flying at a K-index above 5 because geomagnetic storms
will degrade GPS accuracy and cause communication interference.

2.2 Soft Failures and Impacts of EMI

Electromagnetic interference can impact the RPAS’s measurement and control communi-
cation system in three primary areas:

1. The data link communication system that handles the transmission of uplink and
downlink signals.

2. The navigation and positioning system responsible for the RPAS’s self-positioning
and navigation.

3. Various measurement modules gathering information such as IMU, barometer, mag-
netic compass, etc.

Electromagnetic interference can be defined by three elements: the source of interference,
the way of interference, and the device being interfered with. [15]

2.2.1 Way of Interference

According to a survey from [15], EMI can affect an RPAS through four channels: the
receiver, the fuselage, internal electromagnetic leakage and cable connections.
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The GPS receiver, equipped with an antenna to receive satellite signals, also faces chal-
lenges due to low power and long-distance transmissions. To effectively capture these
faint satellite signals, the receiver requires high sensitivity, thereby diminishing its ability to
resist EMI. [16]

In [11], EMI is separated in front-door EMI and back-door EMI based on the route through
which it enters the circuits of RPAS electronics.

Front-door EMI affects a RPAS when EMI sources interfere with it by entering its circuits
through a channel meant for receiving Radio Frequency (RF) energy like an antenna. In
those cases, even a radiated electric field less than 1 V/m can disrupt the C2 link if the
frequency being radiated is equal to or close to the frequency of the data link.

Back-door EMI is when RF sources interfere with a RPAS through a channel that is not
intended to accept RF energy such as through a capacitive coupling of the RF electrical
field. A small RPAS may experience back-door EMI if it is near EMI sources with RF
electric field strength greater than 10 to 30 V/m.

The authors of [6] roughly categorize the root causes of soft failures affecting microcon-
trollers and sensors (barometer, compass, IMU, GPS) into two types. The first and most
commonly observed type of soft failure is when the microcontroller or sensor remains func-
tionally normal, but its ability to collect or generate data is impaired due to RFI. The RFI
signal primarily enters through the antenna, resulting in a reduced signal-to-noise ratio
and leads to failures in data reception.

The second type is abnormal operation or communication disruption. This type involves
more severe issues where the sensor or chip exhibits abnormal behaviour. It may include
communication failures or loss of connection with the core microprocessor and it is char-
acterized by the absence of any record in the system log for the related module. This type
of failure is more likely to occur in RFI frequency bands ranging from 30 to 200 MHz. One
potential cause is that unshielded cables act as improvised antennas. The interference
signal coupled into the system from the cable is likely to disturb the stability of the power
supply. The voltage jitters affect the stability of the system, leading to system soft failure.

Understanding the frequency bands used by drones is crucial for assessing their vulnera-
bility to front-door RFI.

The legacy GPS signals include the coarse/acquisition- (C/A-) code signal on the link 1
(L1) carrier frequency of 1575.42 MHz and the precision- (P-) code signal on both L1 and
the link 2 (L2) frequency of 1227.6 MHz [17]
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RPAS C2 links commonly use the Wi-Fi IEEE 802.11 a/n/ac standard which operates in the
2.4 GHz frequency band. Another less frequently used C2 link is cellular communication
on the 3G/4G band, provided by mobile operators. While simple and widespread, it suffers
from similar shortcomings as IEEE 802.11, including susceptibility to interference, limited
coverage, and signal strength issues.

Analog systems, although less commonly used nowadays, offer advantages such as low
delay and direct radio frequency signal modulation. However, they have drawbacks such
as signal attenuation during transmission, susceptibility to interference, low security, and
the need for 100% duty cycle transmission, limiting their spectrum efficiency. [15]

2.2.2 Device Being Interfered with

In [6], the authors induced radio frequency interference in RPAS to determine the RFI
source, coupling paths as well as the susceptible module and classify soft failure modes.
The test setup consists of a small custom-built quadrotor RPAS based on the F450 frame
and using a ArduPilot Mega 2.8 controller. A RFI generation system, adhering to the ISO
11452-2 standard, is used. The experiments were carried out in a semi-anechoic cham-
ber, equipped with a forwarding system specifically designed to relay the GPS signal from
outside. Multiple tests were conducted to assess system sluggishness, sensor perfor-
mance degradation, and the efficacy of communication with the mission planner over a
broad frequency range, from 2 MHz to 3 GHz, and under varying electric field strengths
that ranged from 20 V/m to 200 V/m. The soft failures observed and analyzed during the
tests are identified as follows :

SF1 : Undetected error leading to abnormal sensor logs (SF1.1), system degradation or
slow down (SF1.2)

SF2 : Detected error from mission planner and log files, bad barometer health (SF2.1)
like bad compass health (SF2.2), lost of GPS lock or bad GPS log (SF2.3)

SF3 : System failsafe triggered (SF3.1) or RPAS shut down (SF3.2)

SF1 failures occurred mainly in the frequency range of 1 to 3 GHz where performance
degradation of the sensors was noticeable. System sluggishness was noticeable at fre-
quencies from 200 to 243 MHz and 374 to 512 MHz as shown in Figure 2.3.

SF2 failures included failure to read data from the barometer, compass, GPS module and
C2 link loss. Figure 2.4 shows SF2 failures over the full frequency band. The compass is
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Figure removed — copyrighted
content

(a) SF1.1 failures

Figure removed — copyrighted
content

(b) SF1.2 failures

Figure 2.3 SF1 failures over the full frequency band. Adapted from He, IEEE Transactions
on Electromagnetic Compatibility, 2022, [6]

the only sensor that worked normally during the entirety of the tests. The barometer failed
at frequencies from 164 to 171 MHz with an electric field strength of 30 V/m, indicating its
strong ability to resist RFI. Soft failures of the GPS module occurred sporadically from 2
MHz to 1 GHz at different electric field strengths. At frequencies of 1 to 3 GHz and electric
field strengths of 30 V/m and more, the GPS module was unable to determine its position.
The C2 link was not affected at frequencies below 1 GHz. At frequencies from 1 to 3 GHz,
the interference on the C2 link was noticeable at electric field strengths of 40 and 50 V/m
but not at 30 V/m.

Figure removed —
copyrighted content

(a) SF2.1 failures

Figure removed —
copyrighted content

(b) SF2.2 failures

Figure removed —
copyrighted content

(c) SF2.3 failures

Figure 2.4 SF2 failures over the full frequency band. Adapted from He, IEEE Transactions
on Electromagnetic Compatibility, 2022, [6]

SF3 failures triggering failsafes occurred at frequencies from 48 to 57 MHz with an electric
field strength of 50 V/m and at 117 MHz with 30 V/m. The system shut down at frequencies
from 57 MHz to 1293 MHz with an electric field strength of 30 to 50 V/m as shown in
Figure 2.5.



10

Figure removed — copyrighted
content

(a) SF3.1 failures

Figure removed — copyrighted
content

(b) SF3.2 failures

Figure 2.5 SF3 failures over the full frequency band. Adapted from He, IEEE Transactions
on Electromagnetic Compatibility, 2022, [6]

The study [18] presents a model to predict EMI issues based on the drone’s flight pa-
rameters. The results regarding signal attenuation and EMI frequencies demonstrate a
notable sensitivity of the data link to in-band EMI, particularly when the bandwidth is close
to 16 MHz, even at very low electric field strengths below 1 V/m. It was observed that an
increase in operational signal level (signal strength) received by the RPAS resulted in an
increase of the threshold for in-band EMI. Additionally, for a given signal-to-noise ratio, the
ISR remains nearly constant until the received EMI becomes excessively large (beyond
-50 dBm) as shown in Figure 2.6 at three different frequencies. At this point, the sys-
tem enters a nonlinear range, which suggests that theoretical derivations are not sufficient
on their own to determine the electromagnetic sensitivity accurately. This underscores
the necessity for practical testing to ensure reliable RPAS operation under various EMI
conditions.

Figure removed — copyrighted content

Figure 2.6 Datalink state versus ISR at the constant SNR where Pij is received interfer-
ence power and Pis is received signal strenght. Adapted from Zhang, IEEE Transactions
on Electromagnetic Compatibility, 2019, [18]

From [15], when subjected to electromagnetic interference, the quality of the image sig-
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nal deteriorates, characterized by reduction in image resolution, decreased clarity, and
increased errors. If the intensity of the interference surpasses the tolerance threshold
of the receiving equipment, complete image loss can occur. Also, the study found that
corona discharges can occur on the surface of an insulator if other connected insulators
are damaged or have poor performance. At a certain tension value, air is ionized and the
corona discharge occurs, generating very strong electromagnetic fields at a partial dis-
charge frequency of 1 MHz to 10,000 MHz and it overlaps with the L1 and L2 frequency
bands of GPS. If the electromagnetic wave signal produced has the same frequency as the
GPS signal and reaches a specific signal strength, it can cause co-channel interference,
subsequently reducing the accuracy of GPS positioning. Finally, high-power EMI can ef-
ficiently couple into electronic equipment, causing significant electromagnetic radiation
effects on RPAS within certain frequency ranges. Such interference can seriously disrupt
critical components including the main processor, GPS receiver and sensors. Damage
to electronic components caused by electromagnetic pulses can be categorized into four
modes [15] :

Instantaneous interference : Low coupling power is equivalent to introducing noise or
interference signals to the system, affecting the normal operation of electronic com-
ponents.

High voltage breakdown : The electromagnetic energy coupled into the electronic com-
ponents is converted into high voltage and high current, causing breakdown in elec-
tronic components.

Device burnout : Pneumatic heating caused by corona discharges sharply increases the
component surface temperature, leading to complex physical and chemical changes
in the surface material, destroying semiconductor devices or fusing wires.

Microwave heating : The electromagnetic pulse heats the device temperature to exceed
the temperature limit of normal operation.

If the electromagnetic pulses are sufficiently strong, they can disrupt the C2 link, poten-
tially leading to loss of control of the drone. The disruption may result in the aircraft
becoming uncontrollable, overturning, or crashing due to various issues like changes in
pulse position modulation signal duty cycles, damage to actuators or motor failure.
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CHAPTER 3 Physical Obstacles

Buildings, trees, and other structures can obstruct the direct line of sight between the GCS
and the RPAS, causing signal attenuation or complete loss. The topography of the terrain
can also cause signal obstructions and should be considered when predicting LoS of flight
missions.

In densely built-up areas, the signal is frequently obstructed and reflects on nearby ob-
jects leading to a phenomenon known as multipath as shown in Figure 3.1. Ray-tracing
techniques using real data from detailed building and terrain databases can accurately
predict signal coverage in an area of operation. However, suitable databases are often not
available and a less precise statistical model can be used.

Figure removed — copyrighted content

Figure 3.1 Multipath reflection of GNSS signals in a dense urban area.

In an urban or suburban area, multipath reflections are less common than signal obstruc-
tions caused by buildings or vegetation. When building a prediction model, the compu-
tation of multipath signal reflections can be reduced. Single-bounce reflection subject to
its own diffraction’s losses is preferred to minimize computational overhead. The phase
and polarization effects of the surface scattering model is suggested to be ignored for the
same reason.

3.1 C2 Link Line of Sight

The drone C2 link is affected by multipath fading and Doppler shift because it is used on a
moving vehicle in a complex environment. Due to the broad antenna beam of commonly
used dipole or patch antennas, multiple paths of the radio signal can reach the receiving
antenna. Many factors such as ground features, topography, and the moving speed of
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the transmitting and receiving ends influence the severity of the path reflections. During
this transmission journey, these multiple signal waves interact with each other, leading
to a phenomenon known as intersymbol interference. Consequently, when the receiving
antenna combines these signals, it results in distortions in both the phase and amplitude,
potentially degrading the quality of the communication link. [15]

When creating statistical RF models of urban environments, it is essential to consider the
building layout and features of the area. The International Telecommunication Union (ITU)
has provided a standard for such areas, utilizing three parameters to represent the general
geometry of an urban region.

α : the ratio of the land area covered by buildings to the total land area.

β : the number of buildings per unit area (buildings/km2).

γ : the statistical distribution of building heights expressed as a Rayleigh probability dis-
tribution P (h) = h

γ2 exp
−h2

2γ2 where h is the building height in meters.

From these parameters, city models can be generated and used to create statistical RF
models in order to characterize the air-to-ground propagation over different urban environ-
ments. An algorithm is presented to calculate LoS probability from a ground distance r

between a transmitter and a receiver :

PLoS,i =
iY

j=0

   1− exp
−
h
htx − (j+1/2)(htx−hrx)

i+1

i2
2γ2

   
where i = floor(r

√
αβ − 1). [19]

In a study [20], a ray tracing simulation of an airborne wireless radio base station is per-
formed at three frequencies (700 MHz, 2,000 MHz and 5,800 MHz), simulated over four
different urban environments using Wireless InSite ray tracing software for three types of
rays as shown in Figure 3.2. Those environments are set up using the ITU parameters.
In order to understand the simulation results and create a radio model, three propagation
groups were classified as follows :

G1 : Receivers favouring LoS or near-LOS condition.

G2 : Receivers with no LoS but still receiving coverage via strong reflection and refraction.
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Figure 3.2 The three different types of the simulated rays. Adapted from Al-Hourani, IEEE
Global Communications Conference, 2014, [20]

G3 : Receivers suffering deep fading.

G1 and G2 groups were organized in terms of excessive path loss as a function of the
elevation angle. In order to simplify the mathematical modelling of the propagation group
distribution, a Gaussian distribution model was used to express the standard deviation as
a function of the elevation angle. From there, each of subset is plotted as its standard
deviation as a function of the elevation angle and is fitted to an exponential curve of the
type σξ(θ) = aξ exp (−bξθ) where aξ and bξ depend on frequency and environmental pa-
rameters. Finally, an explicit form of the probability of group occurrence in function of the
elevation angle is curved fitted. The paper proposes a method to create a mathematical
model to calculate the expected path loss for receivers in a certain geographical area.
While the RF model shows a high level of accuracy and speeds up simulation computa-
tion time, the authors noted that it cannot match the accuracy of site-specific ray tracing
simulations.

In [21], the authors measure the signal-to-noise plus interference-ratio (SINR) between
a fixed wing RPAS carrying a cellphone and a cellular tower at different heights. Mea-
surements were performed in C-band (5060 MHz) and L-band (968 MHz), being both the
bands pointed out by ITU (International Telecommunications Union) as main candidates
for dedicated C2 links [21].

The RPAS flew at altitudes of 20, 40, 60, 80 and 100 m. The SINR increased each time
the altitude lowered, with variations of 0.4, 2.8, 2.9 and 5.4 dB. The biggest degradation
recorded was from 40 m to 20 m even if the RF link was in direct LoS as shown in Fig-
ure 3.3. The authors defined a rule of thumb stating that any obstruction above 40% of
the first Fresnel zone’s radius can lead to a significant increase in signal pathloss, adding
as much as 6 dB on top of free space loss.
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Figure 3.3 Fresnel zone plots flights at 20 m and 40 m altitude. Adapted from Amorim,
IEEE 85th Vehicular Technology Conference, 2017, [21]

This approach acknowledges that elements within the first Fresnel zone can significantly
escalate pathloss, thereby deviating from the simpler predictions of free-space propaga-
tion models. The zone is defined by an ellipsoid around the signal main path, with the
radius at a distance d0 being given by :

r(d0) =

r
λd0(D − d0)

D

where λ represents radio wavelengths, D the distance between the transmitter and re-
ceiver and d0 an intermediate distance.

For reference, a signal at a frequency of 2.4 GHz and transmitted over a distance (D) of
400 meters would have a First Fresnel zone radius at midpoint (d0 = D/2) of 3.54 meters.
Following the same guidelines minimizing path loss, we find that the unobstructed radius
should be at least 2.12 meters around the direct LoS (60% of 3.54 meters).

3.2 GNSS Availability

Global Navigation Satellite Systems (GNSS) offer world-wide coverage through different
satellite constellation systems such as the U.S. Global Positioning System (GPS), Russian
GLONASS, Europe’s Galileo and Chinese Beidou. GNSS receivers need a direct LoS to
the satellites to operate.

The reception of multipath signals results in pseudorange errors and carrier phase errors.
The multipath signal travels longer distances and, if the receiver is in motion, it can also
have a different frequency (Doppler effect). Multipath fading occurs because the satellite
signal is received not only via the direct path but also after being reflected from objects in
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the surroundings, which can cause a deep fade. [22] [23]

In the study conducted by [24], a specialized software tool was developed to facilitate
the calculation of LoS availability using almanacs from both GPS and Galileo satellite
constellations, which together comprise a total of 59 satellites. Satellite coordinates were
determined for 96 epochs with a separation of 2.5 hours across a 10-day period. This
study focused on satellite signal LoS availability expressed in percentages of time, so
reflections and diffraction effects were not taken into account.

The urban scenario modelled featured twelve building blocks delineated by streets of var-
ious widths to mimic diverse urban landscapes: alleys (5 m wide), regular streets (20 m
wide), and open areas (80 m wide), paired with buildings of varying heights (8, 15, 30,
and 100 m). The signal LoS was calculated for the 96 epochs at 23 receiver locations.
Figure 3.4 shows the receiver locations.

Figure removed — copyrighted content

Figure 3.4 Receiver locations used for the availability analyses in the urban canyon model.
The locations 1, 4, 7, 12, and 17–21 are on the axes of the streets; locations 3, 6, 9–11,
22, and 23 are located 10 cm from the walls; locations 2, 5, 8, and 13–16 are at one (three)
quarter of the street width; locations 1–3, 11, 16, and 21–23 are halfway the street length;
locations 4–6, 10, 15, and 20 are at one (three) quarter of the street length. Adapted from
Kleijer, Location Based Services and TeleCartography II, 2009, Springer, [24]

The authors claim that in order to rely on GNSS for navigation, a signal LoS availability of
95% is required. The results from the study reveal the following findings :

• In alleyways (5 m wide), achieving 95% signal LoS availability is only possible at
the center of alley intersections when the surrounding buildings are no more than 8
meters tall (2 story house).

• In streets (20 m wide), achieving 95% signal LoS availability is always reached with
regular houses. Surrounded by 15 m high buildings (4-5 stories), it is only possible
at intersections and along East-West streets but not against walls. With blocks of
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30 m high buildings (10 stories), it is only reached at intersections. When buildings
reach 100 m of height (30 stories), the highest signal LoS availability recorded at any
position drops to merely 20%.

• In open areas (80 m wide), achieving 95% signal LoS availability is possible every-
where with 8 m and 15 m tall buildings. With 30 m tall buildings, it is only possible
if the receiver is not against a wall. Surrounded by 100 m high buildings, it is only
achieved in the middle. This reveals that even in open spaces, the proximity to tall
buildings drastically affects the ability to maintain consistent signal LoS with satel-
lites.

Figure removed — copyrighted
content

(a) GPS only

Figure removed — copyrighted
content

(b) GPS and Galileo

Figure 3.5 Median PDOP values in the urban canyon model with parameters length =
50 m, width = 20 m, height = 8 m. Adapted from Kleijer, Location Based Services and
TeleCartography II, 2009, Springer, [24]

The study’s results also highlight the multiple GNSS constellation approach as a pivotal
factor in enhancing the reliability of the LoS availability, especially in urban settings. Fig-
ure 3.5 clearly shows the increase in reliability of using two constellations instead of one,
where the position dilution-of-precision (PDOP) value is a dimensionless value derived
from the covariance matrix of the observations that is representative of the 3D position
accuracy.

This approach is also studied in the research by [25]. The core objective of the study
is to measure the extent of improvement within dense urban areas. To achieve this, the
researchers utilized a highly accurate 3-D model of a section of central London, ensuring
decimeter-level precision for their simulations. The study encompasses all major GNSS
networks, including GPS, GLONASS, Galileo, and Compass, to provide a comprehensive
analysis. The evaluation was conducted along two simulated routes, designed to mimic
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the movements of vehicles and pedestrians, respectively, through the same urban envi-
ronment. Notably, the pedestrian route was positioned closer to buildings, presenting a
more challenging scenario for GNSS navigation due to potential signal obstructions.

Findings revealed that, despite the inclusion of all four satellite constellations, the Hori-
zontal DOP criterion was only considered acceptable (below 5) 69% of the time for the
pedestrian route and 90% of the time for the vehicle route. The study highlights that lever-
aging the full capacity of all four GNSS constellations significantly enhances navigation
accuracy, a benefit that continues to grow as the satellite constellations undergo further
improvements. Figure 3.6 shows the growth of GNSS constellations from 1980 to 2020.
The number of operational satellites has nearly doubled from 2010 with the commissioning
of Galileo and BeiDou-3.

Figure removed — copyrighted content

Figure 3.6 The number of in-orbit satellites in GNSSs and RNSSs. Adapted from Shi,
Satellite Navigation for Digital Earth, 2020, Springer, [26]

Real experiments have been carried out to compare the model-predicted satellite visi-
bility with real-world observations. The predicted satellite visibility generally agrees with
the experimental observation. However, there were notable discrepancies in a significant
number of instances, attributable to two main categories of reasons:

1. Unexpected signals were observed due to diffraction, reception of reflected signals
via non LoS paths, inaccuracies in the city model, and the presence of buildings in
the model that no longer exist.

2. Signals predicted but not observed can be attributed to unrecorded new buildings,
trees, and street furniture at test sites, with small objects often causing brief signal
tracking interruptions in the test data.
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3.3 Meteorological Conditions

Adverse meteorological conditions can significantly impair the communication capabilities
of drones, leading to potential disruptions or failures in their operation. In [27], the authors
evaluate the relationship between RPAS coverage area (area where C2 link is available),
optimal altitude, and signal path loss corrections tied to varying weather elements such as
rain, fog, and snow at the frequencies of 28 GHz and 71 GHz, which are earmarked for
future 5G wireless communication systems.

A ray tracing simulation is done in Matlab. The propagation model for communications
between a UAV and ground users under various weather conditions can be represented
as :

PLmax = PLoS(θ)× PLLoS + (1− PLoS(θ))× PLNLoS +
(β + γ)d

1000

where d denotes the distance between the UAV and the receiver in meters. The above
model consists of three critical components: the LoS probability expression PLoS(θ), the
propagation path loss from the UAV to a ground receiver in LoS or non-line-of-sight NLoS

conditions PLoS or PLNLoS, and the specific attenuation caused by weather and gas γ and
β. [27]

The study was done across four distinct parameterized urban environments of New York
City : suburban, urban, dense urban, and high-rise urban, with average heights of 6.5 m,
12.2 m, 22.7 m, and 55.0 m respectively. The four zones have different building densities
of 2582.7, 1100.9, 2243.9, and 844.0 buildings per square kilometers respectively.

Figure removed — copyrighted content

Figure 3.7 The change in the maximum coverage area of the UAV caused by the rainfall
rate and its 3D plot in four regions (Freq = 28 GHz). Adapted from Song, 2023, MDPI, [27]

Rain was found to pose the most significant challenges for RPAS operating in suburban
regions, with the least impact in high-rise urban scenarios. As the environment transitions
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from suburban to high-rise urban, the reduction in the maximum RPAS coverage radius
increases by approximately 10% from one urban environment to the other. Among the
studied conditions, the highest decrease in coverage area and optimal RPAS altitude was
attributed to heavy rainfall (100 mm/h). Figure 3.7 visually demonstrates the impact of the
rainfall rate on the UAV coverage area at a frequency of 28 GHz.

Snow (at 10 mm/h) had the smallest effect at 28 GHz, while fog (at 0.5 g/m3) had the
smallest effect at 71 GHz, owing to increased signal attenuation at higher frequencies
in heavy snow compared to thick fog. However, the model has some limitations and did
not account for scattering or diffraction, and the attenuation models for different weather
conditions used are not up-to-date models as noted by the authors.

3.4 Antenna Positioning

The materials used to build the RPAS along with the specific positioning of mounted an-
tennas significantly influences the antenna’s radiation pattern. It can vary depending on
the antenna’s location on the drone body.

In [28], the authors found that the drone body alters the radiation pattern of the mounted
antennas, rendering the common assumption of a constant azimuth radiation pattern in-
valid. The authors measured the radiation pattern of two antennas mounted on a RPAS
and alone in an anechoic chamber. Figure 3.8 shows the anechoic chamber setup.

Figure removed — copyrighted content

Figure 3.8 Anechoic chamber setup. The two antenna positions/locations are shown on
the drone body. Adapted from Badi, IEEE Transactions on Vehicular Technology, 2020,
[28]

They found that the differences in measured power between the isolated (antenna-only)
scenario and the RPAS mounted scenario can reach up to 10.2 dB. Figure 3.9 compares
the simulated radiation pattern of the antenna with the antenna only and RPAS mounted
measurements. It clearly shows the impact of the RPAS body on the radiation pattern.
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To mitigate the impact of the antenna placement, it is essential to adhere strictly to the
manufacturer’s guidelines for antenna positioning for the RPAS and the C2 link.

Figure removed — copyrighted content

Figure 3.9 (a) Azimuth radiation pattern for the simulated, antenna only (measured),
and antenna on drone for two positions (measured). (b) The HH/VH co-polarized/cross-
polarized radiation pattern for the antenna only setup: clear distinction between the two
orthogonal polarizations exists. (c) The HH/VH co-polarized/cross-polarized radiation pat-
tern for the antenna on drone setup (position 1): high polarization mixing exists due to the
drone body. Adapted from Badi, IEEE Transactions on Vehicular Technology, 2020, [28]

To reduce multipath effects on GNSS antennas, high performance antennas with 2D choke
rings have been developped. They offer strong multipath supression performance and
they could be beneficial for urban operations.
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CHAPTER 4 CONCLUSION

To conclude, urban environments are a complex RPAS operating environment that can
create unexpected issues with C2 links and navigation systems.

EMI sources must be considered when planning flight missions as they can have a huge
impact on drone operations if the aircraft flies near the source. Flying near telecommu-
nication antennas puts the RPAS at risk of front-door interference via its communication
system and flying near high power electrical systems increases the risk of back-door in-
terference.

Physical obstacles in the urban landscape can greatly affect the command and control
link and the reception of GNSS signals. Parameters such as the height of surrounding
buildings, street width, proximity to the buildings and flight altitude of the RPAS can have
a great impact on signal transmissions. In urban canyons, flying higher and farther from
buildings is always preferable as it will result in fewer signal transmission issues. Multiple
studies using theoretical models have been conducted but their validity at specific loca-
tions depends on the accuracy of the building and terrain databases. Future research
should focus on building models for major Canadian cities and comparing the results with
experimental data.
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