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Abstract

The wide adoption of interconnected services leads to the creation of supportive solutions and business opportunities. Con-
versely, this new paradigm is targeted by malicious activities, aiming to compromise systems’ confidentiality, integrity, and
availability. However, advanced methods lack contextual awareness, which prevents their deployment to real-world systems.
Considering that the process of making informed decisions stems from the expertise of analysts based on their experience,
the use of cybersecurity domain knowledge has the potential to improve Deep Learning and Deep Reinforcement Learning
operations in real scenarios. Therefore, the main goal of this research is to study and evaluate the use of Knowledge Infused
Learning in the context of automated threat defense. We define how cybersecurity domain knowledge can be infused into
Deep Learning and Reinforcement Learning, highlighting the main challenges and benefits. Besides, we present a roadmap
to apply domain knowledge for red and blue teaming activities and discuss the implications of Knowledge Infused Learning
in explainability, and actionable reporting. Finally, we list the open challenges to guide the development of next-generation

security solutions.

Keywords Cybersecurity - Knowledge Infusion - Explainable Artificial Intelligence

1 Introduction

In the contemporary era, the vast number of technological
advancements fosters a cohesive environment for sharing
information, services, and conducting business. Conversely,
this new paradigm is targeted by malicious actors seek-
ing to compromise systems’ confidentiality, integrity, and
availability [1, 2]. The growth of technology directly corre-
lates with the ever-evolving nature of cyber attacks, resulting
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in increasingly compromised systems. Traditional methods,
while effective in the past, are no longer sufficient to combat
these sophisticated cyberattacks. They are being outmaneu-
vered, highlighting the need for more dynamic and adaptive
solutions.

Automated Threat Defense (ATD) has emerged as a cru-
cial approach to address these challenges. ATD involves
using advanced technologies and systems to automatically
detect, analyze, and respond to cybersecurity threats in real-
time, minimizing the impact of security incidents by reducing
the time between threat detection and response.

Employing Artificial Intelligence (Al), specifically Deep
Learning (DL) and deep reinforcement learning (DRL) [3],
is essential for addressing modern ADT systems. These
methods leverage vast amounts of data to address high-
dimensional, non-linear problems, enabling rapid data pro-
cessing, anomaly detection, and the automation of defensive
responses, thus enhancing cybersecurity against sophis-
ticated attackers. However, DL and DRL currently lack
sufficient contextual awareness, which limits their deploy-
ment in real-world systems.

To address the limitations of traditional AI models,
domain knowledge can be integrated using a technique
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called knowledge-infused learning. This approach enhances
Al models by incorporating structured knowledge, such as
rules, ontologies, and symbolic representations. These ele-
ments enable Al models to better understand and interpret
data within specific contexts, allowing for more informed
decision-making and improved performance in complex and
dynamic environments.

The main goal of this research is to study the effective
application of knowledge-infused learning to improve Al
models for automated threat defense. We investigate solu-
tions available in the literature and discuss how they can be
leveraged to solve existing complex problems. Additionally,
we present a roadmap for integrating domain knowledge in
red and blue teaming activities and discuss the implications
of knowledge-infused learning on explainability, actionable
reporting, and the use of Large Language Models (LLMs) in
knowledge management. Finally, we identify the open chal-
lenges that must be addressed to guide the development of
next-generation security solutions. Our contributions are as
follows:

e We provide insights into how Knowledge-Infused Learn-
ing (KIL) can enhance Deep Learning (DL) and Rein-
forcement Learning (RL) models by improving accuracy,
explainability, and adaptability.

e We critically examine existing methodologies and iden-
tify key opportunities and challenges in leveraging expert
knowledge to bolster cybersecurity strategies against
increasingly sophisticated threats.

e We offer a comprehensive roadmap for future research
and practical solutions to advance the adoption of
Knowledge-Infused Learning in cybersecurity.

This paper is organized as follows:

Section?2 offers a literature review of related work. Sec-
tion 3 provides a comprehensive yet concise background
on KIL, introducing DL, DRL, and Cybersecurity. Sec-
tion4 explores domain knowledge infusion, explaining what
domain knowledge is, how it can be infused into machine
learning models, and providing more details on KIL in terms
of DL and RL. Section5 discusses how KIL can improve
automated threat defense, including application areas. Sec-
tion 6 identifies research gaps and potential future directions.
Finally, Sect.7 draws the overall conclusions of this study.

2 Related work

Knowledge infusion plays a pivotal role in cybersecurity,
allowing for the integration of diverse sources of information
to enhance detection, prevention, and response mechanisms.
This section provides an overview of existing literature on
knowledge infusion in cybersecurity, focusing on its impact
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on threat intelligence, anomaly detection, and automated
response systems.

2.1 Techniques of KIL in the literature

Inliterature, infusing knowledge into RL has a few approaches,
and one of the methods to perform this task is to merge prior
knowledge represented as Cybersecurity Knowledge Graph
(CKGs) to guide the exploration of an RL agent for malware
detection [4].

A supervised RL approach proposed by Moreno et al. [5]
utilizes external knowledge and validates it in specific tasks,
such as “wall following” in the case of mobile robotics.
One direct way is to infuse knowledge in Deep Neural Net-
works (DNNs), proposed by multiple research efforts [6-8],
approaches shallow, semi-deep, and deep infusion methods.
Knowledge injection in DNN is a powerful paradigm that
includes external knowledge into neural network architec-
tures, allowing higher reasoning in downstream tasks. This
approach eases the learning process and grants neural net-
works the ability to take decisive measures to reason for the
improvement of downstream tasks.

2.2 Surveys about KIL

Li et al. [9] survey the use of knowledge graphs in indus-
trial products and services, including their application in
DRL models. Graph convolutional networks, which can pro-
cess graph data, have shown promise for infusing expert
knowledge into DRL models. Hu et al. [10] propose a Petri-
net-based dynamic scheduling system that uses a DRL model
with a graph convolutional network. Inoue etal. [11] also pro-
pose a DRL model for high-precision assembly tasks, while
Schoettler et al. [12] use meta-reinforcement learning for
robotic industrial insertion tasks.

However, these techniques face challenges, such as the
lack of appropriately structured datasets and the need for
effective knowledge representation. Zhou et al. [13] presents
an approach where leveraging Knowledge Graphs (KG) for
Reinforcement Learning in interactive recommender systems
to address limitations of existing DRL methods.

Several surveys have explored the idea of machine learn-
ing and artificial intelligence in cybersecurity, where knowl-
edge infusion is central to improving accuracy and reducing
false positives.

For instance, Kim et al. [14] presents a detailed survey on
knowledge integration in deep learning, albeit in a mechan-
ical engineering context. A notable concept from the paper
is the use of informed deep learning, where prior knowl-
edge is integrated at different stages of the learning process,
leading to more robust models. Three methods of knowledge
integration: feature engineering, designing, and regularizing.
These methods are used to enhance traditional deep learn-
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ing by infusing it with additional domain knowledge. In the
cybersecurity domain, feature engineering can involve inte-
grating specific threat intelligence or system configuration
data to enhance model performance. Designing new neural
network architectures to incorporate domain-specific knowl-
edge is another method discussed in the paper, which can be
adapted to cybersecurity by incorporating threat models or
knowledge graphs. Regularizing techniques help constrain
models to adhere to known rules or patterns, which can be
useful in cybersecurity to prevent false positives or adhere
to known threat behavior patterns. The paper also discusses
different deep learning architectures such as Convolutional
Neural Networks (CNNs) and Recurrent Neural Networks
(RNNs), emphasizing the flexibility of these models to incor-
porate prior knowledge.

Giuseppe Futia and Antonio Vetro [15] focus on explain-
able artificial intelligence and proposes a neural-symbolic
way to bridge the gap between DL and symbolic Al. The
paper highlights the critical role that Knowledge Graphs
(KG’s) play in making Al systems more transparent and
understandable, particularly in contexts where Al impacts
human life, such as recruitment, medical diagnoses, and judi-
cial decisions. KG’s with their semantic networks of entities
and relationships, can serve as a bridge between complex
deep learning models and human-understandable explana-
tions.

Dash et al. [16] presents a comprehensive survey of
various approaches to infuse domain knowledge into deep
learning models. This paper categorizes these techniques into
three broad categories: transforming input data, modifying
loss functions, and altering model structures.

Incorporating domain knowledge can start at the data input
stage by altering the dataset to include more domain-specific
features. This can be achieved through:

Transforming complex relational data into simpler, more
structured formats. This technique uses methods such as
Inductive Logic Programming (ILP) to convert complex rela-
tionships into features suitable for deep neural networks. For
instance, propositionalization might flatten a set of logical
relations into a feature-based dataset suitable for a multilayer
perceptron (MLP). Knowledge Graphs: Knowledge graphs
represent relational domain knowledge, typically as labeled
graphs where nodes represent entities and edges represent
relationships. These graphs can be integrated with deep learn-
ing models to enrich the information used during training.
Knowledge-infused learning can be achieved by incorporat-
ing these graphs into the training process of various deep
network architectures, leading to improved explainability
and accuracy.

A common approach to infusing domain knowledge
involves altering the loss function used to train deep learning
models. This can be done by: Semantic Loss: Introduc-
ing additional penalty terms into the loss function based

on domain-specific constraints. These penalties can ensure
that the model’s predictions align with logical or numerical
domain rules. Regularisation: Regularising embedding from
declarative knowledge encoded in first-order logic, or adding
terms to the loss function based on domain-specific rela-
tionships, helps guide the model toward domain-compliant
solutions.

Another way to infuse domain knowledge is by designing
deep learning models with specific architectures that inher-
ently incorporate this knowledge. This involves:

Specialized Structures: Constructing network architec-

tures thatreflect domain-specific rules. For example, Knowledge-

Based Artificial Neural Networks (KBANNS) create net-
work structures from propositional rules, ensuring that
domain knowledge is integrated into the model’s architec-
ture. Bayesian Formulations: Incorporating domain knowl-
edge as prior distributions over model parameters. This
approach allows constraints based on domain knowledge to
guide model learning in a Bayesian framework.

Xiaozheng Xie et al. [17] delve into methods to improve
deep learning models by integrating medical domain knowl-
edge. The key to integrating domain knowledge into deep
learning is to use established information from experts to
guide or constrain models to better align with domain-
specific expectations. This survey explores techniques from
the medical domain, which can be adapted to other fields
such as cybersecurity.

The survey provides several methods for integrating
domain knowledge into deep learning. Feature-level inte-
gration involves combining domain-specific features with
those extracted by deep learning models. In medical image
analysis, this is achieved through concatenating features or
merging handcrafted features with deep learning outputs. In
cybersecurity, feature-level integration could involve com-
bining network traffic statistics with other cybersecurity data.
The survey discusses how certain deep learning architec-
tures can incorporate medical knowledge, e.g., simulating
the diagnostic patterns of medical professionals. In cyber-
security, knowledge-based architectures can mirror typical
security analyst workflows or threat detection patterns. Med-
ical datasets often suffer from limited data availability, so
transfer learning from larger natural image datasets is com-
mon. In cybersecurity, transfer learning could be used to
incorporate broader data sources, while multi-task learning
allows for learning from multiple tasks, potentially increas-
ing the generalization ability of the models.

Finally, relevant correlated research works focus on dif-
ferent issues. For example, the authors in [18] and [19] focus
on analyzing security and risk management in IoT systems.
Similarly, the authors in [20] review solutions for security
automation focusing on specific threats. Conversely, these
works do not comprehensively explore domain knowledge
to improve security automation. A comprehensive evalua-
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Table 1 Overview of literature review with focus on cybersecurity aspects

Reference Knowledge Graph Domain Knowledge Cybersecurity Limitation in Scope for
Integration Infusion Application Direct Cybersecurity

Survey

Kim et al. [14] X v X X

Futia and Vetrd [15] v v v [ )

Dash et al. dash2022review X v ([ J X

Xiaozheng Xie et al. [17] X v X v

Ours [ ] v v [ ]

Techniques

Piplai et al. [4] v v v [ )

Moreno et al. [5] X v X X

Kursuncu et al. [6] X v X X

Sheth et al. [7] X v X X

Gaur et al. [8] X v X X

Lietal. [9] v v v [ )

Hu et al. [10] v v v [ )

Inoue et al. [11] v v v [ )

Schoettler et al. [12] v v v [ ]

Zhou et al. [13] v v v [ ]

e V/(Check Mark): Indicates that the aspect is fully addressed or applicable

e X(Cross Mark): Indicates that the aspect is not addressed or not applicable
o @(Half Mark): Indicates partial relevance or consideration but not fully developed

tion of KIL in the context of automated threat defense is
presented in the following sections.

In Table 1, we compare our work with related surveys.
The legend and guide on how to read the table is as follows:

e Knowledge Graph Integration Does the work integrate
knowledge graphs effectively?

e Domain Knowledge Infusion Does the work effectively
infuse domain-specific knowledge?

e Cybersecurity Application Direct Is there a direct
application to cybersecurity?

e Limitation in Scope for Cybersecurity Are there limi-
tations that reduce its applicability to cybersecurity?

3 Background

This section outlines the fundamental concepts essential for
understanding Knowledge-Infused Learning. It is divided
into four main subsections: deep learning, reinforcement
learning, deep reinforcement learning, and a brief overview
of cybersecurity.

3.1 Deep learning (DL)

Deep learning [21], a subset of machine learning, leads
numerous applications requiring human-like decision mak-

@ Springer

ing. It utilizes Deep Neural Networks (DNNs), which calcu-
late neurons (nodes or cells within each layer) in a forward
pass [22]. The parameters, mainly composed of weights and
biases, are then trained by back-propagating after calculating
the loss function. A simple example of a loss function is the
mean squared error (MSE), written as:

1 n
MSE = — ;(x,- — i)’
1=

where N is the size of the data frame y; is the predicted output
and x; is the ground truth value.

Moreover, a very basic DNN consists of one input neuron
connected to one output neuron, as more complex problems
require more complex structure of the DNN model, there
becomes an immense reliance on what is called hidden lay-
ers. Hidden layers are intermediary layers responsible for
learning intricate structures of data and finding patterns, they
are always in between inputs and outputs. In a dense neural
network, the output of the input neurons is connected to the
input of the first hidden layer neurons. The output of these
hidden layer neurons is then connected to the input of the sub-
sequent hidden layers. Finally, the output of the last hidden
layer neurons is connected to the output of the DNN.
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3.2 Deep reinforcement learning (DRL)

DRL [23] is a subset of Reinforcement Learning (RL) [24]
where deep neural networks are used to approximate com-
plex functions involved in RL processes. There are various
approaches in DRL:

e Deep Q-Networks (DQN) [25] This technique uses neu-
ral networks to approximate the Q-values in Q-learning, a
common RL algorithm. The neural network predicts the
expected cumulative reward for each action in a given
state.

e Policy Gradient Methods [26] These methods directly
learn a parameterized policy my(als), where 0 repre-
sents the neural network’s parameters. Examples include
REINFORCE [27], Advantage Actor-Critic (A2C) [28],
and Proximal Policy Optimization (PPO) [29].

e Actor-Critic Architectures [30] These architectures
consist of two neural networks: one for the policy (actor)
and one for the value function (critic). The actor chooses
actions, while the critic evaluates them to guide the
actor’s learning.

e Model-based DRL [31] This approach learns a model
of the environment to plan and make decisions. It uses
neural networks to predict the environment’s dynamics
and outcomes of actions, aiding in decision-making and
planning.

DRL has been used in various applications, from playing
complex games (e.g., Go and Chess) to autonomous driving
and robotics, demonstrating its versatility and effectiveness
in solving intricate problems in uncertain and dynamic envi-
ronments.

3.3 Automated threat defense (ATD)

ATD has emerged as a vital strategy in modern cyberse-
curity, addressing the limitations of traditional static and
signature-based systems that struggle against sophisticated
and dynamic cyber threats. ATD leverages advanced tech-
nologies, including Al, Machine Learning (ML), and specif-
ically DL and DRL, to create systems capable of detecting,
analyzing, and responding to threats in real-time, thereby
reducing the potential impact of security incidents [32, 33].
By employing Al and ML algorithms, ATD systems can iden-
tify patterns and anomalies within vast datasets, enabling the
detection of both known and unknown threats. These systems
conduct comprehensive threat analysis by correlating data
from multiple sources and subsequently initiate automated
responses such as isolating affected systems or blocking
malicious IP addresses [3]. Integration with other security
tools such as firewalls, SIEM, and SOAR platforms ensures a
coordinated approach, while continuous learning capabilities

allow these systems to adapt and refine their algorithms over
time [34]. Despite these advancements, challenges remain,
particularly in the area of contextual awareness, where inte-
grating domain knowledge through KIL is being explored to
enhance Al models’ decision-making capabilities. Through
ongoing research and development, ATD holds the promise
of becoming a cornerstone of next-generation cybersecurity
strategies, providing a proactive and intelligent approach to
managing modern cyber threats [32].

4 Domain knowledge infusion

This section introduces the core concepts of knowledge-
infused learning and is divided into three main subsections.
Sect. 4.1 defines and explains the significance of domain
knowledge in the context of Al. Section 4.2 explores vari-
ous methods for integrating domain knowledge into machine
learning models. Section 4.4 focuses on metrics and compar-
isons, providing an in-depth analysis of the performance and
benefits of KIL in DL and RL.

4.1 Domain knowledge

In the context of Al and ML, domain knowledge encom-
passes the rules, principles, and insights that experts in a
field use to make informed decisions and solve problems [35].
This knowledge is typically acquired through extensive expe-
rience, education, and practice within specific domains such
as healthcare, finance, engineering, and cybersecurity.

For instance, in cybersecurity, domain knowledge includes
an understanding of various types of cyber threats, attack
vectors, defense mechanisms, and the specific protocols and
systems used to secure networks and data. This knowledge
is crucial for developing Al models and algorithms that can
effectively detect and extenuate security breaches. Domain
knowledge can be represented in structured forms such as
databases, ontologies, taxonomies, and graphs, or unstruc-
tured forms such as expert opinions, research papers, and
case studies. By infusing domain knowledge into Al models,
it becomes possible to enhance their performance, accuracy,
and explainability.

Integrating domain knowledge helps AI models under-
stand and interpret data within specific contexts more accu-
rately. It allows the models to make more informed decisions
by leveraging expert-curated knowledge, leading to better
performance in complex and dynamic environments. For
example, in cybersecurity, incorporating knowledge about
common attack patterns and known vulnerabilities can help
Al systems more effectively identify and respond to threats.
This enhanced contextual awareness makes the models more
robust and capable of handling real-world scenarios where
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Knowledge
Infusion at
Input

Dataset

Fig.1 Shallow infusion

understanding the broader context is essential for accurate
decision-making.

4.2 Knowledge infusion into machine learning
models

The infusion of expert knowledge in DL models can enhance
their performance, accuracy, and explainability. Seth atel. [7]
present three techniques for infusing knowledge into DL
models: Shallow Infusion, Semi-Deep Infusion, and Deep
Infusion.

Shallow Infusion Represents the simplest form of infu-
sion. The infusion of knowledge in this method incorporates
external knowledge for DL models without significantly
altering its architecture. External knowledge can be incor-
porated as input (or output) to deep learning models or using
a regular term that includes training knowledge. One exam-
ple of a shallow infusion being applied to a field is Natural
Language Processing (NLP). NLP is tasked to capture infor-
mation about statistical data of words or phrases to enhance
the overall performance. To apply shallow infusion in NLP
we can commence by adding domain-specific knowledge as
input features, such as named entities, part-of-speech tags,
or syntactic dependencies.

These features enable a model to comprehend more
nuances of the given text and drastically improve the per-
formance of activities such as sentiment analysis, text classi-
fication, or question answering. In computer vision, shallow
infusion can be assembled by incorporating expert-defined
rules, such as object detection or segmentation rules, into
the model. For example, a model trained to detect objects
in images can be better captured by incorporating the shape,
size, and color of objects in the training data. Another method
to utilize shallow infusion is to inject external knowledge
sources, such as Knowledge Graphs (KGs), into the DL
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model architecture. Figure 1 represents the knowledge being
infused at either input or output in order to improve the per-
formance of the model.

Semi-Deep Infusion Similar to shallow infusion, semi-
deep infusion incorporates expert knowledge with the dif-
ference that it inserts it into the hyperparameters of the DL
model. The ultimate goal of this method is to leverage domain
knowledge to adapt the process of learning [7]. This can be
accomplished by adopting knowledge into attention mech-
anisms, learnable constraints, regularization functions, loss
functions, activation functions, and optimization methods. In
NLP, Semi-deep infusion may also entail integrating seman-
tic constraints or linguistic rules into the model structure
to help create coherent and contextually suitable material.
Semi-deep infusion allows DL models to learn from expert
knowledge without overhauling the model’s ability to learn
from data. This strikes a balance between leveraging domain-
specific knowledge and allowing the model to be in sync and
learn from the training data. Figure 2 showcases the learning
constraints of the DL model depending on the expert knowl-
edge infused into the system.

Deep Infusion Being at the extreme end, deep infusion
is the most complex method of knowledge infusion. This
method aims to fuse the feature representation generated by
the original DL process with new representations extracted
from the knowledge base. There are several ways of extract-
ing feature representation from a knowledge graph, which
enables the knowledge infusion to happen in multiple repre-
sentation layers of DL architectures [7].

Deep infusion combines knowledge sources at different
stratified levels of abstraction to be transferred across dif-
ferent layers of the deep learning model. In our own words,
deep infusion allows for multi-layer representation, granting
the model the ability to learn complex data representations
in low-level and high-level concepts for the task at hand. It
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is important to note that the concept of deep infusion is not
well-defined in the literature and requires further research.
Figure 3 represents deep infusion at its core, combining a
DL representation with a knowledge graph to enhance the
performance of DL models.

Similar to DL, RL offers various methods to leverage
domain knowledge for improved performance and contex-
tual awareness. In addition to the traditional DL infusion
methods used in the internal DL model of DRL, three other
infusion methods can be considered in the learning process:
Reward infusion, State infusion, and Policy infusion.

Reward Infusion Domain knowledge can make an RL
agent’s rewards more relevant and useful for a given task.

Although reward signals are essential to RL agents’ effi-
ciency and early convergence, they are difficult to estimate for
several reasons. In many cases, engineering reward functions
that can precisely measure the quality of a given state become
difficult when the environment is complex. In the case of
cybersecurity, the estimation of rewards can be misleading
in many ways, e.g., the system may present an unknown
vulnerability, which produces a misleading sense of secu-
rity. Incorporating domain knowledge into the calculation
of reward signals enhances the understanding of the task at
hand and the context in which actions are taken, compared
to using a generic reward function. This may entail modify-
ing the reward in accordance with particular requirements or
results that, within the context of the domain, are preferred.
The RL model can better comprehend the intricacies of the
world it operates in by integrating context awareness into the
reward function.

Besides, by eliminating the need for complex, manu-
ally built reward adjustments, situational awareness may be
included in reward systems, which makes the process of
building reward functions easier. A context-aware reward
system has the ability to dynamically modify the reward in
response to the current circumstances, eliminating the need
to create intricate reward functions that attempt to account for
every case. Reward infusion is illustrated in Fig. 4, where the
reward is the input of knowledge infusion and subsequently
RL agent.

State Infusion In RL, a state represents the environ-
ment that captures all the relevant information the agent is
supposed to make decisions. It is the collection of all the
observable variables accessible to the agent at any point in
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time T'. The state can be thought of as a snapshot of the envi-
ronment at a given moment represented using efficient data
structures.

Infusing knowledge into RL can benefit the state repre-
sentation in several ways. First, knowledge can be used to
augment the state with additional information that is not
directly observable. For example, in a game of chess [36], the
agent might not be able to see the entire board, but through the
infusion of knowledge, it can learn about potential threats,
favorable positions, or strategies that have been used in pre-
vious games. Infusing knowledge into the learning process
can help disambiguate between these states, allowing agents
to make more informed and accurate decisions. State infu-
sion is illustrated in Fig. 5, where infusion occurs in between
state and RL agent.

Policy Infusion The internal RL process of changing the
agent’s policy can be optimized by infusing external domain
knowledge. This can affect the choice of actions in a way that
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takes into account factors other than the environment’s imme-
diate reward input. This kind of infusion serves as an overlay
or filter on the policies that the agent would otherwise pick
up from its interactions with the outside world. For example,
infusing knowledge into the policy function enables agents
to avoid actions that oppose the organization’s strategy and
values. When policy infusion occurs, limitations or guide-
lines based on outside information are applied to the actions
that the RL agent’s policy suggests. This may involve priori-
tizing actions that are in line with domain-specific objectives
or compliance standards, or it may necessitate eliminating
some actions that are thought to be risky or unsatisfactory.
The agent is successfully guided by external knowledge to
avoid bad actions and to engage in actions that are viewed
as more advantageous or acceptable in the larger context. In
these situations, policy injection can stop the agent from act-
ing in a way that could result in unfavorable or dangerous
effects. Policy infusion is illustrated in Fig. 6, intermediate
representation of knowledge infusion from action and envi-
ronment.

4.3 Benefits of infusing knowledge into DL models

Moreover, there are several benefits of infusing knowledge
into DL models. Traditional approaches such as ML and
DL have shown remarkable strides in fields such as com-
puter vision and NLP. However, there are some issues in
the adoption of such techniques. For example, there is a
lack of interpretability, usability, robustness, biases toward
data, complexity, and high computation cost. Thus, infusing
knowledge into Deep Learning (DL) models is an effective
solution to overcome these challenges [6].
Improving Generalizability Knowledge-infused DL mod-

els have the potential to improve generalizability by leverag-
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ing external knowledge representations, such as knowledge
graphs. Therefore, allowing models to learn from input data
and structured knowledge leads to enhanced generalization
capabilities across diverse domains and applications.

Reduction of Bias and False Alarms By incorporat-
ing external knowledge, knowledge-infused DL models can
reduce bias and false alarms. The integration of structured
knowledge helps disambiguate important concepts and rede-
fine the emphasis of essential and irrelevant terms, leading
to more reliable and accurate predictions.

Enhanced Explainability Knowledge infusion in DL
models can enable interpretation by providing a basis for
model predictions and decisions. The inclusion of struc-
tured knowledge provides a clearer understanding of how
the model uses external knowledge to make inferences and
predictions.

Reliability and Stability Knowledge-infused DL models
have the potential to demonstrate improved reliability and
robustness. By using external knowledge bases, models ben-
efit from a broader understanding of the domain, resulting in
reliable and robust performance in real-world applications.

Reducing Big Data Reliance Traditional DL models typ-
ically require more data for training. Knowledge infusion DL
models can potentially reduce reliance on big data by using
external knowledge to improve the learning process. This
can be especially useful in areas where big data is not readily
available.

Enhanced Coverage and Disambiguation The infusion
of external knowledge within latent layers of DL models
can enhance the coverage of learned information. Addition-
ally, it can aid in disambiguating important concepts defined
in knowledge graphs, leading to more comprehensive and
accurate representations of the underlying domain.

Improved Interpretability Knowledge-infused DL mod-
els can provide more interpretable results than traditional
DL models. By merging external knowledge, the models can
provide interpretations for their predictions and decisions,
making them more transparent and understandable to users.

Better Handling of Rare Events Traditional DL mod-
els will struggle to determine outliers. Knowledge-infused
DL models can weigh external knowledge to better compre-
hend and handle these rare events, leading to more accurate
predictions and decisions.

More Efficient Learning Knowledge-infused DL mod-
els can learn more efficiently than traditional DL models.
By consolidating external knowledge, the models can bene-
fit from fewer training time steps, leading to faster and more
efficient learning.

Improved Transfer Learning Transfer learning is where
one model’s learning gets transferred to another. Knowledge-
infused DL models can improve transfer learning by leverag-
ing external knowledge to transfer knowledge across related
tasks more effectively.

Better Handling of Concept Drift Concept drift refers
to the phenomenon where underlying information gets lost
over time. Knowledge-infused DL models can better handle
concept drift by leveraging external knowledge to adapt to
changing concepts and maintain accuracy over time.

Improved Data Integration Knowledge-infused DL
models can integrate data from multiple sources more effec-
tively than traditional DL models. By incorporating external
knowledge, the models can better understand the rela-
tionships between different data sources, leading to more
accurate predictions and decisions.

Reduced Overfitting Knowledge-infused DL models
may display reduced overfitting, due to the models gener-
alize better.

Enhanced Feature Representation The infusion of
knowledge can lead to enhanced feature representation,
allowing the models to capture more nuanced and domain-
specific information, which traditional DL models may not
effectively capture.

4.4 Benefits of infusing knowledge into DRL/RL
models

Infusing knowledge into RL models can significantly reduce
the amount of training batch size and iteration needed to
achieve high rewards, showing better results for more com-
plex environments where decision-making by the agent
requires more knowledge to adapt [37]. The experiment
revealed that adding knowledge to the agent’s learning pro-
cess improves sample efficiency, and the benefits increase
with the complexity of the environment. Adding knowledge
to the agent’s learning process can help it generalize and ratio-
nalize better. Traditional RL relies solely on state and reward
information, meaning that the agent has to learn from scratch
in every situation it encounters. This is time-consuming in
the training phase regardless of the RL algorithm in use. By
contrast, infusing knowledge provides additional context that
can be effective in various situations. This can help the agent
to make more accurate predictions and make better choices,
leading to better performance in a wide range of situations.

Additionally, knowledge infusion can also help agents to
learn more robustly. Traditional RL can be very sensitive
to slight variations in the environment or the task. Infusing
knowledge can help agents adapt more easily to environmen-
tal changes, reducing the risk of overfitting and making them
more robust to unexpected situations.

4.5 Evaluation metrics for knowledge-infusion Deep
Learning

Specific metrics need to be considered to evaluate the per-

formance of DL models when knowledge is infused. There
are a few possible metrics for comparing knowledge infu-
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Table 2 Pros and Cons of Different Metrics in Deep Learning Models

Metric Pros

Cons

Model Accuracy Direct measure of performance

Easy to understand and calculate

Effective for balanced datasets

Computational Efficiency Saves time and resources

Essential for deploying models in

resource-limited environments

Interpretability Enhances trust and usability

Important for sensitive applications (e.g.,

healthcare)

Can be misleading for imbalanced datasets

Does not account for the type of errors (false
positives/negatives)

More efficient models may sacrifice accuracy
or complexity

May not be suitable for complex tasks
requiring deeper models

Can be challenging to achieve in complex
models

May require additional techniques or tools

Helps in debugging and improving models

sion techniques, including model accuracy, computational
efficiency, generalization to new data, interpretability, and
flexibility to different types of knowledge. Another approach
to evaluating the effectiveness of knowledge-infused DL is
to use traditional DL architectures without expert knowledge
to compare the performance of each technique side by side.

Model Accuracy This metric measures the correctness of
the model’s predictive outcome or the trueness of a classifica-
tion. The higher the score of this metric, the better the model’s
performance. Suppose we want to make a spam or ham (not
spam) classification DL model for emails. The email text is
taken as an input to classify whether a text is spam or ham.
Assume we have a dataset of 1000 labeled emails, with 700
ham and 300 spam classifications. We split the dataset into
a training set of 800 emails and a test set of 200 emails. We
train or DL to maximize the accuracy of the spam classifi-
cation. After the training, we obtained these results: Out of
200 emails in the test set, the model correctly classified 180
emails as ham and 50 as spam. The overall accuracy of the
model is (180+50)/200 = 0.65 or 65%.

Computational Efficiency It is mostly refers to the mea-
surement of time and efficiency of the computing resources
but guided by the time it takes to train and run the model. It
is evaluated by measuring the training time, memory usage,
and processing speed of the model. Lower consumption of
computational resources equates to a more efficient model.
Assuming we choose a DL problem to solve using neural net-
works, we can employ two models trying to solve the same
problem. Model A is a deep neural network with 10 layers
and 6 million trainable parameters. Model B is a shallow
neural network with 2 layers and 200,000 trainable parame-
ters. Model A takes 20h to train with a maximum memory
usage of 12 GB. Model B takes 1h to train with a maximum
memory usage of 1 GB. This shows that Model B, while it

@ Springer

provides 200k parameters, performs better as far as compu-
tational efficiency goes.

Interpretability This metric refers to the ability to under-
stand the decision-making process of the model, particularly
how it incorporates and uses external knowledge. Suppose
we have trained a deep learning model to classify different
types of skin diseases based on the skin lesion images. To
enhance the interpretability of this model and make it more
transparent, [38] employs a technique called “Grad-CAM” to
visualize and highlight important regions of the input images
responsible for the model’s prediction. Grad-CAM produces
results such as making comparisons on why the model is
classified as benign given the shape of the mole.

In DL, evaluating a model’s performance is more than just
accuracy. It is crucial to consider a spectrum of metrics, each
offering a solution for finding the applicability and function-
ality of the model. The aforementioned metrics have pros and
cons, Table 2 considers some of the different aspects of the
metrics. Furthermore, we will compare shallow, semi-deep,
and deep infusion on a high level and discuss the pros and
cons of these infusion methods in Table 4.

Similarly to the DL approach, it is important to consider
specific metrics to evaluate the performance of DRL models
when knowledge is infused. In this context, important metrics
that can be used include:

Cumulative Reward Indicates the total reward gained by
the agent over time. Knowledge infusion should ideally lead
to an increase in cumulative reward and decision-making.

Convergence Rate The velocity at which the RL agent’s
policy converges to an optimal or near-optimal solution.
Knowledge infusion should ideally reduce the time or num-
ber of episodes required for convergence.

Sample Efficiency This measures how effectively the RL
agent can learn from a limited number of interactions with the
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Table 4 Comparison of Shallow, Semi-Deep, and Deep Infusion Learning

Aspect

Shallow Infusion

Semi-Deep Infusion

Deep Infusion

Integration Level

Model Architecture

Learning Process

Pros

Cons

Surface-level integration, often lim-
ited to data preprocessing or basic
feature engineering steps

Standard machine learning or deep
learning models with no changes to
their original structure

Primarily driven by data, with exter-
nal knowledge used to improve fea-
ture quality or provide additional
context

Easy to implement, minimal
changes to existing workflows, low
complexity, and quick to deploy

Offers limited enhancement capa-
bilities, often leading to under-
utilization of available knowledge,
may not significantly improve com-
plex tasks

Intermediate level integration, typ-
ically at specific layers or mod-
ules within the model, combining
both data and knowledge to enhance
learning

Modified architecture that includes
specific enhancements or mod-
ules designed to integrate external
knowledge

Combines learning from both data
and strategically placed knowledge,
allowing for enhanced learning at
certain points

Balanced approach offering a good
compromise between performance
improvement and added complex-
ity, with noticeable enhancements
in model performance

Requires careful and thoughtful
design to effectively integrate
knowledge without overwhelming
the model, adding a moderate level
of complexity

Fundamental integration within the
core architecture of the model,
deeply embedding knowledge into
the learning process at multiple
stages

Highly specialized and complex
architectures designed to seam-
lessly integrate and utilize exter-
nal knowledge throughout the entire
learning process

A unified learning process where
data and deeply integrated knowl-
edge work together continuously,
leading to a more holistic under-
standing and improved performance

Yields highly sophisticated models
that provide deep insights, superior
performance, and a more thorough
understanding of the data and the
problem domain

Very high complexity, demanding
significant expertise in both model
architecture and knowledge integra-
tion, can be resource-intensive in
terms of computational power and

time

environment. Effective knowledge infusion allows an agent
to learn using fewer samples.

Policy Robustness This assesses how well the learned
policy performs under varying conditions and uncertainties
in the environment. Knowledge infusion should ideally lead
to policies that are more robust to changes and noise.

Exploration vs. Exploitation Tradeoff Infused knowl-
edge can impact how an agent explores the environment
versus exploiting known good strategies. This metric eval-
uates the effectiveness of this balance, which is crucial for
efficient learning in RL.

Computational Efficiency This includes the computa-
tional resources required (e.g., time and memory) for the
learning process. Effective knowledge infusion techniques
should not significantly increase the computational burden.

Interpretability of the Policy The degree to which the
decision-making process of the RL agent is understandable,
especially when knowledge is infused. This is increasingly
important in applications where understanding the basis of
decisions is crucial.

Scalability How well the knowledge infusion technique
can be applied to larger or more complex problems. This is
particularly relevant in real-world applications where state
and action spaces can be very large.

Table 3 presents the high-level pros and cons for the met-
rics provided in the previous sections.

@ Springer

5 Knowledge-infused learning and
automated threat defense

In this section, we introduce the application areas of KIL
in Al models, particularly within the cybersecurity domain.
We explore how infusing domain knowledge can enhance
explainability, making AI systems more transparent and
understandable. Additionally, we delve into the use of LLMs
in knowledge-infused cybersecurity learning, highlighting
their potential to improve decision-making and operational
efficiency.

5.1 Application areas

The infusion of knowledge can support RL and DL meth-
ods in multiple ways. This Section presents a discussion
regarding the use of domain knowledge to solve Cyberse-
curity problems. Will delve into applications of knowledge
infused learning in the domain of Cybersecurity such as Red
Teaming and Blue Teaming.

5.1.1 Red teaming
RL plays an important role in the automation of cybersecurity

operations. Red team activities concern penetration testing,
a common method for assessing the security of the system,
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program, or network. Although there are many tools to auto-
mate the process, penetration testing is often done manually
and relies on the experience of the ethical hacker. The areas
of RL application in red teaming include:

Reconnaissance In any attack against any system, pro-
gram, network, or infrastructure, the attacker must gather
intel on how to break into the system. In the reconnaissance
stage, the attacker collects information about the victim to
prepare and set the way for the penetration of the target.
In Nhu et al. [39], the authors present an automated pen-
etration testing approach that utilizes deep reinforcement
learning to automate the process. This effort includes tech-
niques such as reconnaissance and exploitation and trains
the RL agent following the Asynchronous Advantage Actor
Critic (A3C) model to learn to execute exploits automatically
and accurately identify vulnerabilities in the environment. A
benchmark is created to compete against real-world vulner-
abilities in its experimental environment. This contribution
introduces a tool that performs information gathering, vul-
nerability exploitation, and reporting tasks. Furthermore, the
tool can accumulate learned results from previous environ-
ments to successfully exploit vulnerabilities for the next
exploit in different environments. Zhang et al. [40] propose
an Intelligence-Driven Host Address Mutation (ID-HAM)
scheme to improve network security. ID-HAM works by
mutating host IP addresses in response to adversarial scan-
ning in a way that optimizes the security and survivability of
connections. This research applies deep reinforcement learn-
ing to develop an advantage actor-critic algorithm for HAM
that models the mutation process as a Markov decision pro-
cess. The security analysis and extensive simulations show
that ID-HAM is more effective than existing solutions in
reducing scanning hits without significantly affecting com-
munication.

Resource Development After conducting target recon-
naissance and gathering all necessary data, attackers move
to the next phase, which relies on executing a more tar-
geted attack. The Resource Development (RD) tactic entails
designing attacks with consideration for the targeted sys-
tem’s constraints. Zhong et al. [41] discuss the use of RL for
generating adversarial examples of malware that can bypass
black-box detectors. The authors propose a novel framework
that uses a Generative Adversarial Network (GAN) to gener-
ate such examples. They evaluate their framework using three
commonly used detection systems and report high success
rates in generating false negatives that can evade detection.
The authors also discuss the limitations and future direc-
tions of their work, including the need for more extensive
evaluation using different types of malware and detection
systems and the importance of exploring multi-agent rein-
forcement learning for generating adversarial examples that
can overcome more robust detection systems. Overall, the
paper provides a valuable contribution to adversarial machine
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learning and cybersecurity. The effort presented in [42]
describes an evasion framework named IF-MalEvade, which
utilizes Generative Adversarial Network (GAN) and Deep
Reinforcement Learning (DRL) to generate fully working
malware samples with several effective perturbations such
as header section manipulation and benign bytes insertion.
The DRL framework selects a few suitable action sequences
to change malicious samples, thus allowing the malware
samples to bypass various black-box ML-based malware
detectors and the detection search engines of VirusTotal
while maintaining the executability and malicious behavior
of the original malware samples.

Initial Access (IA), Execution (Ex), and Persistence
(Ps) Using the available resources to gain unauthorized
access to the victim’s systems is the foundation of Initial
Acces (IA). This strategy uses weaknesses based on many
strategies that are limited by the system. The Exexecution
(Ex) technique then represents the attack phase. Attacks
can target many technologies and elements of secure opera-
tion. Subsequently, the Persistence (Ps) strategy determines
the capabilities for prolonged system access. A proposed
approach [43] for detecting and mitigating the risk of stealthy
botnets in resource-constrained environments. The approach
involves using reinforcement learning to optimally deploy
defensive mechanisms, such as honeypots and network-
based detectors, in the target network to reduce the lifetime
of stealthy botnets by maximizing the number of bots identi-
fied and taken down. The authors provide a proof-of-concept
for this approach and study its performance in a simulated
environment.

Privilege Escalation (PE), Defense Evasion (DE), and
Credential Access (CA) Kujanpaa et al. [44], the authors
discuss the potential threat of using deep reinforcement learn-
ing to train automated agents for performing fully automated
attacks. The authors present an agent that can escalate priv-
ileges in a Windows 7 environment and can perform a wide
variety of different techniques.

Discovery (Ds), Lateral Movement (LM), and Collec-
tion (Cl) Maeda and Mimura [45] discuss a method for
automating post-exploitation in information systems using
deep reinforcement learning and the PowerShell Empire.
The method involves reinforcement learning agents selecting
modules as actions and the state of the agents being defined
by parameters such as the type of account that was compro-
mised. The learning progress of three reinforcement learning
models is compared, and the A2C is shown to be the most
efficient. The trained agent using A2C can obtain adminis-
trative privileges to the domain controller.

Command and Control (C2) Wang et al. [46] discusses
the challenge of effectively obfuscating software to pre-
vent reverse engineering and other forms of attack. The
authors propose a technique for generating an optimal pro-
gram obfuscation scheme through reinforcement learning.
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The method involves a reinforcement learning model that
selects a sequence of obfuscation transformations oriented
toward producing an optimal obfuscation result while retain-
ing reasonable instrumentation overhead. The evaluation
demonstrates that the models can effectively obfuscate exe-
cutable files at a low cost.

Exfiltration (Ef) and Impact (Im) Cody et al. [47]
explore how reinforcement learning, in combination with
attack graphs and cyber terrain, can be used to identify opti-
mal paths for data exfiltration from enterprise networks. The
authors describe how exfiltration can be a challenging issue
for enterprises due to the difficult detection of encapsulated
data and the targeted network paths preferred by adversaries
for data theft reduction. The document outlines how RL can
be combined with attack graphs to develop a reward function
capable of detecting paths with minimal detection. Addition-
ally, the paper outlines the potential for the technique in large
network environments. A new method for discovering exfil-
tration paths within computer networks using reinforcement
learning is proposed in [48]. The authors aim to account
for nuances in adversarial behavior and include commu-
nication payload and protocol into the Markov decision
process to emulate attributes of network-based exfiltration
events more realistically. By doing so, practitioners can detect
expected adversary behavior under various payload and pro-
tocol assumptions.

Discussion for domain knowledge-infused learning
for red teaming

Integrating domain knowledge into RL and DL for red
teaming in cybersecurity significantly enhances the accu-
racy, efficiency, and effectiveness of these simulations. Red
teaming involves simulating cyber attacks to identify and
address vulnerabilities, and incorporating domain knowledge
offers substantial benefits. By embedding knowledge about
common attack patterns, known vulnerabilities, and typical
defense mechanisms, RL agents can be trained to perform
more realistic and sophisticated attacks. This enables more
thorough testing and helps organizations better prepare for
actual cyber threats. In the reconnaissance phase, domain
knowledge can provide RL agents with detailed information
about potential targets, enhancing information gathering and
identifying entry points more accurately. During resource
development, domain knowledge informs the creation of
more effective attack tools and techniques by understanding
the specific constraints and defenses of a target system. For
initial access, execution, and persistence, domain knowledge
guides RL models in developing more effective and stealthy
attack vectors by understanding common entry points, execu-
tion techniques, and persistence mechanisms. Additionally,
domain knowledge assists RL agents in escalating privileges,
evading defenses, and accessing credentials by providing

insights into common strategies and weaknesses. Overall, the
infusion of domain knowledge into RL and DL models for
red teaming enhances the ability to simulate realistic cyber
attacks, ultimately improving the cybersecurity posture of
organizations.

5.1.2 Blue teaming

Moreover, Blue team activities refer to the defensive cyber-
security measures an organization undertakes to protect its
assets, including networks, systems, and data. Blue team
employs various tools and techniques to prevent and detect
cyber attacks, such as Security Information and Event
Management (SIEM), Intrusion Detection Systems (IDS),
firewalls, and vulnerability scanners. Blue team also con-
ducts regular security assessments, risk analysis, and incident
response drills to ensure that they are prepared to respond
to any potential security incidents. RL can be used in the
automation of Blue teaming activities in multiple ways, such
as:

Identify Hore et al. [49], the authors propose a framework
called “Deep VULMAN” for cyber vulnerability manage-
ment in a cybersecurity operations center (CSOC). The
framework uses a deep reinforcement learning agent and
an integer programming method to prioritize and select vul-
nerabilities for mitigation, considering future uncertainties
and adjusting the response to fluctuations in vulnerability
arrivals. The authors in [50] discuss various factors regarding
vulnerability and recognize that the essence of vulnerabil-
ity prioritization is a combinatorial optimization problem.
When organizations consider economic concerns, business
objectives, security, and other factors, vulnerability prioriti-
zation can become a multi-objective optimization problem.
Although corporate risk estimation procedures differ depend-
ing on the needs, we may still utilize a pointer neural network
to produce a prioritized vulnerability remediation plan if
the input format and reward function are appropriately con-
figured. Since its inception, the pointer network has been
extremely successful in combinatorial optimization and nat-
ural language processing. In particular, it outperforms several
other neural networks in the NLP summary challenge. Thus,
employing pointer networks for vulnerability prioritization
is a huge step in the right direction, and researchers will
continue to supplement and improve VPnet in future work.
VPnet, a vulnerability prioritization approach, employs a
pointer network and deep reinforcement learning to produce
almost optimum solutions in seconds under diverse scale sce-
narios and limitations, resulting in a 22.8% performance gain
in a practical example. The authors also introduce a new
training strategy that combines imitation and autonomous
learning to increase model training performance. They also
use a simple vulnerability risk calculation model considering
severity, danger, impact, and asset criticality. As measuring
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risk is vital in this context, this paper recognizes that risk is
a combination of the “threat” faced by the target system (the
threat actor’s ability and intention), the system’s “vulnerabil-
ity” (weakness or exposure), and the “impact” of successful
exploitation of vulnerability on the organization.

Protect Sewak et al. [51] review the applications of
deep reinforcement learning in cybersecurity, specifically in
threat detection and endpoint protection. The research paper
focuses on the different applications of Deep Reinforce-
ment Learning (DRL) in various aspects of threat detection
and protection, particularly in MDR, IDS, and EDR sys-
tems. It also provides a brief introduction to the diverse
types of DRL techniques. The authors also discuss the
need for robust threat detection and response systems and
introduce DRL and how it has emerged in cybersecurity.
Liang et al. [52] propose a fast deep-reinforcement-learning
(DRL)-based detection algorithm for virtual IP watermarks
by combining the technologies of mapping function and DRL
to preprocess the ownership information of the IP circuit
resource. The proposed algorithm aims to detect copyright
infringement of intellectual property (IP) circuit resources
of electronic devices. In [53], a deep-Q-network detection
(DQND) scheme is proposed to defend against data integrity
attacks in AC power systems and avoid the problem of
curse of dimension in conventional reinforcement learning
schemes.

Detect Arshad et al. [54] conduct a systematic literature
review on the use of deep reinforcement learning tech-
niques for anomaly detection, including various DRL models
and their performance comparison with alternative tech-
niques, applications of anomaly detection, and representative
anomaly datasets used in research articles from 2017-2022.
Similarly, Sewak et al. [59] presents a thorough examina-
tion of the various uses of deep reinforcement learning in
advanced cybersecurity threat detection and mitigation. This
investigation considers the overly complicated cybersecurity
threat landscape and the necessity to transition from tradi-
tional to sophisticated deep and machine learning defense
mechanisms for threat detection and protection. The research
then delves into Deep Reinforcement Learning (DRL), which
has shown considerable promise in building Al solutions
for domains that previously needed advanced human cogni-
tion. The study describes numerous strategies and algorithms
under DRL that have produced great results in various sec-
tors. The study explains how DRL is a more diversified and
empowering technique than supervised and deep learning.
In the introduction, the authors also mention the need for
a comprehensive review of DRL applications in advanced
cybersecurity threat detection and protection, which they aim
to fill in this paper. The paper then discusses various DRL
applications in the field of cybersecurity, such as Network
IDS, Endpoint detection, Advanced threat protection, IoT
defense, and 5 G jamming. Finally, the paper highlights the
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importance and benefits of using DRL in advanced cyberse-
curity threat detection and protection.

Respond Malialis and Kudenko [55] focus on the scala-
bility of intrusion detection systems with machine learning.
The authors propose a novel design to address the “curse of
dimensionality” issue when scaling up. The paper discusses
the application of distributed reinforcement learning in opti-
mizing communication costs of information exchange among
agents, as well as various intrusion response techniques such
as Probabilistic Packet Marking and replication techniques.
Overall, the paper presents several contributions and solu-
tions related to intrusion detection and response. Hughes et
al. [56] discusses how Intrusion Response Systems (IRS)
are an active area of research that seeks to automatically
respond to alerts generated by Intrusion Detection Systems
on computer networks. The article proposes utilizing a Deep
Reinforcement Learning approach to facilitate the creation
of Response Profiles that can align with a company’s Inci-
dent Response Policies. These Response Profiles allow for
the customization of Reward Functions to suit differing Inci-
dent Response Policies, such as in Cyber-Physical networks
where different areas have various levels of policy, for exam-
ple, more stringent policies may be required to preserve
physical processes.

Recover Prasad et al. [57] propose a four-layer recov-
ery architecture to ensure manufacturing systems achieve
operational goals during a cyber-manufacturing attack. The
area consists of a systems layer, attack identification layer,
data auditing and detection layer, and RL-based recovery
layer. The simulation of the conveyor system is constructed
inside the Unity3D physics platform. Wei et al. [58] propose
a recovery strategy for reclosing tripped transmission lines
at an optimal reclosing time to minimize the cyber-attack
impact on power systems. The proposed strategy is based
on a deep Reinforcement Learning (RL) framework, estab-
lished to simulate the power system dynamics during the
attack-recovery process and generate the training data.

Discussion for domain knowledge-infused learning
for blue teaming

Integrating domain knowledge into reinforcement learning
(RL) and deep learning (DL) significantly enhances blue
team activities in cybersecurity by improving the preven-
tion, detection, response, and recovery from cyber attacks.
Domain knowledge provides detailed insights into common
attack patterns, known vulnerabilities, and typical defense
mechanisms, enabling RL and DL models to perform more
effectively. In the identification phase, domain knowledge
helps prioritize and select vulnerabilities for mitigation, as
demonstrated by the “Deep VULMAN” and VPnet frame-
works, which optimize vulnerability management using deep
RL and pointer networks. For protection, domain knowledge
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improves threat detection and endpoint protection, exempli-
fied by applications in IP watermarking and data integrity
defense. It enhances anomaly detection by guiding RL agents
to recognize and address unusual patterns accurately. In
the response phase, domain knowledge optimizes intrusion
response systems by creating customized response profiles
aligned with incident response policies. Lastly, in the recov-
ery phase, domain knowledge supports developing effective
recovery strategies to minimize the impact of cyber-attacks,
such as RL-based recovery architectures for manufactur-
ing systems and power grids. Overall, embedding domain
knowledge into RL and DL models makes blue team defense
mechanisms more robust, context-aware, and adaptive to
evolving threats, thereby significantly improving an orga-
nization’s cybersecurity posture.

6 Open challenges

Despite the potential of KIL to revolutionize ATD, sev-
eral research gaps and open challenges must be addressed
to ensure its effective implementation. These include the
integration with legacy systems, scalability and efficiency
issues, and privacy and ethical considerations. Addressing
these challenges is crucial for advancing KIL’s application
in ATD and enhancing its robustness, transparency, and eth-
ical use.

6.1 Integration with legacy systems and
technologies

When KIL and ATD integrate together into legacy sys-
tems, challenges will arise due to the outdated nature of
these infrastructures. These systems often lack the degree
of flexibility to support contemporary Al-driven solutions. It
necessitates costly and time-consuming upgrades or modern-
ization. Such systems’ prototypes and data formats may be
incompatible with today’s Al methodologies, offering com-
prehensive adjustments to guarantee compatibility and robust
security. In addition, data integration poses major challenges,
as legacy systems manage data in formats not easily compati-
ble with KIL and ATD algorithms. Despite these challenges,
integrating KIL and ATD can strengthen cybersecurity by
leveraging advanced Al and domain knowledge, although it
requires substantial investment and effort to overcome tech-
nical and financial barriers.

6.2 Scalability and efficiency of knowledge infusion

Scalability and efficiency are crucial challenges for KIL in
ATD. As cyber threats evolve, KIL systems must scale to han-
dle larger datasets while maintaining processing speed and
efficiency. Managing increasing data volumes from diverse

sources requires robust data management and scalable com-
puting resources. Ensuring computational efficiency involves
optimizing algorithms, using parallel computing, and lever-
aging cloud technologies. Infrastructure limitations and the
need for continuous system monitoring and fail-safes are
also significant concerns. Effective resource management
and cost control, often through elastic cloud services, are
essential to ensure that KIL systems can scale dynamically
and efficiently.

6.3 Privacy and ethical considerations

Implementing KIL in cybersecurity raises significant privacy
and ethical concerns. Ensuring compliance with data pro-
tection regulations such as GDPR [60] and HIPAA [61] is
crucial, especially when handling sensitive personal informa-
tion. KIL systems must be designed with robust privacy pro-
tections to prevent unauthorized access. Ethical frameworks
are needed to guide the use of Al in cybersecurity, address-
ing issues such as algorithmic transparency, accountability,
and avoiding unjustified surveillance. Ensuring fairness and
eliminating bias in KIL systems require continuous attention,
including designing objective algorithms and training Al on
diverse datasets.

7 Conclusion

The current diversity in network technologies and large-
scale architectures enable sharing information, services, and
conducting business to meet society’s demands. The com-
plexity and profound impact cyberattacks have on business
operations establish a major need for the development of
advanced countermeasures to automate cybersecurity activ-
ities. Although the adoption of DL and DRL has demon-
strated remarkable success in protecting cyber assets, these
approaches present critical limitations that prevent their wide
deployment. This paper presented a study regarding the use
of Knowledge Infused Learning (KIL) in the context of
automated threat defense. We investigated how cybersecu-
rity domain knowledge can be infused into DL and RL and
presented the main obstacles and benefits. This analysis com-
prises red and blue teaming activities. The state-of-the-art
solutions introduce insights into how to develop automated
threat defense solutions but still unveil critical research lines
to be considered in the next few years. Finally, the future
directions of this research include the numerical analysis of
each infusion approach in DL and DRL for different cyber-
security problems. By addressing these challenges we can
overcome more adaptive cyberattacks in the context of auto-
mated threat defense systems.
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