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Quantum key distribution is on the verge of real world applications, where perfectly secure informa-

tion can be distributed among multiple parties. Several quantum cryptographic protocols have been

theoretically proposed and independently realized in different experimental conditions. Here, we develop

an experimental platform based on high-dimensional orbital angular momentum states of single photons

that enables implementation of multiple quantum key distribution protocols with a single experimen-

tal apparatus. Our versatile approach allows us to experimentally survey different classes of quantum

key distribution techniques, such as the 1984 Bennett & Brassard (BB84), tomographic protocols includ-

ing the six-state and the Singapore protocol, and a recently introduced differential phase shift (Chau15)

protocol. This enables us to experimentally compare the performance of these techniques and discuss

their benefits and deficiencies in terms of noise tolerance in different dimensions. Our analysis gives an

overview of the available quantum key distribution protocols for photonic orbital angular momentum and

highlights the benefits of the presented schemes for different implementations and channel conditions.

INTRODUCTION

Quantum cryptography allows for the broadcasting of infor-

mation between multiple parties in a perfectly secure manner

under the sole assumption that the laws of quantum physics

are valid [1]. Quantum Key Distribution (QKD) [2, 3] is

arguably the most well-known and studied quantum cryp-

tographic protocol to date. Other examples are quantum

money [4] and quantum secret sharing [5]. In QKD schemes,

two parties, conventionally referred to as Alice and Bob, ex-

change carriers of quantum information, typically photons, in

an untrusted quantum channel. An adversary, known as Eve, is

granted full access to the quantum channel in order to eaves-

drop on Alice and Bob’s shared information. It is also as-

sumed that Eve is only limited by the laws of physics and has

access to all potential future technologies to her advantage, in-

cluding optimal cloning machines [6], quantum memories [7],

quantum non-demolition measurement apparatus [8], and full

control over the shared photons. In particular, the presence of

Eve is revealed to Alice and Bob in the form of noises in the

channel. It is the goal of QKD to design protocols for which

secure information may be transmitted even in the presence of

noises [9]. For quantum channels with high-level of noises, it

has been recognized that high-dimensional states of photons

constitute a promising avenue for QKD schemes, due to their

potential increase in noise tolerance with larger encrypting al-

phabet [10, 11]. However, this improvement comes at the cost

of generating and detecting complex high-dimensional super-

positions of states, which may be a difficult task [12].

Orbital angular momentum (OAM) states are associated

with helical phase fronts for which a quantized angular mo-

mentum value of ℓ~ along the photons propagation direc-

tion can be ascribed, where ℓ is an integer and ~ is the re-

duced Planck constant [13]. Any arbitrary superposition of

OAM states can be straightforwardly realized by imprinting

the appropriate transverse phase and intensity profile on an

optical beam, which is typically done by displaying a holo-

gram onto a spatial light modulator (SLM) [14–16]. OAM-

carrying photons, also known as twisted photons, have been

recognized to constitute useful carriers of high-dimensional

quantum states for quantum cryptography [17–19], quantum

communication [20–23] and quantum information process-

ing [24–28]. The flexibility in preparation and measurement

of twisted-photon states enables us to create and use a sin-

gle experimental setup for implementing several QKD pro-

tocols that offer different advantages, such as efficiency in

secure bit rate per photon or noise tolerance for operation

over noisy quantum channels. Here, we use OAM states of

photons to perform and compare high-dimensional QKD pro-

tocols such as the 2-, 4- and 8-dimensional BB84 [2], to-

mographic protocols [29–31] using mutually unbiased bases

(MUB) [32] and Symmetric Informationally Complete (SIC)

Positive Operator-Valued Measures (POVMs) [33], and the 4-

and 8-dimensional Chau15 protocols. We finally demonstrate

applications in full characterization of the quantum channel

through quantum process tomography [34].
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THEORETICAL BACKGROUND

Let us first start by briefly reviewing the BB84 protocol,

which was introduced in 1984 by Bennett and Brassard [2].

In this protocol, Alice uses qubits to share a bit of informa-

tion (0 or 1) with Bob, while using two different MUB [32].

This QKD protocol relies on the uncertainty principle, since

a measurement by Eve in the wrong basis will not yield any

useful information for herself. However, this also means that

half of the time, Alice and Bob will perform their genera-

tion/detection in the wrong basis. This is known as sifting:

Alice and Bob will publicly declare their choices of bases for

every photon sent and only when their bases match will they

keep their shared key. On average, Alice and Bob will only

use half of their bits in their shared sifted key. In addition to

sifting, Alice and Bob’s shared key will be further reduced

in size at the final stage of the protocol when performing er-

ror correction (EC) and privacy amplification (PA) [9]. In the

case of BB84 in dimension 2, the number of bits of secret key

established per sifted photon, defined here as the secret key

rate R, is given by the following expression,

R = 1 − 2h(eb), (1)

where eb is the quantum bit error rate (QBER) and h(x) :=

−x log2(x) − (1 − x) log2(1 − x) is the Shannon entropy. From

this equation, we find that the secret key rate becomes nega-

tive for eb > 0.11. Hence, if Alice and Bob only have access

to a quantum channel with a QBER larger than 0.11 to per-

form the BB84 protocol, they will not be able to establish a

secure key regardless of sifting and losses. Due to this limita-

tion, it has been the goal of many research efforts to come up

with QKD protocols that are more error tolerant. One of the

first proposed QKD protocols that was aimed at extending the

0.11-QBER threshold, is the so-called six-state protocol [29].

The six-state protocol is an extension of the BB84 in dimen-

sion 2, where all three MUB are used. Indeed, it is known

that in dimension 2, there exists precisely 3 MUB. In the gen-

eral case of a d-dimensional state space, the number of MUB

is (d + 1), given that d is a power of a prime number [32].

Moreover, it is known that there exist at least three MUB for

any dimension [32] such that these 3 MUB can be used to in-

crease error thresholds in dimensions which are not a power

of a prime number [35]. Of course, this has the drawback

of decreasing the efficiency of obtaining sifted data from 1/2

to 1/3. Nevertheless, by simply adding another basis to the

encoding measurement scheme, the QBER threshold now in-

creases to 0.126, as can be deduced from the secret key rate of

the six-state protocol [29]

R = 1 − h

(

3

2
eb

)

− 3

2
eb log2(3). (2)

Another avenue to increase error tolerability in QKD is to

use high-dimensional quantum states, also known as qudits.

This may be intuitively understood from the fact that the pres-

ence of an optimal cloning attack leads to larger signal dis-

turbance in higher-dimensional QKD schemes [11, 36]. The

BB84 protocol may be extended here by using qudits. The

adoption of high-dimensional quantum systems has two dis-

tinct benefits: (i) an increase of the error-free key rate per

sifted photons to a value of R = log2(d); (ii) an increase in the

maximum tolerable QBER, i.e. the error threshold for R = 0.

For the simple case of a d-dimensional BB84 protocol, the

secret key rate is given by [37],

R = log2(d) − 2h(d)(eb), (3)

where h(d)(x) := −x log2(x/(d − 1)) − (1 − x) log2(1 − x) is

the d-dimensional Shannon entropy. Furthermore, it is also

possible to extend the six-state protocol to higher dimensions

by employing all (d + 1) MUB, assuming that d is a power of

a prime number, where the secret key rate is given by,

R = log2(d) − h(d)

(

d + 1

d
eb

)

− d + 1

d
eb log2(d + 1). (4)

This type of QKD scheme is also known as tomographic

QKD [30, 31], where all measurements, including the sifted

ones, are used to perform quantum state tomography (QST).

In particular, MUB are closely related to the problem of quan-

tum state tomography, where projections over all the states

of every MUB, although redundant, yields a full reconstruc-

tion of the state’s density matrix [38]. Following similar

ideas, the Singapore protocol has been proposed using SIC-

POVMs [31], as they are known to be the most efficient

measurements to perform QST. The Singapore protocol may

be equivalently performed in a prepare-and-measure or an

entanglement-based scheme, similar to the analogy between

BB84 and Ekert [39], respectively. Moreover, this QKD pro-

tocol may also be extended to higher dimensions [40] with the

major advantage that the SIC-POVMs are believed to exist for

all dimensions, including those that are not powers of prime

numbers, contrary to MUB.

Another class of QKD protocols using qudits has recently

been introduced, in which qudits are used to encode a single

bit of information. Although, such protocols primarily ben-

efits from one of the advantages mentioned earlier, i.e. an

increase in the QBER threshold, they have proven to be in-

teresting and advantageous due to a simplified generation and

measurement of the states. Their main drawback is the fact

that at a null QBER, the key rate per sifted photons is never

larger than R = 1. An example of such a protocol is the Differ-

ential Phase Shift (DPS) QKD protocol [41]. The information

is encoded by Alice in the relative phase of a superposition

of all states then sent over the quantum channel. Bob may

then measure the relative phase by detection of the different

phases using an interferometric apparatus. In particular, the

advantage of the 3-dimensional DPS scheme is in the higher

sifting efficiency in comparison to BB84. An extension of

the DPS protocol is the Round-Robin Differential Phase Shift

(RRDPS) protocol [42] where Bob’s interferometric appara-

tus is slightly modified. This modification results in a bound



3

|φ±

01
i

|φ±

02
i

|φ±

03
i

|φ±

12
i

|φ±

13
i

|φ±

23
i

0

0.

0.

0.

0.

1.

0

2π

355nm BBO

IF

KE

SLM-A

SLM-B

Alice

Bob

Coincidence

IF

D2

D1
IF

a b

FIG. 1. (a) Simplified experimental setup. Alice generates pairs of single photons using spontaneous parametric downconversion in a type-I

β-barium borate (BBO) crystal. The pump wavelength (355 nm) is filtered using an interference filter (IF) and the photons are separated using

a knife edge (KE) in the far-field of the crystal. The spatial modes of the photon pairs are filtered using single mode optical fibres making the

photons completely separable. Alice imprints a state onto her signal photon using a holographic technique by means of a spatial light modulator

(SLM-A). The photon is then sent to Bob through the quantum channel. Bob measures the photon’s state using a phase flattening technique

with his SLM-B followed by a single mode optical fibre. Moreover, Alice locally measures the idler photon and sends timing information

to Bob via an electric signal over the classical channel. Our experimental configuration allows us to test different protocols by changing the

holograms displayed on the SLMs using the same experimental apparatus without intermediate adjustments. Thus, we are able to compare the

different strategies in a systematic manner. (b) States employed in the Chau15 (N = 4) protocol. The phase (Hue colour) is shown modulated

by the intensity profile of the beam.

.

on Eve’s leaked information removing the need to monitor

signal disturbance (QBER) for performing privacy amplifica-

tion. Nevertheless, the qudits employed in the RRDPS QKD

protocol consist of a superposition of d states, which may pose

some practical limitations in experimental implementations

as d becomes larger. The recently introduced Chau15 pro-

tocol [43, 44] addresses this problem as it uses “qubit-like”

superpositions where only two states of the d-dimensional

space are employed. More specifically, the information is en-

coded in the relative phase of a qubit-like state of the form

|ϕ±
i j
〉 = (|i〉 ± | j〉)/

√
2 with states in a 2n-dimensional Hilbert

space with n ≥ 2. This protocol will be explained in more

details in the discussion section.

EXPERIMENTAL SETUP

We implement a prepare-and-measure QKD scheme at the

single-photon level using the OAM degree of freedom of pho-

tons, see Fig. 1 (a). The single photon pairs, namely signal

and idler, are generated by spontaneous parametric downcon-

version (SPDC) at a type I β-barium borate (BBO) crystal.

The nonlinear crystal is pumped by a quasi-continuous wave

ultraviolet laser operating at a wavelength of 355 nm. The

generated photon pairs are coupled to single-mode optical fi-

bres (SMF) in order to filter their spatial modes to the fun-

damental mode; i.e., Gaussian. Following the SMF, a coinci-

dence rate of 30 kHz is measured within a coincidence time

window of 2 ns. The heralded signal photon is sent onto SLM-

A corresponding to Alice’s generation stage. The OAM states

are produced using a phase-only holography technique [15].

Due to the versatility of SLMs, any OAM superposition states

of single photons may be produced, hence covering a large

possibility of QKD schemes. Alice’s heralded photon is sub-

sequently sent over the untrusted quantum channel. Upon re-

ception of the photon, Bob uses his SLM-B followed by a

SMF to perform a projection over the appropriate states for

a given protocol. In order to do so, Bob uses the phase-

flattening technique to measure OAM states of light [45, 46].

If the incoming photon carried the OAM mode correspond-

ing to Bob’s projection, the phase of the mode is flattened

and the photon will couple to the SMF. This verification-type

measurements can further reduce the sifting rate, unless the

protocols requires only a binary measurement and “no-click”

events are included.
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