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ABSTRACT

This paper describes a new system™ of speech privacy criteria in terms of Speech Privacy Class (SPC) values. SPC
values can be used to specify the required speech privacy for new construction or to assess the speech privacy of ex-
isting closed rooms. The ASTM E2638 measurement standard defines SPC as the sum of the measured average noise
level at the position of a potential eavesdropper outside the room, and the measured average level difference between
a source room average and the transmitted levels at the same potential eavesdropper location. For a given combina-
tion of level difference and ambient noise level, the likelihood of transmitted speech being audible or intelligible can
be related to the probability of higher speech levels occurring in the meeting room, based on the statistics of speech
levels from a large number of meetings. For a particular meeting room speech level, there is an SPC value for which
transmitted speech would be at the threshold of intelligibility or even at the threshold of audibility. One can create a
set of increasing SPC values corresponding to increasing speech privacy and for each SPC value one can give the
probability of transmitted speech being either audible or intelligible. This makes it possible to accurately specify
speech privacy criteria for meeting rooms and offices, varying from conditions of quite minimal to extremely high

speech privacy, with an associated risk of a speech privacy lapse which is acceptable for each situation.

INTRODUCTION

This paper describes a new system of criteria for rating the
speech privacy of closed rooms. Speech privacy is required
so that eavesdroppers outside the room have difficulty under-
standing or in some cases even hearing speech from the
room. The degree of speech privacy can vary from being able
to understand some but not all of the words spoken in the
room at points outside the room, to cases where it is very
rarely possible to understand any of the words. It is also pos-
sible to have even higher privacy where it is difficult, or even
impossible, to hear any speech sounds from the adjacent
closed room. Very high speech privacy is often referred to as
speech security.

Although it is often desirable to have some degree of speech
privacy, very high privacy can be costly. Consequently, the
amount of speech privacy must be designed to meet the needs
of each particular situation. Usually the required degree of
speech privacy is determined by how sensitive the informa-
tion is that is to be discussed in the room.

The likelihood of a speech privacy lapse can be described
statistically and related to the probability of higher speech
levels occurring in the closed room. In this paper, a system of
speech privacy criteria is described that makes it possible to
match the risk of a privacy lapse to the severity of the conse-
quences of loss of information in each situation. Where more
sensitive information is discussed, higher privacy is required
to minimize the risk of loss of more critical information.
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SPEECH PRIVACY BASICS

The intelligibility of speech increases with increasing speech-
to-noise ratios at the position of the listener. Consequently,
the speech privacy of closed rooms will increase with de-
creasing speech-to-noise ratios at the positions of potential
eavesdroppers outside the room. There are many different
ways to combine the influence of different frequencies in
calculating signal-to-noise ratios, but our research [1] has
shown that a uniform-weighted, frequency-averaged, signal-
to-noise ratio over speech frequencies (SNR,,3,) best pre-
dicts the audibility and intelligibility of speech transmitted
through various walls. SNR i3, is given by,

1 5000

SL(f) = Ly(f)} ()

SNR, .., =
uni32 16 o

where, L = transmitted speech level
L, = ambient noise level
fis the '/; octave band frequencies from 160 to
5000 Hz
-32 indicates that all L(f) — L,(f) differences are
clipped to never be less than -32, at which point
speech would be inaudible.

Figure 1 illustrates a plot of speech intelligibility scores ver-
sus SNR,i3> values from the previous work [1].

The previous work also found SNR,,3, values corresponding
to the thresholds of audibility and of intelligibility of trans-
mitted speech sounds which are given in Table 1. These are
the SNR ;3> values at which 50% of a panel of attentive lis-
teners could just detect speech sounds or could just under-
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stand at least one word of short low predictability test sen-
tences. These threshold values can be used to set design goals
for particular situations.
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Figure 1. Speech intelligibility scores versus SNR,3, val-
ues for speech sounds modified to simulate transmission
through walls [1].

Table 1. Thresholds of Audibility and of Intelligibility of
transmitted speech sounds [1].

SNRynis2 Threshold
-16 dB Intelligibility
-22 dB Audibility

Subsequent work showed that, although the threshold of au-
dibility was not affected, reflected sounds in rooms could
affect the threshold of intelligibility [2]. However, these ef-
fects are not expected to be significant for most meeting
room type spaces with reverberation times of 0.5 s or less. In
more reverberant situations, the threshold of intelligibility
can be increased a few dB.

In earlier speech privacy studies, the Articulation Index (AI)
was used to rate the speech privacy of closed rooms [3]. Re-
cently various speech privacy measures were compared [4],
and the comparison of Al and SNR,;3, values is shown in
Figure 2. These results suggest Confidential Privacy
(AI=0.05) is equivalent to an SNR,;3, value of about -14
dB. This would approximate the threshold of intelligibility in
slightly reverberant environments [2]. Figure 2 also illustrates
the limitation of Al values in that they approach asymptoti-
cally to O for low values indicative of high speech privacy.
That is, Al values do not differentiate well among cases of
high privacy and cannot be used to describe very high pri-
vacy where Al would be essentially zero.

ASTM E2638 MEASUREMENT STANDARD

To evaluate the speech privacy of a room we need to be able
to measure SNR,;3» values at locations outside the room. A
new procedure has been developed to do this and is described
in the ASTM E2638 measurement standard [5]. The standard
describes how to measure sound transmission from room
average levels in the closed room to point receivers usually
0.25 m from the outside of the room in terms of frequency-
averaged level differences (LD(avg)). Ambient noise levels
are also measured at the same points outside the room in
terms of frequency-averaged noise levels (L, (avg)). In both
cases “(avg)” indicates an arithmetic average over the speech
frequency 1/3-octave band levels from 160 to 5000 Hz inclu-
sive.
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Figure 2. Plot of Al values versus SNR ;3> values for data
from 3 previous studies. The horizontal solid and dash-dot

lines indicate the confidential (Al = 0.05) and normal (Al =
0.15) speech privacy criteria respectively [4].

The speech privacy of a closed room will increase as both
LD(avg) and L,(avg) increase. The sum of these two quanti-
ties is referred to as the Speech Privacy Class (SPC) and can
be used to rate the speech privacy of closed rooms.

SPC = LD(avg) + L,(avg) 2)

Conventional sound transmission measurements (e.g. ASTM
E336, ISO140 Part V) assume diffuse sound fields in both
spaces and measure the average transmission characteristics
of the separating partition. Conventional transmission loss
tests (illustrated in the upper part of Figure 3) are based on
the measurement of room average levels in both adjacent
spaces.

The new ASTM E2638 procedure measures level differences
from a room average levels in the source room to spot re-
ceiver positions, usually 0.25 m from the outside of the meet-
ing room (see lower part of Figure 3). A room average source
level is used to represent the possibility of the talker being at
any point in the room. This is achieved by measuring average
test sound levels in the room using a combination of multiple
source and microphone positions.

Spot receiver postions in the adjacent space represent a worst
case scenario for speech privacy where an eavesdropper
would be most effective if positioned close to the outside of
the room. The ASTM E2638 procedure does not assume a
diffuse field in the receiving space and produces measured
level differences that will vary from point to point to indicate
the likely variations in the speech privacy of the room. The
receiver measurements at spot receiver positions close to the
outer wall of the room are also little influenced by the acous-
tical properties of the adjacent space making it possible to
measure into almost any adjacent space.

SPEECH LEVEL STATISTICS AND THE
PROBABILITY OF A SPEECH PRIVACY LAPSE

For a given situation (i.e. for a particular combination of
LD(avg) and L,(avg) values), the likelihood of a speech pri-
vacy problem is related to the probability of higher speech
levels occurring in the meeting room. If we can describe the
statistical distribution of speech levels in typical meetings
and meeting rooms, we can determine the probability of a
speech privacy lapse in terms of the likelihood of speech
levels exceeding either the threshold of audibility or the
threshold of intelligibility at receiver positions in an adjacent
space.

ICA 2010
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Figure 3. Comparison of ASTM E2638 method (lower) to
that of conventional sound transmission measurements (up-
per). In both cases room average levels are measured in the
source room (Room A). Although room average levels are
also measured in the receiving space for conventional
transmission tests (upper), the received levels are measured
at spot receiver positions usually 0.25 m from the separat-
ing wall for the ASTM E2638 procedure (lower).

Information to describe the statistics of speech levels in meet-
ings was obtained by placing data loggers around the periph-
ery of meeting rooms for 24 hour periods. The data loggers
recorded 10 s Leq values throughout each 24 hour period.
The 10 s Leq values recorded during meetings were used to
investigate speech levels in meeting rooms [6]. Table 2 gives
a summary of the meetings and rooms measured. Few sys-
tematic effects of the variations in speech levels with proper-
ties of the rooms and their occupants were found.

Table 2. Summary of meeting rooms measured. (~ includes
30 different rooms, 2 of which were measured with and
without sound amplification systems).

Meeting and room parameters Values
Number of meeting room cases measured 32
Number of meetings measured 79

Number of people in each meeting 2 to 300 people

39 to 16,000 m®
15to 570 m?

Range of room volumes

Range of room floor areas

In rooms with sound reinforcement systems, average levels
were only about 2 dB higher than in rooms without sound
amplification. The effect of sound reinforcement systems was
minimal because speech levels were measured around the
periphery of the rooms to represent speech levels incident on
the room boundaries. This suggests that sound reinforcement
systems were adjusted to provide levels, at more distant loca-
tions in larger rooms, that were similar to the speech levels
found in smaller rooms without sound amplification.

Average meeting speech levels were found to increase sys-
tematically with ambient noise levels. The plot of increasing
speech levels with increasing ambient noise levels in Figure 4
is an example of the Lombard effect [7]. Low ambient noise
levels in meeting rooms are important for good intelligibility
in the room, but also so that speech levels are lower and less
likely to cause speech privacy problems at points outside the
room.

The statistical characteristics of speech levels in meeting
rooms were determined by creating a cumulative probability
distribution plot of the 10 s Leq values of speech levels dur-
ing all meetings. The distribution of all 110 773 Leq values is
shown in Figure 5.
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Figure 4. Meeting-average speech levels (L,,) versus ambi-
ent noise levels in the meeting rooms (Lgy). The solid di-
agonal line shows situations with a +10 dB speech-to-noise
ratio and the dash-dotted line shows the more ideal condi-
tions for good intelligibility of a +15 dB speech-to-noise
ratio [6].

From the probabilities of the occurrence of various speech
levels in Figure 5, one can calculate the corresponding aver-
age time interval between occurrences of particular speech
levels taking into account the 10 s duration of each L, meas-
urement of speech levels. Each probability indicates the fre-
quency of occurrence of all speech levels up to and including
the corresponding speech level on the x-axis. For example, a
90% probability corresponds to a speech level of 64.5 dBA,
indicating that 90% of the time 10 s speech L., values would
be no higher than 64.5 dBA. Hence, 10% of the time this
speech level would be exceeded. There are 360 intervals of
10 s duration in one hour and this would correspond to
speech levels exceeding 64.5 dB in 36 of them. On average
there would be a 60 min / 36 = 1.67 minute interval between
times when the 64.5 dBA speech level is exceeded.
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Figure 5. Cumulative probability distribution of 10s
speech L values for the combined data from 79 meetings.
The labels on the horizontal dashed lines (1/minute to
1/week) indicate the frequency of occurrence of the particu-
lar 10 s speech L, values.

SPEECH PRIVACY CLASS (SPC) CRITERIA

Speech privacy criteria can be given in terms of Speech Pri-
vacy Class (SPC) values (equation (2)). For each SPC value
the probability of transmitted speech exceeding either the
threshold of audibility or the threshold of intelligibility can
be determined to describe the related risk of a privacy lapse.
The audibility or intelligibility of speech can be related to the
uniformly-weighted, frequency-averaged, signal-to-noise
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ratios (SNRy,;32), defined in equation (1). Table 1 gives
SNR,;3> values for the thresholds of audibility and intelligi-
bility of transmitted speech.

First we re-write equation (1) by replacing L(f) (the trans-
mitted speech level) by Ly, (f)-LD(f) (the source room speech
level less the measured level difference from the average
level in the room to the level at a receiver outside the room).

1 5000 (3)
SNRuniSZ = % Z {Lsp(f)7 LD(an)7 Ln (f)}—QZ
f=160

If we assume that the -32 dB clipping of the quantity in the
curly brackets is usually not very important and can be ne-
glected, then equation (3) can be simplified to equation (4).

SNRuniﬁz = Lsp (an) - LD(an)— Ln (an) (4)

In equation (4) “(avg)” indicates arithmetic averaging of the
1/3-octave band values over the speech frequencies from 160
to 5000 Hz inclusive. This can be rearranged to the follow-
ing,

LD(avg)+L,(avg)=L,—SNR,,,, )

Finally, we usually want to design so that conditions meet or
are below the threshold of intelligibility. From Table 1, this
corresponds to an SNR i3, of -16 dB or lower. The left side
of equation (5), (LD(avg) + L (avg)) is the Speech Privacy
Class (SPC). Substituting SNR ;3> = -16, we then have,

SPC=~L,,+16 (©)

This tells us that for each SPC value there is a corresponding
meeting room speech level that will produce conditions that
just meet the threshold of intelligibility. Lower speech levels
would not be expected to be intelligible at points outside the
room. If the corresponding meeting room speech level in
equation (6) is quite high, it will not occur very often and the
room will have a reasonably high degree of speech privacy.
Using Figure 5 we can say how often a particular speech
level will occur and hence from equation (6) and knowledge
of the SPC value, we can say how often speech transmitted
from the room is likely to be intelligible. We could alterna-
tively use the more stringent criterion for the threshold of
audibility (SNRy,3, =-22 dB) and describe how often speech
from the room would be just audible to an eavesdropper even
though not intelligible.

Table 3. Summary of expected average time intervals be-
tween intelligibility and audibility lapses for Speech Pri-
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Using the procedure described above, the risks of exceeding
the thresholds of audibility and of intelligibility were deter-
mined for a range of SPC values. These are given for 5 point
intervals of SPC values in Table 4. How often transmitted
speech would be audible or intelligible is described in words
that are explained in the legend below the table. It is seen that
the 5 SPC values correspond to a wide range of conditions
from quite minimal speech privacy to extremely high speech
privacy.

In practice the middle 3 SPC values (75, 80 and 85) are
probably of most practical use. Values of 90 and higher
would correspond to essentially inaudible speech and lower
values than 70 would suggest virtually no privacy at all. The
5 point SPC intervals represent a suitable perceptually small
interval.

Speech privacy criteria would usually be determined by the
most sensitive type of information to be discussed in the
room. Proposed speech security criteria for use in Canadian
federal government buildings would specify minimum SPC
values of 75, 80 and 85 for rooms where Protected, Secret,
and Top Secret information is to be discussed respectively.
For more sensitive information, unique analyses would be
required for each case.

Table 5 shows how the intermediate levels of privacy (SPC =
75, 80 and 85) relate to combinations of LD(avg) and
L,(avg). The three columns to the left of Table 5 give results
for 3 different ambient noise levels referred to as “very
quiet”, “quiet” and “moderate noise”. Ambient noise levels
are given in terms of L (avg) values and are also converted to
approximate A-weighted levels (L,(A)). The conversion as-
sumed a neutral noise spectrum decreasing at 5 dB per octave
with increasing frequency. Below the ambient noise levels in
Table 5, there are 3 rows of TL(avg) values (i.e. frequency-
averaged transmission loss values). These have been empiri-
cally related to LD(avg) values [9],

TL(avg) = LD(avg)-1 @)

This relationship makes it possible to estimate the sound
isolation due to particular building elements from laboratory
sound transmission loss test results. Finally, to the right of the
TL(avg) values are the SPC values corresponding to the
combination of the L,(avg) values and the corresponding
TL(avg) values in each row (as per equation (7)).

Table 4. Speech Privacy Classes (SPC) and the related risk
of speech being audible or intelligible.

vacy Class, SPC, values from 60 to 90. Category SPC Description
spc | Time between intel- | Time between :I\)/Il’licg?isl speech | 4 | Frequently intelligible
ligibility Ia.pses audibility lapses Speech privacy 75 Occasionally intelligible, and
60 0.32 min - frequently audible
65 0.76 min - Speech security 80 Very rarely intelligible, and
70 2.87 min 0.62 min : occasionally audible
- - High speech 85 Essentially not intelligible,
75 18.03 min 2.09 min security and very rarely audible
80 2.28 hours 12.54 min Very high speech 2 Unintelligible and essentially
85 15.30 hours 1.53 hours security not audible
90 - 11.22 hours Legend

Average expected intervals between intelligibility and audi-
bility lapses were calculated for a range of SPC values [6]
and are included in Table 3. Figure 5 includes horizontal
dashed lines to indicate the speech levels corresponding to
several time intervals (1/minute to 1/week).

SPC VALUES AND THEIR APPLICATION

Frequently: about 1 per 2 minutes
Occasionally: about 1 per 15 minutes
Very rarely: about 4 per 8 hours
Essentially not: about 1 per 16 hours

The highlighted cells in Table 5 show the values of L(avg) =
24 dB and an as built TL(avg) = 55 combining to give an
SPC = 80 which provides a high degree of speech privacy

ICA 2010
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described as “Speech security”. In table 4 this SPC value is
described as corresponding to conditions where transmitted
speech would be “Very rarely intelligible, and occasionally
audible”. From an analysis of the relationship between
TL(avg) and STC values obtained from laboratory measure-
ments of wood and light weight steel stud wall constructions,
TL(avg) = 55 is approximately equal to an STC rating of 51.
However, this is an approximate relationship with a standard
deviation of 4 points or more. It would also correspond to
an Ry, rating approximately the same as the STC value. These
results suggest that with an as-built SPC rating of 80, quite
high speech privacy can be achieved using relatively com-
mon constructions.

Of course the degree of speech privacy is also influenced by
the ambient noise levels at the receiver position. In the above
example a little higher noise level could provide very high
speech privacy, but much quieter conditions would make it
very difficult to achieve high speech privacy.

Table 5. Combinations of TL(avg) and L,(avg) for some
SPC values.

Ambient noise levels
Very . Moderate
quiet Qulet noise
14 24 34 & La(avg)
25 35 45 < La(A)
TL(avg) ~ LD(avg)-1 SPC |Description
60 50 40 75 Speech privacy
65 55 45 80 Speech security
High speech
70 60 50 85 security

For existing buildings it is usually possible to measure the
actual ambient noise levels in spaces adjacent to meeting
rooms. Such measurements should be over a long enough
time interval to be able to indicate the lowest likely ambient
levels when the room is in use. When lowest likely ambient
noise levels cannot be measured, we can estimate them from
previous measurements of noise levels in spaces adjacent to
meeting rooms over 24 hour periods. When the lowest likely
ambient noise level is taken to be the lowest 1 percentile
level, the values shown in Table 6 were found for the day,
evening and night periods [8].

Table 6. Estimates of lowest likely ambient noise levels in
spaces adjacent to meeting rooms for 3 different times of
day periods [8].

Period Level, dBA
Day (8:00 to 17:00) 35
Evening (17:00 to 24:00) 30
Night (24:00 to 8:00) 25
CONCLUSIONS

ICA 2010
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The new SPC values provide a uniform system for rating all
categories of speech privacy from very minimal privacy to
extremely high speech security. SPC values can be measured
to evaluate existing facilities or can be predicted for new
facilities from laboratory tests of building elements. Of
course to accurately predict the sound transmission from a
meeting room to adjacent spaces in a real building, all sound
paths must be considered. Flanking sound transmission via
paths such as a common floor slab can severely limit the
maximum possible sound isolation of a meeting room.

Although the procedures were developed for rating the
speech privacy of meeting rooms, they could also be applied
to other situations such as in health care facilities where
speech privacy is often desired. To describe the risk of pri-
vacy problems in such other situations as health care facili-
ties, it would be necessary to assess the probability of various
speech levels occurring in those environments.
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