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Abstract. In this paper, we present a new algorithm, VNSOptClust,
for automatic clustering. The VNSOptClust algorithm exploits the basic
Variable Neighborhood Search metaheuristic to allow clustering solutions to get out of local optimality with a poor value; it considers the
statistic nature of data distribution to find an optimal solution with no
dependency on the initial partition; it utilizes a cluster validity index as
an objective function to obtain a compact and well-separated clustering
result. As an application for unsupervised Anomaly Detection, our experiments show that (i) VNSOptClust has obtained an average detection
rate of 71.2% with an acceptably low false positive rate of 0.9%; (ii) VNSOptClust can detect the majority of unknown attacks from each at.tack
category, especially, it can detect 84% of the DOS attacks. It appears
that VNSOptClust is a promising clustering method in automatically
detecting unknown intrusions.
Key words: Unsupervised Learning; Automatic Partitional Clustering;
Variable Neighborhood Search; Unsupervised Anomaly Detection.

1

Introduction

Network intrusion attacks pose a serious security threat in a network environment. A wide range of attacks include attempts to destabilize the whole network,
to gain unauthorized access to file or privileges, and to prevent legitimate users
from using a service [24]. The goals of Intrusion Detection Systems (IDSs) are
to automatically detect intrusion attacks from the audit data, and to protect
vulnerable network systems with cooperation of static defense mechanisms such
as firewalls and software updates [22].
Given the significance of the intrusion detection problems, a number of intrusion detection approaches have been proposed. However, traditional signaturebased lOSs suffer from the following drawbacks: first, known signature paLterns
have to be hand-coded into the systems; secondly, only known attacks that have
characteristic signatures can be detected 120]. Data mining based IDSs [4], [5],
[16], [19], 120] require precisely labeled data or purely normal data in order to

