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Abstract

Corporations are facing increasing demands to monitor
their compliance with policies and regulations. This re-
search demonstrated one type of analysis tool for moni-
toring corporate security and privacy practices. Using
the Enron email corpus as an example of corporate
communications, the research explored methods to iden-
tify instances of password sharing, a practice that should
be a security concern to any organization. Social nei-
work analysis was able to identify key creators and shar-
ers of passwords, and an analysis of the passwords them-
selves showed that quality was clearly a problem. The
network analysis was also able to reveal interesting
communication patterns, such as sharing passwords with
external accounts owned by the same person, which

__might have been usefil as indicators of a problem in cor-

porate systems or practices. The research also uncovered
cases of possible policy violations, such as the sharing of
internal and external accounts.

1. Introduction

Corporations are facing increasing demands to monitor
their compliance with both internal and external policies
and regulations. Externally, corporations are asked to
comply with a variety of regulations depending on their
location and areas of business. These regulations cover
corporate finances (e.g., Sarbanes-Oxley), privacy (e.g.,
Gramm-Leach-Bliley, PIPEDA, HIPAA), national secu-
rity (e.g., Patriot Act), etc. Internally, good corporate
practices demand effective management, good decision
making, clear accountability, effective risk management,
corporate integrity, etc. Because of these increasing de-
mands, corporations are turning to automated tools that

" can assist in monitoring data and processes, and in dem-

onstrating compliance with the various requirements.

One area where compliance is especially important is se-
curity and privacy. Corporations are coming to realize
that protecting their data, and the data of their customers,
is essential for their business success. Here too, they are
turning to automated tools to assist in the monitoring of
their security and privacy practices (e.g., [1, 3]).

The purpose of the present research is to demonstrate one
type of analysis tool for monitoring corporate security
and privacy practices. Social Network Analysis (SNA)
focuses on the ties among groups of entities, including
people, groups, and even countries. SNA involves creat-

ing. structures that. represent the relationships. (usually
called ties) between entities (usually called nodes) based
on some analysis of behaviors [13]. For example, the re-
lationships between teenagers could be studied by exam-
ining the pattern of text messages sent between mdmdu—
alsina g1ven period of time.

It is our belief that SNA can provide a valuable tool for
corporations interested in monitoring their security and
privacy practices. SNA has proven to be valuable in other
security contexts. Valdis Krebs [11], for example, dem-
onstrated the value of relationship analysis for discover-
ing the social structure among the hijackers involved in
the 9/11 terrorist attacks. National security agencies, such
as the NSA, also use social network analysis to search for
current and future threats [4]. '

“One secirity ‘pfa;c"tié%"mat 1§ iniportart to corporations is” S —

access control. The most common access control method
today is to assign each individual a username and pass-
word. Based on the authentication provided by these
pieces of information, different types and levels of access
can be given or refused. If the authentication information
is shared, however, then the access control measures fail
and the corporation can loose control over their assets
[17]. Even internal password sharing between colleagues
can be dangerous because it can lead to a lack of ac-
countability, errors or omissions by untrained users, in-
advertent access to unintended resources, greater oppor-
tunities for malicious insider activities, and an environ-

. ment that is vulnerable to social engineering attacks. As a

result, many corporations have, or should have, policies
against password sharing.

This study used social network analysis to examine cases
of password sharing within a corporate environment. A
corpus of corporate communications was searched and
instances of password sharing that represent potential se-
curity problems were recorded. The purpose was to dem-
onstrate the value of this analytic approach, and to sug-
gest topics for future research and development in the
area of automated compliance tools for security and pri-
vacy.

1.1. Background on the Corpus '

Enron was a very large U.S. corporation that conducted
business in the energy sector from the 1980s until the
early 2000s. Enron acted as a broker, buying energy from
generators and selling it to customers. With the rapid




(e, [7,12,15).

success of the business, Enron soon expanded their scope
to include brokerage of a variety of commodities, includ-
ing advertising time and network bandwidth. Enron grew
very quickly and reported huge profits, but in 2001 sto-
ries began to emerge about improper accounting prac-
tices. The company seemed to be reporting only profits
and hiding their losses in a series of related companies.
When the scandal became public, the share price of the
company collapsed and investors lost millions of dollars:
Enron filed for bankruptcy in December 2001 [2, 6].

During the investigations that followed the collapse of
the company, the Federal Energy Regulatory Commis-
sion collected a large number of corporate email mes-
sages. This corpus was made available to the public and
it was cleaned by researchers at SRI and Camegie Mel-
lon University [8]. Message integrity issues were re-
solved and some of the emails were deleted at the request
of some of the affected employees. The result was a da-
tabase of 517,431 email messages from 151 users dis-
tributed in 3500 folders [14]. This database is available
for download from CMU, and it has frequently been used
by researchers interested in corporate communications,
natural language understanding, and social networks

[firstname.lastname@enron.com
for the analyses that follow.

Following the alias substitutions, duplicate messages
were removed from the corpus by looking for repetitions
of the date, sender, and recipient. The result was a total

‘of 250,641 unique messages, which is similar to the

252,759 unique messages reported by [14] who dropped
messages based on duplicate messages . automatically
saved by the email system in some of the corpus folders
(e.g., "sent_mail" folders). There was a total of 31,718
different email addresses found in the database, including
both Enron employees and outside correspondents. Most
of the addresses (63%) appeared only once in the data-
base, but some addresses (those of prolific Enron em-
ployees) were very frequent.

2.2. Searching for Passwords

A simple method was used for searching for passwords
within the cleaned email corpus. Each message was
searched using two case-insensitive regular expressions:
"password:" and "password is". When a match was
found, the next whole word in the message line was re-
corded as the password. This method did result in some

2. Method
2.1. Corpus Cleaning

For the present study, the Enron email corpus was
downloaded from Carnegie Mellon University' and un-
packed on a PC running Windows XP. A series of Perl
scripts were developed to clean the data and search the
corpus files. The first cleaning pass involved parsing
each message for the date (using the Date: header), the
sender (using the From: header), and the recipients (using
the To:, Cc:, and Bcee: headers). In cases where there
were multiple recipients, each recipient was counted as a
separate message for our analyses.

There were a number of email address aliases in the
email corpus. For example, employees could be ad-
dressed using the pattern
firstname.lastname@enron.com
as well as
firstname.middle-initial. lasthame@enron.com
‘and :
first-initial..lastname@enron.com.

A list of aliases was developed by examining similarities
in the email addresses. This list was also refined as the
social network analysis was conducted because it some-
times became clear that two closely related entities were
actually the same person. The result was a list of 49 ali-
ases that were converted to a canonical form

| ! http://www.cs.cmu.edu/~enron/

false matches. For example, the sentence "Your password
is case sensitive" would result in a recorded password of
"case." A list of common false matches was developed
(see Table 1) and these passwords were ignored in the
analyses. In all other cases, the sender, recipient, and
password was recorded and used for later analyses.

Table 1: Password False Matches

Not Used in Analyses
a also as
birthdate blank can
case-sensitive | case completed
currently different | first
for in included
issued necessary | needed
not noted now
only our required
same the their
upper what your
travelocity

2.3. Social Network Analysis

The instances of password sharing were counted to pro-
duce a dataset that was suitable for social network analy-
sis. The direction and frequency of password sharing
were tallied, and the results were saved as a Pajek net-




Figure 1: The total network of Enron password sharing. Black nodes represent
internal Enron addresses, while white nodes represent external addresses.

work file? The Pajek program was used to analyze and
visualize the resulting network. In addition, the NetDraw
program’ was used for analyses that were not available in
the Pajek program (e.g., faction analysis).

3. Results

For the social network analysis, each email address was
treated as a node and the frequency of password sharing
was used to create weighted directional arcs. A total of
642 instances of password sharing involving 500 differ-
ent email addresses were observed. This data resulted in
a network of 500 nodes and 500 arcs, as is shown in Fig-
ure 1. This network was very sparse, with 418 of the
nodes (addresses) only appearing once. The network den-
sity was 0.2%, showing that very few of the possible
network connections actually occurred. There were also 9
instances of network loops, representing cases where
people emailed passwords to themselves.

2 http://viado.fmf.uni-lj.si/pub/networks/pajek/
3 http://www.analytictech.com/Netdraw/netdraw.htm

There are a number of interesting characteristics observ-
able in the network shown in Figure 1. First, there is
clearly a group of relatively well connected nodes at the
centre of the network and a large collection of isolated
pairs at the periphery. Second, Enron internal addresses
are shown as black nodes in the network, while external
addresses are shown in white. As might be expected, ex-
ternal addresses were most commonly found in the net-
work periphery, but there were some cases of well con-
nected external nodes. A review of the messages involv-
ing those nodes revealed that they were most commonly
associated with subscription services, such as the New
York Times, that were popular with a variety of Enron
employees. In fact, Enron employees were frequent sub-
scribers to a variety of third party news and research ser-
vices, and a majority of the cases of external password
sharing were new subscription passwords being sent to
the Enron subscribers. We will return to this finding
later.




B p W

Figure 2. Faction analysis of the password sharing network.

A third observation from the password sharing network
shown in Figure 1 is the scarcity of repeated password
sharing. The width of the arcs in the diagram represents
the frequency of password sharing between the respective
nodes. In most cases, a password was only shared once
between nodes (thin lines), and very frequent password
sharing was very rare. The highest frequency of pass-
word sharing between two nodes was 14 instances in one
direction and five in the other. We will examine this un-
usual case below.

3.1. Network Factions

To further characterize the network of password sharing,
a faction analysis was conducted using the NetDraw tool.
This analysis breaks the network into factions based on
the number of links between nodes. Nodes with strong
connections to each other are placed within the same fac-
tion, and a unique color is used to represent each faction
in the network. An analysis using three factions resulted
in the cleanest separation of the nodes, and this is shown
in Figure 2. There are clearly two large factions repre-
sented by the white and grey nodes, with frequent con-
nections within the factions and very little overlap. It is

obvious that an analysis focusing on the differences be-
tween these two groups is required. The black nodes are
a residual faction that represents people that are relatively
unconnected, often involving pairs of people and small
groups. NetDraw has chosen to draw these nodes in two
groups, but they really represent one faction of isolated
nodes. :

3.2. The Network Core

To analyze the network core, the NetDraw program was
used to remove isolated nodes and pairs (pendants). This
was done in two passes, and the resulting core network is
shown in Figure 3. This analysis shows the reason behind
the two main factions discussed above. There appear to
be two nodes (Nodes 1 and 12 in the figure) that are
heavily involved with password sharing to nodes that, in
turn, are not well connected to each other. For the entire
network, Node 12 had the highest degree centrality score
of 57 (5.7% of nodes), while Node 1 had the second
highest score of 31 (3.1%). The average degree centrality
for all nodes was 0.2%.
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Figure 3: The core network after isolated nodes and pairs were removed in two passes.

Node 1 in the core network shown in Figure 3 represents
an email address used by the employee performance
management system within Enron. This was an online
system that was used to periodically collect performance
appraisals about employees. During each of the evalua-
tion periods, a username and password was sent from the
Node 1 address to the senior managers of the corporation.
In addition, if the managers did not use the system, they
were sent reminders and their username and password

were repeated. The network surrounding Node 1, then, .

represents senior managers of the corporation. They re-
ceived passwords from the performance management
system, and they also sometimes shared passwords
among themselves.

Node 12 in the core network represents a senior manager
at Enron Online, the virtual trading arm of the corpora-
tion. Even though her personal email folders were not
included in the corpus, her messages were often found in
other employees' mailboxes. This manager appears to
have been responsible for setting up accounts for traders

who used the online trading system. The network sur-
rounding Node 12, then, represents traders who used the
Enron Online service. In most cases, these traders did not
share passwords with the corporate managers who are

" clustered around Node 1. :

It is also interesting to note the frequent password shar-
ing between Nodes 25 and 94 in Figure 3. These nodes
represent an internal (Node 25) and external (Node 94)
email address used by the same person, a senior manager
of research within Enron. The external address was with
the AOL Internet service, and this person sent a password
from his Enron address to the AOL address 14 times, and
received a password from the AOL address 5 times. In
most cases, the passwords were to subscription services
provided by third parties (e.g., news and research ser-
vices). A possible reason behind this frequent sharing of
passwords to an external address was revealed by a mes-
sage from the email system administrators sent in July
2001. This message announced that external access to the
corporate Outlook email system was now possible. So, it




is likely that the pattern of sending passwords to an ex-
ternal address may have been necessary in order to work
remotely. It is interesting to note that this person contin-
ued his self-sharing practices after this announcement,
perhaps out of habit or convenience.

This pattern of sending passwords to an external address
demonstrates one possible value of social network analy-
sis for security and privacy compliance. Had this social
network analysis been done during the life of the corpo-
ration, the pattern of sending passwords to external ad-
dresses could have been detected and remedial measures
(e.g., policies, training, message blocking) put in place.
Moreover, the root cause of the behavior, an apparent in-
ability to access the internal mail system, could have
been addressed sooner.

It is also apparent in Figure 3 that Node 25 was also in-

volved with other password sharing (sending to Nodes 57

and 53 and receiving from Nodes 84 and 67). In one
case, this person shared a password for a third party ser-
vice with an internal colleague, and in another case he
sent software installation instructions, including a
download password, to a group member. These might
represent breaches of internal and external security poli-

cies, so automatic detection of these messages may have
been valuable.

3.3. Password Quality

Since Nodes 1 and 12 represent key sources of passwords
within the corporation, it may be useful to examine the
actual passwords that they sent for repetition and strength
[5]. The Node 1 address (the performance management
system) was used to send passwords 62 times, and in 39
of those cases the same weak password ("WELCOME")
was sent to different people. This means that it would
have been very easy for an Enron employee to guess an-
other employee's password, and the password could have
been easily cracked using dictionary searches. In other
cases, however, a stronger unique password (e.g.,
"KTDVWCCH") was sent to the managers. These tended
to occur in messages that were identical in format and
they may have been generated by an automated process.

Node 12 in the core network (the Enron Online manager)
sent out passwords 74 times, but only 20 different pass-
words were used. One password ("q#9M#npX"), al-
though apparently strong, was sent 30 times to 30 differ-

ent recipients. Node .12 also used the password
"WELCOME!" 20 times for 15 different recipients, and
the password "enronl" 4 times for 4 different recipients.
Again, this means that an insider might be able to guess
another employee's password based on the one that they
received.

These password quality findings also demonstrate the .
value of social network analysis for identifying possible
security and privacy issues. They key' originators of
passwords were identified using the communication pat-
tems found in the email corpus, and a content analysis
showed poor security and privacy behaviors. Had such an
analysis been done during the life of the -corporation, re-
medial training programs and better account management
tools and practices could have been put in place to ensure
that high-quality, unique passwords were being used.

3.4. The Network Periphery

The email corpus also contained many instances of pass-
word  sharing between isolated node pairs and small
groups. It may be useful to examine these instances of
password sharing to look for any unusual behaviors. As a
demonstration, Figure 4 shows the entire password shar-

ing network again, but the coloring of the nodes has been

changed. Nodes that are well connected are colored
white, and isolated nodes and pairs are colored black.
Small isolated groups, representing more than 3 nodes,
are shown in a grey color in this figure, and these clusters
are the focus of this analysis.

This first cluster of interest is the group of 7 nodes col-
ored grey appearing at the 12 o'clock position in Figure
4. These instances of password sharing centre around one
Enron employee who stored his passwords in a specific
email folder. In most cases, this person received pass-
words from third party services, usually personal services
used to purchase auto parts or auto loans. In one case a
password was sent from a personal external address (on
the MSN service) to the internal Enron address, and this
involved a password for an online discussion forum
about trucks. These instances might be in violation of
policies against conducting personal business at work,
Also, in one instance, this employee shared his password
to the Enron Online service with an internal colleague,
and this might represent a breach of corporate security
policies.




The second cluster of interest is the group of 5 nodes
colored grey appearing at 11 o'clock in Figure 4. This
cluster was involved in sharing a collection of password-

protected memos and documents. It is not clear why -
these documents were being protected, but the behavior

appears to be unique to this group and might represent a
concern about insider activities or a breach of corporate
policies. ‘ -

The third interesting cluster is the group of 4 nodes col-
ored grey appearing at 9 o'clock in Figure 4. This cluster
is centered on an Enron employee who received a pass-

word for a third party service and shared that password:

with an internal colleague. This person also twice sent
account information for a third party service to a personal

address on a local Internet service. Again, this password =

sharing behavior might be of interest from a corporate
security perspective.

The fourth cluster of interest is the group of four grey

PRETI LN

nodes appearing at 8 o'clock in Figure 4. This cluster is
centered on an Enron employee who sent her password to
an internal help desk so they could diagnose a system
problem. She also shared the password to an airline res-
ervation service with -an internal group address, and she
sent an employee ID number and password to a new em--
ployee. These may or may not represent activities that are
of interest from a security and privacy perspective.

© 4..Discussion

The putpose of this research was to demonstrate the .

value of social network analysis for the monitoring of
security and privacy issues within an organization. Using
the Enron email corpus as an example of corporate com-
munications, we were able to develop simple methods to
identify instances of password sharing, a practice that
should be a security concern to any organization.

Social network analysis was able to identify key creators

W'

Figure 4: The full password sharing network highlighting isolated clusters involving more
than 3 nodes (colored grey). The well connected nodes are colored white,
while isolates and pairs are colored light black.




and sharers of passwords, and an analysis of the pass-
words themselves showed that quality was clearly a prob-
lem. The network analysis was also able to reveal inter-
esting communication patterns, such as sharing pass-
words with external accounts owned by the same person,
which might have been useful as indicators of a problem
in corporate systems or practices. We were also able to
uncover cases of possible .policy violations, such as the
sharing of internal and external accounts. In addition, one
case of possible insider collusion was found in a pattern
of sharing password-protected documents.

Although password sharing may be contrary to the goals -

of keeping information secure, it may be necessary in
some situations. If people are asked to work together on
documents or systems, for example, and the organization
does not provide methods for shared access, then it is in-
evitable that people will share whatever passwords are
necessary to get the job done.

Australian researchers recently examined the issue of
people sharing bank passwords with friends or family
members [16]. Although banks explicitly stated that cus-
tomers should not share their passwords and they risk

_losing all financial protections if they do, this study
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